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Chapter 1

Introduction to this Guide

1.1 Sections Contained in this Guide
1.2 Accessing the Protegrity documentation suite

This guide provides information about all the APIs, UDFs, and commands in all Protegrity Protectors.

1.1 Sections Contained in this Guide

The guide is broadly divided into the following sections:

e Section /ntroduction to this Guide defines the purpose and scope for this guide. In addition, it explains how information is
organized in this guide.

« Section Application Protector provides information about the APl elements and their parameters, including data types and
usage.

» Section Big Data Protector describes about the APIs available in the Big Data Protector.
e Section Database Protector provides information about all the UDFs that are available in Database Protector.
» Section z/0S Protector UDFs describes about all the UDFs that are available for Mainframe z/OS.

» Section Appendix A: DevOps REST APIs provides information about using the policy management functions through the
REST APIs.

e Section Appendix B: APIs for Immutable Protectors provides information about using the APIs for Immutable Protectors.

1.2 Accessing the Protegrity documentation suite

This section describes the methods to access the Protegrity Documentation Suite using the My.Protegrity portal.

1.2.1 Viewing product documentation

The Product Documentation section under Resources is a repository for Protegrity product documentation. The documentation
for the latest product release is displayed first. The documentation is available in the HTML format and can be viewed using your
browser. You can also view and download the .pdffiles of the required product documentation.

Log in to the My.Protegrity portal.
Click Resources > Product Documentation.

Click a product version.
The documentation appears.
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Figure 1-1: Documentation

Expand and click the link for the required documentation.

If required, then enter text in the Search field to search for keywords in the documentation.
The search is dynamic, and filters results while you type the text.

6. Click the Print PDF icon from the upper-right corner of the page.
The page with links for viewing and downloading the guides appears. You can view and print the guides that you require.

1.2.2 Downloading product documentation

This section explains the procedure to download the product documentation from the My.Protegrity portal.

Click Product Management > Explore Products.

2. Select Product Documentation.
The Explore Products page is displayed. You can view the product documentation of various Protegrity products as per their
releases, containing an overview and other guidelines to use these products at ease.

Click View Products to advance to the product listing screen.
Click the View icon (<) from the Action column for the row marked On-Prem in the Target Platform Details column.
If you want to filter the list, then use the filters for: OS, Target Platform, and Search fields.

5. Click the icon for the action that you want to perform.
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Chapter 2

Application Protector

2.1 Application Protector (AP) C APIs

2.2 Application Protector (AP) Golang APIs
2.3 Application Protector (AP) Java APIs
2.4 Application Protector (AP) Python APIs
2.5 Application Protector (AP) NodeJS APIs
2.6 Application Protector (AP) .Net APIs
2.7 Application Protectors API Return Codes
2.8 Environment Path Variables

This section describes the APIs that are supported by the Protegrity Application Protector.

The Application Protector contains APIs, which perform the following functions:

» Fetches the policy related information from the shared memory

» Applies the access control settings that are derived on the basis of policy settings
» Encrypts or tokenizes the data based on the policy settings

* Generates audit logs that are sent to the PEP server

Note:

To reduce performance issues that occur due to protection of data or casting of data, a general best practice is to protect the data and present
the unprotect APIs, UDFs, or Commands, as applicable, to authorized users only. This eliminates access of the unauthorized users to the
unprotection APIs, UDFs, or Commands as the data is in protected form only.

The unprotection of protected data is therefore limited to authorized users and does not cause a significant performance impact as the APIs,
UDFs, or Commands are executed restrictively.

Note:

If you are using Format Preserving Encryption (FPE) with the reprotect API, then ensure that the Plaintextencoding used for FPE must be the
same for both protecting and reprotecting the data. For example, if you have used the FPE-Numeric data element with UTF-8 encoding to protect
the data, then you must use only the FPE-Numeric data element with UTF-8 encoding to reprotect the data.

If you are using Unicode Gen2 type tokenization Data-element with the reprotect API, then ensure that the Default encoding used for Unicode
Gen2 type tokenization must be the same for protecting and reprotecting the data. For example, if you have used the Unicode Gen2 data element
with UTF-8 encoding to protect the data, then you must use only the Unicode Gen2 data element with UTF-8 encoding to reprotect the data.

Note:
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If you are using Format Preserving Encryption (FPE) and Byte APIs, then ensure that the encoding, which is used to convert the string input data
to bytes, matches the encoding that is selected in the Plaintext Encoding drop-down for the required FPE data element.

If you are using Unicode Gen2 data element and Byte APIs, then ensure that the encoding, which is used to convert the string input data to bytes,
matches the encoding that is selected in the Default Encoding drop-down for the required Unicode Gen2 data element.

2.1 Application Protector (AP) C APIs

The Protegrity Application Protector (AP) C provides APIs that integrate with the customer application to protect, unprotect, and
reprotect sensitive data. A session must be created to run the AP C.

Note: The AP C APIs can be invoked by a valid Policy User.

Note:
The AP C supports only the byte data type.

The following diagram represents the basic flow of a session.

Begin
v
Initialize Library

v

Open Session

Call data protection method one or
multiple times

Terminate Library

Figure 2-1: Flowchart for AP C

The following sections provide detailed information of the various structures and functions used by the Protegrity Application
Protector C.

2.1.1 stXC_PARAM_EX

The stXC_PARAM_EX structure is used for the XC APIs that are used by the AP C. This structure contains metadata and
information related to protect, unprotect, and reprotect operations.
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The following is a sample of the stXC_PARAM_EX structure.

typedef struct stXC_PARAM_EX

XC_CHAR szVendor [XC_MAX_VENDOR_NAME_SI1ZE] ; /* The vendor that is using the API,
should be set to XC_VENDOR_XC */

XC_UINT8 ui8ScambledSessionHandle; /* For internal use, Do not use ! */

XC_CHAR  cUserlIp[XC_MAX_IP_ADDRESS_SIZE]; /* The IP of the caller, to be used in
audit records */

XC_UINT4 ui4Operation; /* The kind of operation that you want
to do. */

XC_UINT4 ui4DataType; /* The datatype of the data that will be

protected/unprotected */
XC_CHAR cPlainTextEncoding[XC_ENCODING_SIZE]; /* Supported Encoding for FPE DE */
XC_BYTE bOldExternal Tweak[[XC_MAX_TWEAK_SI1ZE]; /* 0ld External tweak */
XC_UINT4 ui4OldeExternalTweaklLength; /* O0ld External tweak length */
XC_BYTE bNewExternal Tweak[XC_MAX_TWEAK_SIZE]; /* New External tweak in case of
reprotect operation */
XC_UINT4 ui4dNewExternalTweakLength; /* New External tweak length */
} XC_PARAM_EX;

2.1.2 stXC_DATA_ITEM

Note:
It is recommended to use stEXC_DATA ITEM_EX structure over sSEXC_DATA _[TEM structure.

The stXC_DATA_ITEM structure is used as a container to store the protected or unprotected data.

The following is a sample for the stXC_DATA _ITEM structure.

typedef struct stXC_DATA_ITEM
XC_UINT4 ui4Capacity; /* Max number of bytes that can be stored in pvvValue */
XC_UINT4 ui4lLength; /* Actual number of bytes stored in pvValue */

XC_VOID* pvValue; /* The actual value of the data */
} XC_DATA_ITEM;

2.1.3 stXC_DATA_ITEM_EX

The stXC DATA ITEM_EXstructure is typically used for bulk operations with the various APIs.

typedef struct stXC_DATA ITEM_EX

XC_UINT4 ui4Capacity; /**< Max number of bytes that can be stored in pvValue */
XC_UINT4 ui4dlLength; /**< Actual number of bytes stored in pvValue */
XC_VOID* pvValue; /**< The actual value of the data */

XC_BYTE bNulllndicator; /**< Used to set if the data is null or not. XC_TRUE = Null.
XC_FALSE = not null */

XC_UINT4 uidErrorCode; /**< The errorcode for the returning data struct, if an error
occured, otherwise it is PEP_LOG _PROTECT_SUCCESS or PEP_LOG_UNPROTECT_ SUCCESS */
} XC_DATA_ITEM_EX;

2.1.4 stXC_ACTION_RESULT

For each bulk call, the stXC _ACTION_RESULT structure contains a summary status for the entire batch. This structure is not
applicable to AP Lite which does not support bulk operations.
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The following is a sample for the stXC_ACTION_RESULT structure.

typedef struct stXC_ACTION_RESULT

XC_UINT4 ui4dlLogReturnCode; /* This is the returncode of the operation */

XC_UINT4 uidlLogSeverity; /* This is the severity, SUCCESS, SUCCESS WITH WARNING or ERROR
*/

XC_UINT4 uid4NoAccessOperation; /* What should we return if we do not have access to
unprotect data, NULL, EXCEPTION, PROTECTED VALUE or NOACCESS VALUE */

XC_UINT4 uidProtectionAlgld; /* Algorithm that was used for protecting/unprotecting */

XC_UINT4 ui4dTokenType; /* Type of data being tokenized */

XC_UINT4 ui4OutputEncoding; /* Encoding of output data */

XC_MASK_SETTINGS stMaskSettings; /* Indicates type of masking used */
} stXC_ACTION_RESULT;

The following parameters are important for the bulk calls:

e ui4LogReturnCode contains only the most severe error code in the processed batch (for example, if there is one success with
warning entry and one with severe error, the severe error entry will be logged).

* ui4LogSeverity reports on the status of the processed batch.

The ui4LogSeverity has three different types. The first type applies to successful operations. For erroneous operations, there are
two different states (success with warning and error) pointing to what went wrong in a batch.

The following table describes the various ui4LogSeverity types.

ui4LogSeverity Type ui4LogSeverity Possible Errors

Success (operation completed successfully) | Operation completed successfully - no exception

Success With Warning (operation completed | Policy constraints: Data constraints:
successfully but some data failed)
e User/DE/Time/Access e Integrity Check failed
e Load Key (Key ID) e Invalid format
e Audit failed e Length

e Token alphabet constraints

Error System constraints: Exceptions:
(Major error- batch failed) e PEP server not running e Policy locked
e Fatal errors e Policy not available

e Unsupported algorithm
e Input Parameter missing

e Disk full
« No access operation = exception (Policy
set)

e Out of memory
e License expired

By turn, each data item in a batch contains its own log return code. It is defined by wi4ErrorCode for the AP C API.

2.1.5 stXC_MASK_SETTINGS

The stXC_MASK_SETTINGS structure holds information about the mask settings applied on the data element for access and
audit purposes.
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The following is a sample for the stXC_MASK_SETTINGS structure.

typedef struct stXC_MASK SETTIN

XC_UINT4 bLeftlsMasked : 1;

XC_UINT4 bLeft :7;
XC_UINT4 bRightlsMasked : 1;
XC_UINT4 bRight :7;
XC_UINT4 bFillerBits : 16;

XC_BYTE bMaskCharacter;
} XC_MASK_SETTINGS;

2.1.6 eXC_LOGRETURNTYPE

GS

The eXC_LOGRETURNTYPE enum indicates the type of the log return code depending on the value returned.

The following is a sample for the eXC LOGRETURNTYPE enum.

typedef enum eXC_LOGRETURNTYPE

XC_LOGRETURNSUCCESS
XC_LOGRETURNSUCCESSWARN ING
XC_LOGRETURNERROR
XC_LOGRETURNEXCEPT ION

3} XC_LOGRETURNTYPE;

WNEFO

2.1.7eXC_FUNCTION

/* Success, no additional test */
/* Success, with additional warning text */
/* Error type of logreturn code */
/* IT we want to throw exception if no acceess */

The eXC_FUNCTION enum indicates the type of algorithm used while protecting the data.

The following is a sample for the eXC_FUNCT/ON enum.

typedef enum eXC_FUNCTION
XC_ANY_FUNCTION = O,
XC_HMAC_FUNCTION = 1,
XC_TYPE_PRESERVING_FUNCTION =

XC_CRYPTO_FUNCTION = 3
3 XC_FUNCTION;

2.1.8 eXC DATATYPE
The eXC DATATYPE enum indicates the t

The following is a sample for the eXC_DA

typedef enum eXC_DATATYPE

XC_DATATYPE_BYTE = O, />
XC_DATATYPE_CHARACTER, />
XC_DATATYPE_UNICODE, /*
XC_DATATYPE_DATE, />

XC_DATATYPE_INTEGER, />
XC_DATATYPE_OTHER />
} XC_DATATYPE;

/* This is the default - some kind of cipher function */

/* Hash message digest - one way cipher function */
2, /* Type Preserving, i.e. Token, NoEncryption */
/* Regular encryption algorithm */

ype of datatype you want to protect.

TATYPE enum.

Byte */

Character data */

Unicode data */

Date data */

Integer data */

For example real, blob, clob, time, timestamp */
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2.1.9 XClInitLib Function

The XClInitLib function initializes the Protegrity AP library. This should be performed once in each application that uses the

Protegrity AP API. When the application terminates, it should call the corresponding terminate function.

This function returns XC_SUCCESS on success.

The following is a sample for the XC/nitLib function.

XCInitLib( XC_HANDLE* phXCHandle,
const XC_CHAR* pcParameter );

The following table lists the various parameters used for the XC/nitLib function.

Caution: This parameter is not used.

Parameter Description Data Type
PphXCHandle [out] A handle for the library. It should be used for the other functions. XC_HANDLE*
pcParameter [in] NULL terminated string containing the parameter. const XC_CHAR*

2.1.10 XCTerminateLib Function

The XCTerminateLib function terminates the Protegrity AP library. This should be performed when the application terminates.
No other functions should be invoked after invoking the XCTerminateLib function. It should always be invoked after a call to the

XClnitLib function for cleanup purposes.
This function returns XC_SUCCESS on success.

The following is a sample of the XCT7erminateL ib function.

XCTerminateLib( XC_HANDLE* phXCHandle );

The following table lists the parameter used for the XCTerminateL ib function.

Parameter Description

Data Type

phXCHandle [in/out] A handle for the library that has been initialized.

XC_HANDLE*

2.1.11 XCGetVersion Function

The XCGetVersion function obtains a null terminated version string for the Protegrity AP.
This function returns XC_SUCCESS on success.

The following is a sample for the XCGetVersion function.

XCGetVersion( XC_CHAR* pszVersion,
const XC_UINT4 ui4VersionLength );
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The following table lists the various parameters used for the XCGetVersion function.

Parameter Description Data Type
psz\Version [in/out] The null terminated version string is returned. The buffer needsto | XC_CHAR¥*

be allocated before it is sent to the function.
uidVersionLength [in] The length of the buffer allocated for the version. const XC_UINT4

2.1.12 XCGetVersionEx Function

The XCGetVersionEx function obtains a null terminated version string for the Protegrity AP. It returns the current version of the

AP C and the core version.

The following is a sample for the XCGetVersionEx function.

XCGetVersionEx();

2.1.13 XCGetCoreVersion Function

The XCGetCoreVersion function obtains a null terminated version string for the Protegrity AP.

This function returns XC_SUCCESS on success.

The following is a sample for the XCGetCoreVersion function.

XCGetVersion( XC_CHAR* pszCoreVersion,

The following table lists the various parameters used for the XCGetCoreVersion function.

const XC_UINT4 ui4VersionLength );

Parameter Description Data Type
pszCore\Version [in/out] The null terminated version string is returned. The buffer needsto | XC_CHAR¥*

be allocated before it is sent to the function.
ui4dVersionLength [in] The length of the buffer allocated for the version. const XC_UINT4

2.1.14 XCOpenSession Function

The XCOpenSession function opens a session and returns a handle for that session to be used in calls to the XCProtect and

XCUnprotectfunctions. When the session is no longer needed, it should be closed by a call to XCCloseSession function.

This function returns XC_SUCCESS on success.

The following is a sample for the XCOpenSession function.

XCOpenSession( const XC_HANDLE

const XC_CHAR*
const XC_CHAR*
const XC_CHAR*
XC_SESSION*

hXCHandle,
pcUser,
pcPassword,
pcParameter,
phSession );
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The following table lists the various parameters used for the XCOpenSession function.

Important: This parameter is only applicable for the AP Lite.

Parameter Description Data Type
hXCHandle [in] A handle for the library that has been initialized. const XC_HANDLE
pcUser [in] NULL terminated string for the user opening the session. const XC_CHAR¥*

pcPassword [in] NULL terminated string for the password for that user.

Important: This parameter is only applicable for the AP Lite.

const XC_CHAR*

pcParameter [in] NULL terminated string containing the parameter needed to create a
session.

For AP Client, the required parameter is jpaddress,port, TCP for the PEP
server that is configured to handle the AP requests.

For AP Lite, the required parameter is the <export_keys_filename>.xmlfile,
which is the key export file from REST API service.

For the XCPep.plm file, the parameter 0 needs to be set for the
communicationid.

const XC_CHAR*

phSession [out] On success, this will point to the handle for the established session.

XC_SESSION*

2.1.15 XCCloseSession Function

The XCCloseSession function will terminate an established session and reset the handle for it, after which no calls to XCProtect

and XCUnprotect functions will work.
This function returns XC_SUCCESS on success.

The following is a sample for the XCCloseSession function.

XCCloseSession( const XC_HANDLE hXCHandle,
XC_SESSION* phSession );

The following table lists the various parameters used for the XCCloseSession function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
phSession [in/out] Session to close. XC_SESSION*
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2.1.16 XCFlushPepAudits Function

The XCFlushPepAudits function is used for flushing the audit logs at any point within the application. This API is required for
a short running process that lasts less than a second, to get the audit logs. It is recommended to invoke it at the point where the
application exits, but this should be done before invoking the XC7erminateL ib function.

The following is a sample of the XCFlushPepAudits function.

XCFlushPepAudits( XC_SESSION hSession );

The following table lists the parameter used for the XCFlushPepAudits function.

Parameter Description Data Type

hSession [in/out] Handle to a previously opened provider. XC_SESSION

2.1.17 XCProtect Function

The XCProtectfunction will take the supplied plaintext and send a request to the Protegrity AP that will protect the data. It will
then read the response from the Protegrity AP and return the cipher text to the caller.

This function returns XC_SUCCESS on success.

Note:

You cannot move the data that is protected using encryption data elements with input as integers, long, or short data types and output as
bytes, between platforms having different endianness.

For example, if the data is protected using encryption data elements with input as integers and output as bytes, then you cannot move the
protected data from the AlX platform to the Linux or Windows platform and vice versa.

Note: If you are using Format Preserving Encryption (FPE) and Byte APIs, then ensure that the encoding, which is used to convert the
String input data to byfes, matches the encoding that is selected in the Plaintext Encoding drop-down for the required FPE data element.

Warning:

For Date and DateTime type of data elements, the XCProtect API returns an invalid input data error if the input value falls between the
non-existent date range from 05-OCT-1582 to 14-OCT-1582 of the Gregorian Calendar.

For more information about the tokenization and de-tokenization of the cutover dates of the Proleptic Gregorian Calendar, refer to the
sections Date Tokenization for cutover Dates of the Proleptic Gregorian Calendarand Datetime Tokenization for Cutover Dates of the
Proleptic Gregorian Calenaarin the Protection Method Reference Guide 9.1.0.0.

The following is a sample of the XCProtect function.

XCProtect( const XC_HANDLE hXCHandle,
const XC_SESSION hSession,
const XC_UINT4 ui4EventType,
const XC_CHAR* pcPolicyUser,
const XC_CHAR* pcDataElement,
const XC_BYTE* pcExternallV,
const XC_UINT4 ui4External lVLength,
const XC_BYTE* pclnputData,
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const XC_UINT4 ui4lnputDatalength,
const XC_BYTE bNi InputData,
XC_BYTE* pcOutputData,
XC_UINT4* pui4OutputDatalength,
XC_BYTE* pbNiOutputData,

const XC_PARAM_EX* pXCParam,
const XC _UINT4 ui4XCParamSize,
StXC_ACTION_RESULT* pstActionResult );

The following table lists the various parameters used for the XCProtect function.

Parameter

Description

Data Type

hXCHandle

[in] Handle for the library that has been initialized.

const XC_HANDLE

hSession

[in] Handle for the established session.

const XC_SESSION

ui4EventType

[in] Used to identify whether the call type of the function is First Call
or Normal Call.

This parameter can be set to one of the following values:

o 1: Internally sets the XC event type to
XC_EVENT_FIRST_CALL. This identifies the call type as First
Call. If the call type is First Call, then data is written to the
internal cache, which includes:

e SessionlD

* RequestiD

» DataElement
* UserName

e ProductlD

* VendorID

* 0: Identifies the call type as Normal Call. If the call type is Normal
Call, then the data is only read from the internal cache. Data is
written to the internal cache only if it is different from the one that
was written during the First Call.

Important: An entry is generated in the pepserver.log file
only if any new data is written to the internal cache.

Note:

If logging is not enabled, but the XC_EVENT _FIRST _CALL
parameter is set, then logs are not generated.

Similarly, if logging is enabled, but XC_EVENT_FIRST_CALL
is not set, then logs are generated only if any new data is written
to the cache.

const XC_UINT4

pcPolicyUser

[in] NULL terminated string for the policy user.

const XC_CHAR *

pcDataElement

[in] NULL terminated string for the data element.

const XC_CHAR *

pcExternallv

[in] Buffer containing data that will be used as external IV.

const XC_BYTE*
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Parameter Description Data Type
ui4Externall VL ength [in] Number of bytes provided in the pcExternallv buffer. The total const XC_UINT4
amount of data to be protected should not exceed 256 bytes.
pelnputData [in] Buffer containing the plain data to encrypt. const XC_BYTE *
ui4lnputDatal ength [in] Number of bytes contained in pc/nputData. The total amount of | const XC_UINT4
data to be protected should not exceed 2 GB.
bNilnputData [in] Flag to indicate NULL input. const XC_BYTE
pcOutputData [out] Buffer that will hold the resulting encrypted data. Needs to be XC_BYTE *
larger than the input buffer.
puidOutputDatal ength [in/out] On input it should specify the max size of the output data XC_UINT4 *
buffer. When the function returns, it will contain the actual number of
bytes stored in the output. This size needs to be big enough to hold
the resulting data as well as the packed request. Consider having an
output buffer that is XC_BYTES OVERHEAD hytes larger than the
input buffer for additional overhead.
If the value is set to zero as *pui4OutputDatal ength = 0;, then the
following value is returned.
*pui4OutputDatal ength = uidlnputDatal ength +
XC BYTES OVERHEAD;
PbNIiOutoutData [out] Flag indicating that the output is NULL. XC_BYTE *
pXCParam_Ex [in] Additional information associated with the protection, refer to const XC_PARAM_EX*
XC_Param_Ex function.
ui4XCParamSize [in] Size of the structure passed in the pXCParam parameter. const XC_UINT4
PpStActionResult [out] Structure containing the result of the operation. For more stXC_ACTION_RESULT*
information refer to the xcdefinitions.h file.

2.1.18 XCUnprotect Function

The XCUnprotect function will take the supplied ciphered data and send a request to the Protegrity AP that will unprotect the

data. It will then read the response from the Protegrity AP and return the plain data to the caller.

This function returns XC_SUCCESS on success.

Note: If you are using Format Preserving Encryption (FPE) and Byte APIs, then ensure that the encoding selected in the Plaintext
Encoding drop-down for the required FPE data element matches the encoding that is used to convert the protected byte input data to string.

The following is a sample of the XCUnprotect function.

XCUnprotect( const XC_HANDLE
const XC_SESSION

hXCHandle,
hSession,
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const XC_UINT4 ui4EventType,

const XC_CHAR* pcPolicyUser,

const XC_CHAR* pcDataElement,

const XC_BYTE* pcExternallV,

const XC_UINT4 ui4ExternallVLength,
const XC_BYTE* pclnputData,

const XC_UINT4 ui4lnputDatalength,
const XC_BYTE bNi InputData,
XC_BYTE* pcOutputData,
XC_UINT4* pui4OutputDatalength,
XC_BYTE* pbNiOutputData,
const XC_PARAM_EX* pXCParam,

const XC_UINT4 ui4XCParamSize,

StXC_ACTION_RESULT* pstActionResult );

The following table lists the various parameters used for the XCUnprotect function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4EventType [in] Used to identify whether the call type of the function is First Call |const XC_UINT4
or Normal Call.
This parameter can be set to one of the following values:
e 1: Internally sets the XC event type to
XC_EVENT_FIRST_CALL. This identifies the call type as First
Call. If the call type is First Call, then data is written to the
internal cache, which includes
e SessionlD
* RequestID
o DataElement
e UserName
e ProductlD
e VendorID
» 0: Identifies the call type as Normal Call. If the call type is Normal
Call, then the data is only read from the internal cache. Data is
written to the internal cache only if it is different from the one that
was written during the First Call.
Important: An entry is generated in the pepserver.log file
only if any new data is written to the internal cache.
Note:
If logging is not enabled, but the XC_EVENT_FIRST_CALL
parameter is set, then logs are not generated.
Similarly, if logging is enabled, but XC_EVENT _FIRST_CALL
is not set, then logs are generated only if any new data is written
to the cache
pcPolicyUser [in] NULL terminated string for the policy user. const XC_CHAR *
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Parameter Description Data Type
pcDataElement [in] NULL terminated string for the data element. const XC_CHAR*
pcExternallv [in] Buffer containing data that will be used as external IV. const XC_BYTE*
ui4Externall VL ength [in] Number of bytes provided in the pcExternallv buffer. The total const SD_UINT4
amount of data to be unprotected should not exceed 256 bytes.
pclnputData [in] Buffer containing the plain data to decrypt. const XC_BYTE*
uidlnputDatal ength [in] Number of bytes contained in pc/nputData. The total amount of [ const XC_UINT4
data to be unprotected should not exceed 2 GB.
bNilnputData [in] Flag to indicate NULL input. const XC_BYTE
pcOutputData [out] Buffer that will hold the resulting decrypted data. Needs to be XC_BYTE*
larger than the input buffer.
puidOutputDatal ength [in/out] On input it should specify the max size of the output data XC_UINT4*
buffer. When the function returns, it will contain the actual number of
bytes stored in the output. This size needs to be big enough to hold
the resulting data as well as the packed request. Consider having an
output buffer that is XC_BYTES OVERHEAD bytes larger than the
input buffer for additional overhead.
If the value is set to zero as *pui4OutputDatal ength = 0, then the
following value is returned.
*ouidOutputDatal ength = uidinputDatal ength +
XC_BYTES OVERHEAD,
PbNIiOutputData [out] Flag indicating that the output is NULL. XC_BYTE*
pXCParam [in] Additional information associated with the protection, refer to the | const XC_PARAM_EX*
XC_Param_Ex function.
Uui4dXCParamSize [in] Size of the structure passed in the pXCParam parameter. const XC_UINT4
pstActionResult [out] Structure containing the result of the operation. For more stXC_ACTION_RESULT*
information refer to the xcdefinitions.h file.

2.1.19 XCReprotect Function

The XCReprotect function will take the supplied protected data and send a request to the Protegrity AP that will reprotect the

data. It will then read the response from the Protegrity AP and return the cipher text to the caller.

This function returns XC_SUCCESS on success.

The following is a sample for the XCReprotect function.

XCReprotect( const XC_HANDLE hXCHandle,
const XC_SESSION hSession,
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const XC_UINT4 ui4EventType,

const XC_CHAR* pcPolicyUser,

const XC_CHAR* pcOldDataElement,

const XC_CHAR* pcNewDataElement,

const XC_BYTE* pcOldExternallV,

const XC_UINT4 ui4OldExternal 1VLength,
const XC BYTE* pcNewExternal 1V,

const XC_UINT4 ui4NewExternal l1VLength,
const XC_BYTE* pclnputData,

const XC_UINT4 ui4lnputDatalength,
const XC BYTE bNi InputData,

XC_BYTE* pcOutputData,

XC_UINT4* pui4OutputDatalength,
XC_BYTE* pbNiOutputData,

const XC_PARAM_EX* pXCParam,
const XC_UINT4 ui4XCParamSize,
StXC_ACTION_RESULT* pstActionResult );

The following table lists the various parameters used for the XCReprotect function.

or Normal Call.
This parameter can be set to one of the following values:

e 1: Internally sets the XC event type to
XC_EVENT_FIRST_CALL. This identifies the call type as First
Call. If the call type is First Call, then data is written to the
internal cache, which includes:

e SessionlD

* RequestiD

o DataElement
* UserName

e ProductlD

e VendorID

* 0: Identifies the call type as Normal Call. If the call type is Normal

Call, then the data is only read from the internal cache. Data is

written to the internal cache only if it is different from the one that

was written during the First Call.

Important: An entry is generated in the pepserver.log file
only if any new data is written to the internal cache.

Note:

If logging is not enabled, but the XC_EVENT_FIRST_CALL
parameter is set, then logs are not generated.

Similarly, if logging is enabled, but XC_EVENT _FIRST_CALL
is not set, then logs are generated only if any new data is written
to the cache.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4EventType [in] Used to identify whether the call type of the function is First Call |const XC_UINT4
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Parameter Description Data Type

pcPolicyUser [in] String for the policy user. const XC_CHAR*
pcOldDataElement [in] String for the old data element. const XC_CHAR*
pcNewDataElement [in] String for the new data element to be used. const XC_CHAR*
pcOldExternall vV [in] External IV that was used when data was protected. const XC_BYTE*

ui4OldExternallVLength

[in] Number of bytes in pcOldExternall V. The total amount of data to
be reprotected should not exceed 256 bytes.

const XC_UINT4

pcNewExternallV

[in] External IV to use when data is protected with the new data
element.

const XC_BYTE*

uidNewExternallVLength

[in] Number of bytes in pcNewExternall V. The total amount of data to
be reprotected should not exceed 256 bytes.

const XC_UINT4

pclnputData [in] Buffer containing the data to be re-encrypted. const XC_BYTE*
ui4lnputDatal ength [in] Number of bytes contained in pc/nputData. The total amount of | const XC_UINT4
data to be unprotected should not exceed 2 GB.
bNilnputData [in] Flag to indicate NULL input. const XC_BYTE
pcOutputData [out] Buffer that will hold the resulting re-encrypted data. Needs to be | XC_BYTE*
larger than the input buffer.
puidOutputDatal ength [in/out] On input it should specify the max size of the output data XC_UINT4*
buffer. When the function returns, it will contain the actual number of
bytes stored in the output. This size needs to be big enough to hold
the resulting data as well as the packed request. Consider having an
output buffer that is XC_BYTES OVERHEAD hytes larger than the
input buffer for additional overhead.
If the value is set to zero as *pui4OutputDatal ength = 0;, then the
following value is returned.
*pui4OutputDatal ength = uidlnputDatal ength +
XC _BYTES OVERHEAD,
PbNIiOutoutData [out] Flag indicating that the output is NULL. XC_BYTE*
pXCParam [in] Additional information associated with the protection, refer to the | const XC_PARAM_EX*
XC_Param_Ex function.
ui4XCParamSize [in] Size of the structure passed in the pXCParam parameter. const XC_UINT4
PpStActionResult [out] Structure containing the result of the operation. For more stXC_ACTION_RESULT*

information refer to the xcdefinitions.hfile.
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2.1.20 XCBulkProtect Function

The XCBulkProtect function protects the data in bulk. It will take a list of data items and send them in a single request to the
Protegrity AP, which will then process them in a batch. It will then read the response from the Protegrity AP and return a list of
data items containing the protected data.

This function returns XC_SUCCESS on success.

Note: If you are using Format Preserving Encryption (FPE) and Byte APIs, then ensure that the encoding, which is used to convert the
String input data to byfes, matches the encoding that is selected in the Plaintext Encoding drop-down for the required FPE data element.

Warning:

For Date and DateTime type of data elements, the the XCBulkProtect API returns an invalid input data error if the input value falls between
the non-existent date range from 05-OCT-1582 to 14-OCT-1582 of the Gregorian Calendar.

For more information about the tokenization and de-tokenization of the cutover dates of the Proleptic Gregorian Calendar, refer to the
sections Date Tokenization for cutover Dates of the Proleptic Gregorian Calendarand Datetime Tokenization for Cutover Dates of the
Proleptic Gregorian Calenaarin the Protection Method Reference Guide 9.1.0.0.

The following is a sample of the XCBulkProtect function.

XCBulkProtect( const XC_HANDLE hXCHandle,
const XC_SESSION hSession,
const XC_UINT4 ui4EventType,
const XC_CHAR* pcPolicyUser,
const XC_CHAR* pcDataElement,
const XC BYTE* pcExternallV,
const XC_UINT4 ui4External lVLength,
const XC_DATA_ITEM_EX* plInDataltems,
const XC_UINT4 ui4iInDatal temCount,
XC_DATA _ITEM_EX* pOutDatal tems,
XC_UINT4* pui4OutDataltemCount,
XC_INT4* pi4Errorindex,
const XC_PARAM_EX* pXCParam,
const XC UINT4 ui4XCParamSize,

StXC_ACTION_RESULT* pstActionResult );

The following table lists the various parameters used for the XCBulkProtect function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4EventType [in] Used to identify whether the call type of the function is First Call |const XC_UINT4

or Normal Call.

This parameter can be set to one of the following values:

o 1: Internally sets the XC event type to
XC_EVENT_FIRST_CALL. This identifies the call type as First
Call. If the call type is First Call, then data is written to the
internal cache, which includes:
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Parameter

Description

Data Type

e SessionlD

* RequestID

o DataElement
e UserName

e ProductlD

* VendorID

e 0: Identifies the call type as Normal Call. If the call type is Normal
Call, then the data is only read from the internal cache. Data is
written to the internal cache only if it is different from the one that
was written during the First Call.

Important: An entry is generated in the pepserver.log file
only if any new data is written to the internal cache.

Note:

If logging is not enabled, but the XC_EVENT_FIRST _CALL
parameter is set, then logs are not generated.

Similarly, if logging is enabled, but XC_EVENT _FIRST _CALL
is not set, then logs are generated only if any new data is written
to the cache.

pcPolicyUser

[in] NULL terminated string for the policy user.

const XC_CHAR*

pcDataElement

[in] NULL terminated string for the data element.

const XC_CHAR*

pcExternall vV

[in] Buffer containing data that will be used as external IV.

const XC_BYTE*

ui4Externall VL ength

[in] Number of bytes provided in the pcExternallv buffer. The total
amount of data for bulk protection should not exceed 256 bytes.

const XC_UINT4

plnDataltems

[in] Buffer containing the plaintext to protect.

const XC_DATA_ITEM_EX*

uidinDataltemCount

[in] Number of items contained in p/nDataltems. The maximum
number of data items should not exceed 1000 elements.

const XC_UINT4

pOutDataltems

[out] Buffer containing the protected data after a successful operation.

XC_DATA_ITEM_EX*

puidOutDataltemCount

[in/out] On input the capacity of pOutDatalterns which must be the
same as wi4lnDataltemCount.

On return it will contain the number of items placed in
pOutDataltems.

XC_UINT4*

pi4Errorindex

[out] Zero-based index of first item that failed (if any), otherwise it
will be set to XC_ERROR_INDEX_NONE.

XC_INT4*
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Parameter Description Data Type

pXCParam [in] Additional parameters. const XC_PARAM_EX*

ui4XCParamSize [in] Size of the additional parameters. const XC_UINT4

PpStActionResult [out] Structure containing the result of the operation. For more StXC_ACTION_RESULT*
information refer to the xcdefinitions.hfile.

2.1.21 XCBulkUnProtect Function

The XCBulkUnProtect function decrypts the data in bulk. It will take a list of data items and send them in a single request to the
Protegrity AP, which will then process them in a batch. It will then read the response from the Protegrity AP and return a list of
data items containing the plain data.

This function returns XC_SUCCESS on success.

Note: If you are using Format Preserving Encryption (FPE) and Byte APIs, then ensure that the encoding selected in the Plaintext
Encoding drop-down for the required FPE data element matches the encoding that is used to convert the protected byfe input data to string.

The following is a sample of the XCBulkUnProtect function.

XCBulkUnprotect( const

const
const
const
const
const
const
const
const

XC_HANDLE
XC_SESSION
XC_UINT4
XC_CHAR*
XC_CHAR*
XC_BYTE*
XC_UINT4
XC_DATA_ITEM_EX*
XC_UINT4

XC_DATA_ITEM_EX*
XC_UINT4*
XC_INT4*

const
const

XC_PARAM_EX*
XC_UINT4

StXC_ACTION_RESULT*

hXCHandle,

hSession,
ui4EventType,
pcPolicyUser,
pcDataElement,
pcExternallV,
ui4External lVLength,
pInDatal tems,
ui4lnDataltemCount,
pOutDatal tems,
pui4OutDatal temCount,
pi4Errorindex,
pXCParam,
ui4XCParamSize,
pstActionResult );

The following table lists the various parameters used for the XCBulkUnProtect function.

or Normal Call.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4EventType [in] Used to identify whether the call type of the function is First Call |const XC_UINT4

This parameter can be set to one of the following values:

e 1: Internally sets the XC event type to
XC_EVENT_FIRST_CALL. This identifies the call type as First
Call. If the call type is First Call, then data is written to the
internal cache, which includes:
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Parameter

Description

Data Type

e SessionlD

* RequestID

o DataElement
e UserName

e ProductlD

* VendorID

e 0: Identifies the call type as Normal Call. If the call type is Normal
Call, then the data is only read from the internal cache. Data is
written to the internal cache only if it is different from the one that
was written during the First Call.

Important: An entry is generated in the pepserver.log file
only if any new data is written to the internal cache.

Note:

If logging is not enabled, but the XC_EVENT_FIRST _CALL
parameter is set, then logs are not generated.

Similarly, if logging is enabled, but XC_EVENT _FIRST _CALL
is not set, then logs are generated only if any new data is written
to the cache.

pcPolicyUser

[in] NULL terminated string for the policy user.

const XC_CHAR*

pcDataElement

[in] NULL terminated string for the data element.

const XC_CHAR*

pcExternall vV

[in] Buffer containing data that will be used as external IV.

const XC_BYTE*

ui4Externall VL ength

[in] Number of bytes provided in the pcExternallv buffer. The total
amount of data for bulk protection should not exceed 256 bytes.

const XC_UINT4

plnDataltems

[in] Buffer containing the plain data to protect.

const XC_DATA_ITEM_EX*

uidinDataltemCount

[in] Number of items contained in p/nDataltems. The maximum
number of data items should not exceed 1000 elements.

const XC_UINT4

pOutDataltems

[out] Buffer containing the protected data after a successful operation.

XC_DATA_ITEM_EX*

puidOutDataltemCount

[in/out] On input the capacity of pOutDataltemns which must be the
same as wi4lnDataltemCount.

On return it will contain the number of items placed in
pOutDataltems.

XC_UINT4*

Ppi4Errorindex

[out] Zero-based index of first item that failed (if any), otherwise it
will be set to XC_ERROR_INDEX_NONE.

XC_INT4*
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Parameter Description Data Type

pXCParam [in] Additional parameters. const XC_PARAM_EX*

ui4XCParamSize [in] Size of the additional parameters. const XC_UINT4

PpStActionResult [out] Structure containing the result of the operation. For more StXC_ACTION_RESULT*
information refer to the xcdefinitions.hfile.

2.1.22 XCCheckAccess Function

The XCCheckAccess function checks access permission to a specific Data Element.

This function returns XC_SUCCESS on success and returns XC_ACCESS DENIED if no access permitted.

The following is a sample for the XCCheckAccess function.

XCCheckAccess( const
const
const
const
const
const

XC_HANDLE hXCHandle,

XC_SESSION hSession,
XC_UINT4 ui4FirstcCall,
XC_CHAR* pcPolicyUser,
XC_CHAR* pcDataElement,
XC_BYTE cAccessMask );

The following table lists the various parameters used for the XCCheckAccess function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4FirstCall [in] Flag for first call, use defined types XC_TRUE, XC_FALSE. const XC_UINT4
pcPolicyUser [in] String for the policy user. const XC_CHAR *
pcDataElement [in] String for the data element to be used. const XC_CHAR *
cAccessMask [in] Byte Mask of access right query. const XC_BYTE

2.1.23 XCCheckAccessEx Function

The XCCheckAccessEx function checks access permission to a specific Data Element.

This function returns XC_SUCCESS on success and returns XC_ACCESS DENIED if no access permitted.

The following is a sample for the XCCheckAccessEx function.

XCCheckAccessEx( const XC_HANDLE

hXCHandle,
const XC_SESSION hSession,
const XC_UINT4 ui4EventType,

const XC_CHAR*

pcPolicyUser,
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const XC_CHAR* pcDataElement,
const XC_BYTE cAccessMask,
const XC_CHAR* pszVendorType,
const XC_PARAM_EX* pXCParam,

const XC_UINT4 ui4XCParamSize );

The following table lists the various parameters used for the XCCheckAccessEx function.

Parameter Description Data Type

hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
ui4EventType [in] Flag for first call, use defined types XC_TRUE, XC_FALSE. const XC_UINT4
pcPolicyUser [in] String for the policy user. const XC_CHAR *
pcDataElement [in] String for the data element to be used. const XC_CHAR *
CcAccessMask [in] Byte Mask of access right query. const XC_BYTE *
pszVendorType [in] Type of vendor. const XC_CHAR*
pXCParam [in] Additional parameters. const XC_PARAM_EX*
Uui4XCParamSize [in] Size of the additional parameters. const XC_UINT4

2.1.24 XCGetDefaultDataElement Function

The XCGetDefaultDataElement function returns the default data element for a specific policy.
This function returns one of the following responses:

e XC_SUCCESS on success

e XC_NOT_FOUND if a policy with the specified name does not exist

e XC_NOT_DEFINED if no default data element has been configured in the policy
¢ XC_BUFFER_TOO_SMALL if the pui4DataElementLength is not big enough.
The following is a sample of the XCGetDefaultDataElement function.

XCGetDefaultDataElement( const XC_HANDLE hXCHandle,
const XC_SESSION hSession,
const XC_CHAR* pcPolicyName,
XC_CHAR* pcDataElement,
XC_UINT4* pui4DataElementLength );

The following table lists the various parameters used for the XCGetDefaultDataElement function.

Parameter Description

Data Type

hCHanalle [in] Handle for the library that has been initialized.

const C_HANDLE
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Parameter Description Data Type

hSession [in] Handle for the established session. const XC_SESSION

pcPolicyName [in] String for the policy name for which to get the default data const C_CHAR*
element.

pcDataElement [out] Buffer to hold the default data element name. C_CHAR*

pui4dDataFlementLength [in/out] On input, it should specify the max length of the C_UINT4*
pcDataElement buffer.

2.1.25 XCGetErrorDescription Function

The XCGetErrorDescription function gets error description when a previous call to a Protegrity AP function fails. To get the
required size of the message buffer, you can call the function with pszMessage set to XC_NULL. The required buffer size will
then be returned in parameter puidMessagel ength, and the return code set to XC BUFFER TOO SMALL.

This function returns XC_SUCCESS if successful and it returns XC_BUFFER_TOO SMALL if the pui4MessageLength is not

big enough.

The following is a sample of the XCGetErrorDescription function.

XCGetErrorDescription( const XC_HANDLE hXCHandle,

const XC_SESSION hSession,
XC_CHAR* pszMessage,
XC_UINT4* pui4MessagelLength );

The following table lists the various parameters used for the XCGetErrorDescription function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the session or NULL if no session exists (for example, |const XC_SESSION
when XCOpenSession failed).
pszMessage [in] The null terminated message string. XC_CHAR*
puidMessagel ength [in/out] On input, it should specify the max length of the pszMessage |XC_UINT4*
buffer. On return, it will contain the length of the message (not
counting null).

2.1.26 XCGetCurrentKeyID Function

The XCGetCurrentKeylID function gets the current KeyID for a data element.

This function returns XC_SUCCESS on success.
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The following is a sample of the XCGetCurrentKey!D function.

XCGetCurrentKeyID( const XC_HANDLE  hXCHandle,
const XC_SESSION hSession,
const XC_CHAR* pcDataElement,
XC_UINT4* pui4OutKeylID );

The following table lists the various parameters used for the XCGetCurrentKey/D function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
pcDataElement [in] NULL terminated string for the data element. const XC_CHAR*
puidOutKeylD [out] The KeyID is returned. XC_UINT4*

2.1.27 XCGetKeyID Function

The XCGetKey/D function gets the KeylID from data protected with the data element pcDataElement.

This function returns XC_SUCCESS on success.

Note: The KeylID is derived from the initial 2 bytes of the protected data.

The following is a sample of the XCGetKey/D function.

XCGetKeyID( const XC_HANDLE hXCHandle,
const XC_SESSION hSession,

const XC_CHAR* pcDataElement,
const XC_BYTE* pclnputData,
const XC_UINT4 ui4lnputDatalength,

XC_UINT4* pui4OutKeylID );

The following table lists the various parameters used for the XCGetKey/D function.

Parameter Description Data Type
hXCHandle [in] Handle for the library that has been initialized. const XC_HANDLE
hSession [in] Handle for the established session. const XC_SESSION
pcDataElement [in] NULL terminated string for the data element. const XC_CHAR*
pclnputData [in] Buffer containing the data to decrypt. const XC_BYTE*
vidinputDatal ength ([ji;t]a’:rl:c:ﬁ?grn?; nytctzsé gozntélglled in pcinputData. The total amount of | const XC_UINT4
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Parameter Description Data Type

puidOutKeylD [out] The KeyID is returned. XC_UINT4 *

2.2 Application Protector (AP) Golang APIs

A session must be created to run the AP Go. The AP Go accesses the information on the Trusted Application from the policy
stored in the memory. If the application is trusted, then the protect or unprotect or reprotect method is called, one or many times,
depending on the data. You can flush the audits after the operation is complete.

Note: The AP Go APIs can be invoked by a valid Policy Useror a Trusted Application user.

Note:

When a short running application has completed its execution (in less than a second), the audit logs will not be seen. In such cases,

the FlushAudits() API needs to be invoked.

It is recommended to invoke the FlushAudits() API at the point where the application exits.

For more information about flushAudits, refer to the section FlushAudits API.

The following diagram represents the basic flow of a session.

Initialize the
protectar

v

Call Create Session

h 4

Call data protection method one or
multiple times

h 4

Flush the Audits

End

Figure 2-2: Flowchart for AP Go

The following sections provide detailed information of the various APIs used by the Protegrity Application Protector Golang
(Go).

Note:
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The user must call the defer terminate() method after initializing the AP Go package to see the logs for applications running for less than a
second.

Note:

For the AP Go APIs, the gapgo. UsingExt/Vis an optional parameter. It is a buffer containing data that is used as an initialization vector, and
accepts input in byte format. When the external 1V is empty, its value is ignored.

Note:

The apgo. UsingExt Tweak parameter is an optional parameter that is used only for the FPE data elements. It is a buffer containing data that
is used as an external Tweak, and accepts input in byte format. When the external Tweak is empty, its value is ignored.

2.2.1 Supported Data Types for AP Go

This section lists the data types supported by the AP Go.
The AP Go supports the following data types:

e String
e Integer
e Short

e Long

e Float

*  Double
e Bytes

e Date

2.2.2 Get\Version API

The GetVersion API returns the version of the Application Protector Go in use.

Note:
You do not need to call the /nit AP1 before invoking the Get\Version API.

Note:
You do not need to create a session for invoking the Get\Version API.

func GetVersion() string
Returns
St ri ng: Product version of the installed AP Go.
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2.2.3 Get\VersionEx API

The GetVersionEx API returns the extended version of the Application Protector Go in use. The extended version consists of
product version number and core version number. Core version number can be communicated to the Protegrity Support while
troubleshooting issues related to AP Go.

Note:
You do not need to call the /nit AP1 before invoking the Get\Version API.

Note:
You do not need to create a session for invoking the Get\Version API.

func GetVersionEx() string
Returns
St ri ng: Extended product version of the installed AP Go.

2.2.4 Init API

The /nit API initializes the Application Protector Go. This should be performed only once in the lifecycle of each application that
uses the AP Go. The protection operations can be performed only on the successful initialization of the AP Go. This API returns
a terminate function, which should be called at the end of the life of the application.

func Init(opts ...InitOptions) error
Optional Parameters

W t hConmr D: Helper function of type /nitOptionto configure the Communication ID used by the PEP server. This
value must match the value specified by the Communication 1D parameter in the PEP server configuration file,
pepserver.cfg. This parameter is optional.

Note: Ensure that the WithComm/D parameter value is equal to the Communication 1D parameter value in the pepserver.cfyfile.

Returns

func() : Returns the ferminate function to be called at the end of the application lifecycle. The ferminate function

releases the resources acquired by the AP Go library. After this function is invoked, you cannot invoke any other function
in the AP Go.

Er r or : Returns an error if there is an issue while creating the session.

The /nitOptions parameter is a self-referencing function in Golang which is used for passing the Communication 1D if required.
This is optional and the default value is 0.

For example, if you want to configure the Communication 1D value as 120, then you can invoke the /nit API listed in the
following sample:

terminate, err := apgo.Ilnit(apgo-WithCommlD(120))
defer terminate()

2.2.5 NewSession API

The NewsSession API creates a session. Sessions that are created using this API, automatically time out after the session timeout
value has been reached. The default session timeout value is 75 minutes. However, you can also pass the session timeout value as
a parameter to this API.
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func NewSession(usr string, options ...SessionOptions) (*Session, error)
Parameters

pol i cyUser : User name defined in the policy, as a string value.

Sessi onOpt i ons: Passing the optional session timeout value.
Returns

Sessi on: Object of the Session type.

Er r or : Returns an error if the session creation fails.

You can use a helper function to configure the timeout value. The following sample is a signature for the helper function used for
configuring the timeout value.

func Timeout(t int) SessionOptions

For example, if you want to change the timeout value from 15 minutes to 20 minutes, then you can invoke the NewSession API
listed in the following sample.

// With default timeout
session, err := apgo.NewSession('userl'™)

// With explicit timeout of 20 mins
session, err := apgo.-NewSession('‘userl™, apgo.Timeout(20))

2.2.6 CheckAccess API

The CheckAccess API checks the access permission status of the user for a specified data element and the access type, for
example, protect, unprotect, or reprotect.

func (s *Session) CheckAccess(dataElement string, accessType byte) (bool, error)
Parameters
dat aEl enent : String containing the data element name defined in the policy.

accessType: Type of the access permission of the user for the specified data element. You can specify a value for this
parameter from the constants, such as, protect, unprotect, or reprotect.

Returns
bool : Returns frue if the user has access to the data element and 7a/se if the user does not have access to the data
element.

err or : Error message is returned if the CheckAccess API fails.
Example:

if _, err := apgo.Init(); err = nil {

log.-Printin(err)

3

apSession, err := apgo-NewSession('user')

ok, err := apSession.CheckAccess(de, apgo.-PROTECT_ACCESS)
ok, err = apSession.CheckAccess(de, apgo.UNPROTECT_ACCESS)
ok, err = apSession.CheckAccess(de, apgo.REPROTECT_ACCESS)

2.2.7 GetCurrentKeyldForDataElement API
The GetCurrentKeyldForDataElement API returns the key ID of the data element provided as an input parameter.
func (s *Session) GetCurrentKeyldForDataElement(dataElement string) (int, error)

Parameters
dat aEl enent : The data element name for which the key ID needs to be returned.
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Returns
i nt : Returns the current key ID in /nt format data.
er ror: Error message if the GetCurrentKeyldForDataElement AP fails.

Example:

The following is a sample of the GetCurrentKeyldForDataElement API.

if terminate, err := apgo.Init(); err = nil {
panic(err)

by

defer terminate()

apSession, err := apgo.NewSession('user')

getkeyid, err := apSession.GetCurrentKeyldForDataElement(dataElement)

2.2.8 ExtractKeyldFromData API

The ExtractKeyldFromData API extracts key ID from input data when the data element is provided as an input parameter.

func (s *Session) ExtractKeyldFromData(data []byte, dataElement string) (int, error)
Parameters

dat a: The data for which the key ID needs to be returned.

dat aEl enent : The data element name using which the Key ID for the data is returned.
Returns

i nt : Returns the key ID in jntformat data.

er r or : Error message if the ExtractKeyldFromData API fails.

Example

The following is a sample for the ExtractKeyldFromData API.

if _, err := apgo.Init(); err != nil {

log.-Printin(err)

apSession, err := apgo.NewSession("'user')

output, rc, err := apSession.EncryptStr(data, dataElement)

getkeyid, err := apSession.ExtractKeyldFromData(output, dataElement)

2.2.9 GetDefaultDataElement API

The GetDefaultDataElement API returns the default data element for the policy name provided as an input parameter. A data
element becomes default for a policy if you select it as default during policy creation.

func (s *Session) GetDefaultDataElement(policyName string) (string, error)
Parameters

pol i cyNane: The policy name for which the default data element needs to be returned.
Returns

st ri ng: Returns the default data element name in string format data.

err or : Error message if the GetDefaultDataElement API fails.

Example
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The following is a sample for the GetDefaultDataElement API.

if _, err := apgo.Init(); err != nil {
log-PrintiIn(err)
3

apgo -NewSession('user')

apSession, err :
apSession.GetDefaul tDataElement(*"Pol icyName'™)

defaultDE, err :

2.2.10 FlushAudits API

The FlushAudits API is used for flushing the audit logs at any given point within the application. This API is required for a
short running process that lasts less for than a second, to get the audit logs. It is recommended to invoke it at the point where the
application exits.

func (s *Session) FlushAudits() error
Parameters
None
Returns
er ror : Error message if the FlushAudits API fails.
Example
In the following example, the FlushAudits API is used to flush the audit logs.

if _, err := apgo.Init(Q); err = nil {
log-Printin(err)

session, err := apgo.NewSession(‘'user')
output, rc, err := session.ProtectStr(inputData, dataElement)
session.FlushAudits()

2.2.11 ProtectBytes API

The ProtectBytes API protects the data in byte format using data type preservation or a No Encryption data element.

func (s *Session) ProtectBytes(data []byte, dataElement string, options ...ProtectionOptions) ([]byte, intl6, error)
Parameters
dat a: Input containing the data to be protected in byte format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
byt e: Returns the protected data in byze format.
i nt 16: Returns the return code of the protect operation in /nt16 format.
er r or : Error message if the protect operation fails.

Example
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The following is a sample for the ProfectBytes API.

output, rc, err := session.ProtectBytes(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.12 ProtectStr API

The ProtectStr API protects the data in string format using data type preservation or the No Encryption data element.

func (s *Session) ProtectStr(data string, dataElement string, options ...ProtectionOptions) (string, int16, error)
Parameters
dat a: Input containing the data to be protected in string format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
st ri ng: Returns the protected data in string format.
i nt 16: Returns the return code of the protect operation in /nt16 format.
er r or : Error message if the protect operation fails.
Example
The following is a sample for the ProtectStr API.

output, rc, err := session.ProtectStr(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.13 ProtectShort API

The ProtectShort API protects data in the short format using data type preservation or a No Encryption data element.

func (s *Session) ProtectShort(data int16, dataElement string, options ...ProtectionOptions) (intl6, int16, error)
Parameters

dat a: Input containing the data to be protected in the /nt16 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

i nt 16: Returns the protected data in /nt16 format.

i nt 16: Returns the return code of the protect operation in /nt16 format.

er r or : Error message if the protect operation fails.
Example
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The following is a sample for the ProtectShort API.

output, rc, err := session.ProtectShort(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.14 Protectint API

The Protectint API protects the data in the /nteger format using data type preservation or a No Encryption data element.

func (s *Session) Protectint(data int32, dataElement string, options ...ProtectionOptions) (int32, int16, error)
Parameters

dat a: Input containing the data to be protected in /732 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 32: Returns the protected data in /nt32format.

i nt 16: Returns the return code of the protect operation in /int16 format.

er r or : Error message if the protect operation fails.
Example

The following is a sample for the Protectint API.

output, rc, err := session.ProtectIint(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.15 ProtectLong API

The Protectl ong API protects the data in the /ong format using data type preservation or a No Encryption data element.

func (s *Session) ProtectLong(data int64, dataElement string, options ...ProtectionOptions) (int64, int16, error)
Parameters

dat a: Input containing the data to be protected in int64 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

i nt 64: Returns the protected data in /7164 format.

i nt 16: Returns the return code of the protect operation in /nt16 format.

er r or : Error message if the protect operation fails.
Example

The following is a sample for the Protectlong API.

output, rc, err := session.ProtectLong(input, datakElement,
apgo -UsingExtlV([1byte(externallv)))

a Confidential 54



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

2.2.16 ProtectFloat API

The ProtectFloat API protects the data in the float format using a No Encryption data element.

func (s *Session) ProtectFloat(data float32, dataElement string) (float32, int16, error)
Parameters

dat a: Input containing the data to be protected in float32 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 32: Returns the protected data in float32format.

i nt 16: Returns the return code of the protect operation in /int16 format.

er r or : Error message if the protect operation fails.
Example

The following is a sample for the ProtectFloat API.

output, rc, err := session.ProtectFloat(input, dataElement,
apgo-UsingExtlV([]1byte(externallv)))

2.2.17 ProtectDouble API

The ProtectDouble API protects the data in the double format using a No Encryption data element.

func (s *Session) ProtectDouble(data float64, dataElement string) (float64, int16, error)
Parameters

dat a: Input containing the data to be protected in float64 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 64: Returns the protected data in float64 format.

i nt 16: Returns the return code of the protect operation in /int16 format.

er r or : Error message if the protect operation fails.
Example

The following is a sample for the ProtectDouble API.

output, rc, err := session.ProtectDouble(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.18 EncryptStr API

The EncryptStr API encrypts the data in the string format using an encryption data element.

func (s *Session) EncryptStr(data string, dataElement string, options ...ProtectionOptions) ([]byte, int16, error)
Parameters

dat a: Input containing the data to be protected in string format.

dat aEl enent : Input containing the data element name defined in the policy in string format.

options:
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e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is

a buffer containing data that is used as an External Tweak, and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
byt e: Returns the encrypted data in byfe format.
i nt 16: Returns the return code of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptStr API.

output, rc, err := session.EncryptStr(input, dataElement,
apgo.-UsingExtlV([1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.19 EncryptShort API

The EncryptShort AP encrypts the data in the short format using an encryption data element.

func (s *Session) EncryptShort(data int16, dataElement string, options ...ProtectionOptions) ([Jbyte, int16, error)
Parameters

dat a: Input containing the data to be protected in /intZ6 format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external V.

Returns
byt e: Returns the encrypted data in byfe format.
i nt 16: Returns the return code of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptShort API.

output, rc, err := session.EncryptShort(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.20 Encryptint API

The Encryptint API encrypts the data in the /nfegerformat using an encryption data element.
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func (s *Session) Encryptint(data int32, dataElement string, options ...ProtectionOptions) ([]byte, int16, error)
Parameters
dat a: Input containing the data to be protected in /nt32 format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
byt e: Returns the encrypted data in byfe format.
i nt 16: Returns the return code of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the Encryptint API.

output, rc, err := session.Encryptint(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.21 EncryptLong API

The EncryptLong API encrypts the data in the /ong format using an encryption data element.

func (s *Session) EncryptLong(data int64, dataElement string, options ...ProtectionOptions) ([]byte, int16, error)
Parameters
dat a: Input containing the data to be protected in /int64 format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
byt e: Returns the encrypted data in byre format.
i nt 16: Returns the return code of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptLong API.

output, rc, err := session.EncryptLong(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))
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2.2.22 EncryptFloat API

The EncryptFloat API encrypts the data in the float format using an encryption data element.

func (s *Session) EncryptFloat(data float32, dataElement string) ([]byte, int16, error)
Parameters

dat a: Input containing the data to be protected in float32 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

byt e: Returns the encrypted data in byfe format.

i nt 16: Returns the return code of the encrypt operation in /nt16 format.

er r or : Error message if the encrypt operation fails.
Example

The following is a sample for the EncryptFloat API.

output, rc, err := session.EncryptFloat(input, dataElement,
apgo.-UsingExtlV([]1byte(externallv)))

2.2.23 EncryptDouble API

The EncryptDouble AP1 encrypts the data in the double format using an encryption data element.

func (s *Session) EncryptDouble(data float64, dataElement string) ([]byte, int16, error)
Parameters

dat a: Input containing the data to be protected in float64 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

byt e: Returns the encrypted data in byfe format.

i nt 16: Returns the return code of the encrypt operation in /nt16 format.

er r or : Error message if the encrypt operation fails.
Example

The following is a sample for the EncryptDouble API.

output, rc, err := session.EncryptDouble(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.24 UnprotectBytes API

The UnprotectBytes API unprotects the data in the byze format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectBytes(data [|byte, dataElement string, options ...ProtectionOptions) ([]byte, int16, error)
Parameters
dat a: Input containing the data to be unprotected in byfe format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

a Confidential 58



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is

a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
byt e: Returns the unprotected data in byte format
i nt 16: Returns the return code of the unprotect operation in /nt16 format.
er ror : Error message if the unprotect operation fails.
Example
The following is a sample for the UnprotectBytes API.

output, rc, err := session.UnprotectBytes(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.25 UnprotectStr API

The UnprotectStr AP1 unprotects the data in the string format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectStr(data string, dataElement string, options ...ProtectionOptions) (string, int16, error)
Parameters

dat a: Input containing the data to be unprotected in string format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
st ri ng: Returns the unprotected data in string format.
i nt 16: Returns the return code of the unprotect operation in /nt16 format.
er r or : Error message if the unprotect operation fails.
Example
The following is a sample for the UnprotectStr API.

output, rc, err := session.UnprotectStr(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.26 UnprotectShort API

The UnprotectShort AP unprotects the data in the short format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectShort(data int16, dataElement string, options ...ProtectionOptions) (intl6, int16, error)
Parameters

dat a: Input containing the data to be unprotected in /nt16 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
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Returns
i nt 16: Returns the unprotected data in /nt16 format.
i nt 16: Returns the return code of the unprotect operation in /nt16 format.
er r or : Error message if the unprotect operation fails.
Example
The following is a sample for the UnprotectShort API.

output, rc, err := session.UnprotectShort(input, dataElement,
apgo-UsingExtlV([]1byte(externallv)))

2.2.27 Unprotectint API

The Unprotectint API unprotects the data in the /ntegerformat using data type preservation or a No Encryption data element.

func (s *Session) Unprotectint(data int32, dataElement string, options ...ProtectionOptions) (int32, int16, error)
Parameters

dat a: Input containing the data to be unprotected in /732 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

* apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 32: Returns the unprotected data in /7t32 format.

i nt 16: Returns the return code of the unprotect operation in /nt16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the Unprotectint API.

output, rc, err := session.Unprotectint(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.28 UnprotectLong API

The Unprotectlong AP unprotects the data in the /ong format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectLong(data int64, dataElement string, options ...ProtectionOptions) (int64, int16, error)
Parameters

dat a: Input containing the data to be unprotected in /nt64 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 64: Returns the unprotected data in /nt64 format.

i nt 16: Returns the return code of the unprotect operation in /nt16 format.

er r or : Error message if the unprotect operation fails.
Example
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The following is a sample for the UnprotectlLong API.

output, rc, err := session.UnprotectLong(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.29 UnprotectFloat API

The UnprotectFloat API unprotects the data in the float format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectFloat(data float32, dataElement string, options ...ProtectionOptions) (float32, int16, error)
Parameters

dat a: Input containing the data to be unprotected in float32 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External 1V is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

f | oat 32: Returns the unprotected data in f/oat32 format.

i nt 16: Returns the return code of the unprotect operation in /nt16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the UnprotectFloat API.

output, rc, err := session.UnprotectFloat(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.30 UnprotectDouble API

The UnprotectDouble AP1 unprotects the data in the double format using data type preservation or a No Encryption data element.

func (s *Session) UnprotectDouble(data float64, dataElement string, options ...ProtectionOptions) (float64, int16, error)
Parameters

dat a: Input containing the data to be unprotected in float64 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

f | oat 64: Returns the unprotected data in f/oat64 format.

i nt 16: Returns the return code of the unprotect operation in /nt16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the UnprotectDouble API.

output, rc, err := session.UnprotectDouble(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))
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2.2.31 DecryptStr API

The DecryptStr AP decrypts the data in the string format using an encryption data element.

func (s *Session) DecryptStr(data [Jbyte, dataElement string, options ...ProtectionOptions) (string, int16, error)
Parameters
dat a: Input containing the data to be protected in byte format.
dat aEl enent : String containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External 1V is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
st ri ng: Returns the decrypted data in string format.
i nt 16: Returns the return code of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
Example
The following is a sample for the DecrypiStr API.

output, rc, err := session.DecryptStr(input, dataElement,
apgo.-UsingeExtlV([1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.32 DecryptShort API

The DecryptShort API decrypts the data in the short format using an encryption data element.

func (s *Session) DecryptShort(data [Jbyte, dataElement string, options ...ProtectionOptions) (int16, int16, error)
Parameters
dat a: Input containing the data to be protected in byze format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
i nt 16: Returns the decrypted data in /716 format.
i nt 16: Returns the return code of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
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Example
The following is a sample for the DecryptShort API.

output, rc, err := session.DecryptShort(input, dataElement,
apgo-UsingExtlV([]1byte(externallv)))

2.2.33 Decryptint API

The Decryptint API decrypts the data in the /integer format using an encryption data element.

func (s *Session) Decryptint(data []byte, dataElement string, options ...ProtectionOptions) (int32, int16, error)
Parameters
dat a: Input containing the data to be protected in byze format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
i nt 32: Returns the decrypted data in /nt32 format.
i nt 16: Returns the return code of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
Example
The following is a sample for the Decryptint API.

output, rc, err o= session.Decryptint(input, dataElement,
apgo.-UsingExtlV([]byte(externallv)))

2.2.34 DecryptLong API

The DecryptlLong API decrypts the data in the /ong format using an encryption data element.

func (s *Session) DecryptShort(data [Jbyte, dataElement string, options ...ProtectionOptions) (int16, int16, error)
Parameters
dat a: Input containing the data to be protected in byre format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
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i nt 16: Returns the decrypted data in /nt16 format.
i nt 16: Returns the return code of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
Example
The following is a sample for the Decryptl ong API.

output, rc, err := session.DecryptLong(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.35 DecryptFloat API

The DecryptFloat API decrypts the data in the float format using an encryption data element.

func (s *Session) DecryptFloat(data []byte, dataElement string) (float32, int16, error)
Parameters

dat a: Input containing the data to be protected in byte format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 32: Returns the protected data in float32 format.

i nt 16: Returns the return code of the protect operation in /nt16 format.

er r or : Error message if the decrypt operation fails.
Example

The following is a sample for the DecryptFloat API.

output, rc, err := session.DecryptFloat(input, dataElement,
apgo.-UsingExtlV([]byte(externallv)))

2.2.36 DecryptDouble API

The DecryptDouble API decrypts the data in the double format using an encryption data element.

func (s *Session) DecryptDouble(data []byte, dataElement string) (float64, int16, error)
Parameters

dat a: Input containing the data to be protected in byte format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 64: Returns the decrypted data in float64 format.

i nt 16: Returns the return code of the decrypt operation in /nt16 format.

err or : Error message if the decrypt operation fails.
Example

The following is a sample for the DecryptDouble API.

output, rc, err := session.DecryptDouble(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.37 ReProtectStr API

The ReProtectStr API reprotects the data in the string format using data type preservation or an No Encryption data element.
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func (s *Session) ReprotectStr(data string, oldDataElement, newDataElement string, options ...ProtectionOptions) (string,
int16, error)

Parameters
dat a: Input containing the data to be re-protected in string format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.

* apgo. Usi ngNewExt Tweak: This parameter lets user specify New External Tweak for the reprotect operation.
Returns

st ri ng: Returns the re-protected data in string format.

i nt 16: Returns the return code of the re-protect operation in /nt16 format.

er r or : Error message if the re-protect operation fails.
Example

The following is a sample for the ReProtectStr API.

output, rc, err := session.ReProtectStr(input,

dataElement, apgo.UsingExtlV([]byte(externallv)),
apgo.UsingNewExtlV([]byte(newExternallv)), apgo.UsingExtTweak([]byte(externaltweak)),
apgo - UsingNewExtTweak([]byte(newExternaltweak)))

2.2.38 ReProtectShort API

The ReProtectShort API reprotects the data in the short format using data type preservation or an No Encryption data element.

func (s *Session) ReprotectShort(data int16, oldDataElement, newDataElement string, options ...ProtectionOptions) (int16,
int16, error)

Parameters
dat a: Input containing the data to be re-protected in /nt16 format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl erment : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
i nt 16: Returns the re-protected data in /nt16 format.
i nt 16: Returns the return code of the re-protect operation in /n7t16 format.
er r or : Error message if the re-protect operation fails.
Example

a Confidential 65



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

The following is a sample for the ReProtectShort API.

output, rc, err := session.ReProtectShort(input, dataElement,
apgo.-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.39 Reprotectint API

The Reprotectint API reprotects the data in the /nfeger format using data type preservation or a No Encryption data element.

func (s *Session) Reprotectint(data int32, oldDataElement, newDataElement string, options ...ProtectionOptions) (int32, int16,
error)

Parameters
dat a: Input containing the data to be re-protected in /nt32format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
i nt 32: Returns the reprotected data in /7t32format.
i nt 16: Returns the return code of the reprotect operation in /nt16 format.
er r or : Error message if the re-protect operation fails.
Example
The following is a sample for the Reprotectint API.

output, rc, err := session.Reprotectint(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.40 ReProtectLong API

The ReProtectlong API reprotects the data in the /ong format using data type preservation or a No Encryption data element.

func (s *Session) ReprotectLong(data int64, oldDataElement, newDataElement string, options ...ProtectionOptions) (int64,
int16, error)

Parameters
dat a: Input containing the data to be re-protected in /nt64 format
ol dDat aEl enent : Input containing the older data element defined in the policy in string format
newDat aEl enent : Input containing the new data element defined in the policy in string format
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector, and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
i nt 64: Returns the re-protected data in /nt64 format.
i nt 16: Returns the return code of the re-protect operation in /nt16 format.
er r or : Error message if the re-protect operation fails.
Example
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The following is a sample for the ReProtectl ong API.

output, rc, err := session.ReProtectLong(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.41 ReProtectFloat API

The ReProtectFloat API reprotects the data in the float format using a No Encryption data element.

func (s *Session) ReprotectFloat(data float32, oldDataElement, newDataElement string, options ...ProtectionOptions) (float32,
int16, error)

Parameters
dat a: Input containing the data to be reprotected in f/oat32format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
f | oat 32: Returns the re-protected data in f/oat32format.
i nt 16: Returns the return code of the reprotect operation in /nt16 format.
er r or : Error message if the reprotect operation fails.
Example
The following is a sample for the ReProtectFloat API.

output, rc, err := session.ReProtectFloat(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.42 ReProtectDouble API

The ReProtectDouble API reprotects the data in the double format using a No Encryption data element.

func (s *Session) ReprotectDouble(data float64, oldDataElement, newDataElement string, options ...ProtectionOptions)
(float64, int16, error)

Parameters
dat a: Input containing the data to be re-protected in float64 format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
f | oat 64: Returns the re-protected data in f/oat64 format.
i nt 16: Returns the return code of the re-protect operation in /nt16 format.
er r or : Error message if the reprotect operation fails.
Example
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The following is a sample for the ReProtectDouble API.

output, rc, err := session.ReProtectDouble(input, dataElement,
apgo.-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.43 ReEncryptBytes API

The ReEncryptBytes API re-encrypts the data in the byte format using an encryption data element.

func (s *Session) ReEncryptBytes(data []byte, oldDataElement, newDataElement string, options ...ProtectionOptions) ([]byte,
int16, error)

Parameters
dat a: Input containing the data to be re-encrypted in byte format.
ol dDat aEl enent : String containing the older data element name defined in the policy in string format.
newDat aEl enent : String containing the new data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an external tweak and accepts input in byte format. When the external tweak is
empty, its value is ignored.

* apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngNewExt Tweak: This parameter lets user specify New External Tweak for the reprotect operation.
Returns

byt e: Returns the re-encrypted data in byfe format.

i nt 16: Returns the return code of the re-encrypt operation in /nt16 format.

er ror : Error message if the re-encrypt operation fails.
Example

The following is a sample for the ReEncryptBytes API.

output, rc, err := session.ReEncryptBytes(input,

dataElement, apgo.UsingExtlV([]byte(externallv)),
apgo.UsingNewExt1V([]1byte(newExternallv)), apgo.UsingExtTweak([]byte(externaltweak)),
apgo -UsingNewExtTweak([]byte(newExternal tweak)))

2.2.44 ProtectBytesBulk API

The ProtectBytesBulk API protects the data of the bytes format in bulk using data type preservation or a No Encryption data
element.

func (session *Session) ProtectStrBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([][]byte, [Jint16, error)
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Parameters
dat a: Input containing the data to be protected in byre format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
byt e: Returns output array in byte format.
i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.
er r or : Error message if the bulk protect operation fails.
Example
The following is a sample for the ProtectBytesBulk API.

output, rc, err := session.ProtectBytesBulk(input, dataElement,
apgo.-UsingExtlV([1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.45 ProtectStrBulk API

The ProtectStrBulk API protects the data in the string format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ProtectStrBulk(data []string, dataElement string, options ...ProtectionOptions) ([Jstring, []Jint16, error)
Parameters
dat a: Input containing the data to be protected in string format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
st ri ng: Returns output array in string format.
i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.
er r or : Error message if the bulk protect operation fails.
Example
The following is a sample for the ProtectStrBulk API.

2.2.46 ProtectShortBulk API

The ProtectShortBulk API protects the data in the shortformat in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ProtectShortBulk(data []int16, dataElement string, options ...ProtectionOptions) ([]int16, []int16, error)
Parameters
dat a: Input containing the data to be protected in /ntZ6 format.
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dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 16: Returns output array in /nt16 format.

i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.

er r or : Error message if the bulk protect operation fails.
Example

The following is a sample for the ProtectShortBulk API.

output, rc, err := session.ProtectShortBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.47 ProtectIntBulk API

The ProtectintBulk API protects the data in the infegerformat in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ProtectintBulk(data []int32, dataElement string, options ...ProtectionOptions) ([]int32, []int16, error)
Parameters

dat a: Input containing the data to be protected in /nt32 format

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 32: Returns output array in /nt32format.

i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.

err or : Error message if the bulk protect operation fails.
Example

The following is a sample for the ProtectintBulk API.

output, rc, err :-= session.ProtectintBulk(input, dataElement,
apgo.-UsingExtlV([]byte(externallv)))

2.2.48 ProtectLongBulk API

The ProtectlongBulk API protects the data in the /ong format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ProtectLongBulk(data []int64, dataElement string, options ...ProtectionOptions) ([]int64, []int16, error)
Parameters
dat a: Input containing the data to be protected in /int64 format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
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Returns
i nt 64: Returns output array in /nt64 format.
i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.
err or : Error message if the bulk protect operation fails.
Example
The following is a sample for the Protectl ongBulk API.

output, rc, err := session.ProtectLongBulk(input, dataElement,
apgo.-UsingExtlV([]1byte(externallv)))

2.2.49 ProtectFloatBulk API

The ProtectFloatBulk API protects the data in the floatformat in bulk using a No Encryption data element.

func (s *Session) ProtectFloatBulk(data []float32, dataElement string, options ...ProtectionOptions) ([]float32, [Jint16, error)
Parameters

dat a: Input containing the data to be protected in f/oat32 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

* apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

f | oat 32: Returns output array in float32 format.

i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.

er r or : Error message if the bulk protect operation fails.
Example

The following is a sample for the ProtectFloatBulk API.

output, rc, err := session.ProtectFloatBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.50 ProtectDoubleBulk API

The ProtectDoubleBulk API protects the data in the double format in bulk using a No Encryption data element.

func (s *Session) ProtectDoubleBulk(data []float64, dataElement string, options ...ProtectionOptions) ([]float64, []int16, error)
Parameters

dat a: Input containing the data to be protected in float64 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External 1V is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

f | oat 64: Returns output array in float64 format.

i nt 16: Returns the return code array of the bulk protect operation in /nt16 format.

er r or : Error message if the bulk protect operation fails.
Example
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The following is a sample for the ProtectDoubleBulk API.

output, rc, err := session.ProtectDoubleBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.51 EncryptStrBulk API

The EncryptStrBulk AP encrypts the data in the string format in bulk using an encryption data element.

func (s *Session) EncryptStrBulk(data []string, dataElement string, options ...ProtectionOptions) ([][]byte, []int16, error)
Parameters
dat a: Input containing the data to be protected in string format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
byt e: Returns the encrypted data in byte format.
i nt 16: Returns the return code array of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptStrBulk API.

output, rc, err := session.EncryptStrBulk(input, dataElement,
apgo.-UsingExtlV([]1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.52 EncryptShortBulk API
The EncryptShortBulk AP1 encrypts the data in the shortformat in bulk using an encryption data element.

func (s *Session) EncryptShortBulk(data []int16, dataElement string, options ...ProtectionOptions) ([][]byte, []int16, error)
Parameters
dat a: Input containing the data to be protected in /intZ6 format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
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Encryption data elements do not support external IV.

Returns
byt e: Returns the encrypted data in bHyfe format.
i nt 16: Returns the return code array of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptShortBulk API.

output, rc, err := session.EncryptShortBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.53 EncryptintBulk API

The EncryptintBulk API encrypts the data in the /infegerformat in bulk using an encryption data element.

func (s *Session) EncryptintBulk(data []int32, dataElement string, options ...ProtectionOptions) ([][]byte, []int16, error)
Parameters
dat a: Input containing the data to be protected in /nt32 format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
byt e: Returns the encrypted data in byfe format.
i nt 16: Returns the return code array of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the API.

output, rc, err := session.EncryptintBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.54 EncryptLongBulk API

The EncryptlLongBulk AP encrypts the data in the fong format in bulk using an encryption data element.

func (s *Session) EncryptLongBulk(data []int64, dataElement string, options ...ProtectionOptions) ([][]byte, []int16, error)
Parameters

dat a: Input containing the data to be protected in /int64 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.

options:
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e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
byt e: Returns the encrypted data in byfe format.
i nt 16: Returns the return code array of the encrypt operation in /nt16 format.
er r or : Error message if the encrypt operation fails.
Example
The following is a sample for the EncryptlongBulk API.

output, rc, err := session.EncryptLongBulk(input, dataElement,
apgo-UsingExtlV([]byte(externallv)))

2.2.55 EncryptFloatBulk API

The EncryptFloatBulk APl encrypts the data in the float format in bulk using an encryption data element.

func (s *Session) EncryptFloatBulk(data []float32, dataElement string) ([][]byte, []int16, error)
Parameters

dat a: Input containing the data to be protected in float32 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

byt e: Returns the encrypted data in Hyre format.

i nt 16: Returns the return code array of the encrypt operation in /nt16 format.

er r or : Error message if the encrypt operation fails.
Example

The following is a sample for the EncryptFloatBulk API.

output, rc, err := session.EncryptFloatBulk(input, dataElement,
apgo-UsingExtlV([]1byte(externallv)))

2.2.56 EncryptDoubleBulk API
The EncryptDoubleBulk API encrypts the data in the double format in bulk using an encryption data element.

func (s *Session) EncryptDoubleBulk(data []float64, dataElement string) ([][]byte, []int16, error)
Parameters

dat a: Input containing the data to be protected in float64 format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

byt e: Returns the encrypted data in byfe format.

i nt 16: Returns the return code array of the encrypt operation in /nt16 format.

er r or : Error message if the encrypt operation fails.
Example
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The following is a sample for the EncryptDoubleBulk API.

output, rc, err := session.EncryptDoubleBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.57 UnprotectBytesBulk API

The UnprotectBytesBulk API unprotects the data in the byfe format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) UnprotectBytesBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([][]byte, []int16, error)
Parameters
dat a: Input containing the data to be unprotected in byfe format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
byt e: Returns the unprotected data in byte format.
i nt 16: Returns the return code array of the bulk unprotect operation in /nt16 format.
er r or : Error message if the bulk unprotect operation fails.
Example
The following is a sample for the UnprotectBytesBulk API.

output, rc, err := session.UnprotectBytesBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.58 UnprotectStrBulk API

The UnprotectStrBulk AP unprotects the data in the string format in bulk using data type preservation or a No Encryption data
element.

func (session *Session) UnprotectStrBulk(data []string, dataElement string, options ...ProtectionOptions) ([]string, []int16,
error)

Parameters
dat a: Input containing the data to be unprotected in string format.
dat aEl enent : Input containing the data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

Returns
st ri ng: Returns the unprotected data in string format.
i nt 16: Returns the return code array of the bulk unprotect operation in /nt16 format.
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er r or : Error message if the bulk unprotect operation fails.
Example
The following is a sample for the UnprotectStrBulk API.

output, rc, err := session.UnprotectStrBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.59 UnprotectShortBulk API

The UnprotectShortBulk API unprotects the data in the shortformat in bulk using data type preservation or a No Encryption data
element.

func (s *Session) UnprotectShortBulk(data []int16, dataElement string, options ...ProtectionOptions) ([]int16, []int16, error)
Parameters

dat a: Input containing the data to be unprotected in /nt16 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

i nt 16: Returns the unprotected data in /ntZ6 format.

i nt 16: Returns the return code array of the unprotect operation in int16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the UnprotectShortBulk API.

output, rc, err := session.UnprotectShortBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.60 UnprotectintBulk API

The UnprotectintBulk AP1 unprotects the data in the infegerformat in bulk using data type preservation or a No Encryption data
element.

func (s *Session) UnprotectintBulk(data []int32, dataElement string, options ...ProtectionOptions) ([]int32, []int16, error)
Parameters

dat a: Input containing the data to be unprotected in /n7t32format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

i nt 32: Returns the unprotected data in /32 format.

i nt 16: Returns the return code array of the unprotect operation in /nt16 format.

er r or : Error message if the unprotect operation fails.
Example
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The following is a sample for the UnprotectintBulk API.

output, rc, err := session.UnprotectintBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.61 UnprotectLongBulk API

The UnprotectlongBulk AP unprotects the data in the /ong format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) UnprotectLongBulk(data []int64, dataElement string, options ...ProtectionOptions) ([]int64, []int16, error)
Parameters

dat a: Input containing the data to be unprotected in /nt64 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Returns

i nt 64: Returns the unprotected data in /nt64 format.

i nt 16: Returns the return code array of the unprotect operation in int16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the Unprotectl ongBulk API.

output, rc, err := session.UnprotectlLongBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.62 UnprotectFloatBulk API

The UnprotectFloatBulk API unprotects the data in the float format in bulk using a No Encryption data element.

func (s *Session) UnprotectFloatBulk(data []float32, dataElement string, options ...ProtectionOptions) ([Jfloat32, []int16, error)
Parameters

dat a: Input containing the data to be unprotected in float32format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

f | oat 32: Returns the unprotected data in f/oat32format.

i nt 16: Returns the return code array of the unprotect operation in /n7t16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the UnprotectFloatBulk API.

output, rc, err := session.UnprotectFloatBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))
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2.2.63 UnprotectDoubleBulk API

The UnprotectDoubleBulk API unprotects the data in the double format in bulk using a Encryption data element.

func (s *Session) UnprotectDoubleBulk(data [[float64, dataElement string, options ...ProtectionOptions) ([]float64, []int16,
error)

Parameters

dat a: Input containing the data to be unprotected in float64 format.

dat aEl enent : Input containing the data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External 1V is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Returns

f | oat 64: Returns the unprotected data in f/oat64 format.

i nt 16: Returns the return code array of the unprotect operation in int16 format.

er r or : Error message if the unprotect operation fails.
Example

The following is a sample for the UnprotectDoubleBulk API.

output, rc, err := session.UnprotectDoubleBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)))

2.2.64 DecryptStrBulk API

The DecryptStrBulk API decrypts the data in the string format in bulk using a decryption data element.

func (s *Session) DecryptStrBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([]string, []int16, error)
Parameters
dat a: Input containing the data to be decrypted in byfe format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an initialization vector, and accepts input in byte format. When the External
Tweak is empty, its value is ignored.

Returns
st ri ng: Returns the decrypted data in string format.
i nt 16: Returns the return code array of the decrypt operation in /nt16 format.
err or : Error message if the decrypt operation fails.

Example
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The following is a sample for the DecryptStrBulk API.

output, rc, err := session.DecryptStrBulk(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingExtTweak([]byte(externaltweak)))

2.2.65 DecryptShortBulk API

The DecryptShortBulk AP decrypts the data in the short format in bulk using a decryption data element.

func (s *Session) DecryptShortBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([]int16, []int16, error)
Parameters
dat a: Input containing the data to be decrypted in byte format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
i nt 16: Returns the decrypted data in /nt16 format.
i nt 16: Returns the return code array of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
Example
The following is a sample for the DecryptShortBulk API.

output, rc, err := session.DecryptShortBulk(input, dataElement,
apgo-UsingExtlV([]byte(externallv)))

2.2.66 DecryptintBulk API

The DecryptintBulk AP decrypts the data in the /nfformat in bulk using a decryption data element.

func (s *Session) DecryptIntBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([]int32, []int16, error)
Parameters
dat a: Input containing the data to be decrypted in byfe format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:
Encryption data elements do not support external V.

Returns
i nt 32: Returns the decrypted data in /nt32 format.
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i nt 16: Returns the return code array of the decrypt operation in /nt16 format.
err or : Error message if the decrypt operation fails.

Example
The following is a sample for the DecryptintBulk API.

output, rc, err := session.DecryptintBulk(input, dataElement,
apgo.-UsingExtlV([]byte(externallv)))

2.2.67 DecryptLongBulk API

The DecryptlLongBulk API decrypts the data in the /ong format in bulk using a decryption data element.

func (s *Session) DecryptLongBulk(data [][]byte, dataElement string, options ...ProtectionOptions) ([]int64, []int16, error)
Parameters
dat a: Input containing the data to be decrypted in byte format.
dat aEl enent : Input containing the data element name defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

Note:
Encryption data elements do not support external IV.

Returns
i nt 64: Returns the decrypted data in /nt64 format.
i nt 16: Returns the return code array of the decrypt operation in /nt16 format.
er r or : Error message if the decrypt operation fails.
Example
The following is a sample for the DecryptLongBulk API.

output, rc, err := session.DecryptLongBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.68 DecryptFloatBulk API

The DecryptFloatBulk AP decrypts the data in the float format in bulk using a decryption data element.

func (s *Session) DecryptFloatBulk(data [][]byte, dataElement string) ([]float32, []int16, error)
Parameters

dat a: Input containing the data to be decrypted in byte format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 32: Returns the decrypted data in ffoat32 format data.

i nt 16: Returns the return code array of the decrypt operation in /nt16 format.

er r or : Error message if the decrypt operation fails.
Example
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The following is a sample for the DecryptFloatBulk API.

output, rc, err := session.DecryptFloatBulk(input, dataElement,
apgo -UsingExtlV([1byte(externallv)))

2.2.69 DecryptDoubleBulk API

The DecryptDoubleBulk API decrypts the data in the double format in bulk using a decryption data element.

func (s *Session) DecryptDoubleBulk(data [][]byte, dataElement string) ([]float64, []int16, error)
Parameters

dat a: Input containing the data to be decrypted in byte format.

dat aEl enent : Input containing the data element name defined in the policy in string format.
Returns

f | oat 64: Returns the decrypted data in float64 format.

i nt 16: Returns the return code array of the decrypt operation in /nt16 format.

er r or : Error message if the decrypt operation fails.
Example

The following is a sample for the DecryptDoubleBulk API.

output, rc, err := session.DecryptDoubleBulk(input, dataElement,
apgo-UsingExtlV([]byte(externallv)))

2.2.70 ReProtectStrBulk API

The ReProtectStrBulk API reprotects the data in the string format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ReProtectStrBulk(data []string, oldDataElement, newDataElement string, options ...ProtectionOptions)
([string, [1int16, error)

Parameters
dat a: Input containing the data to be re-protected in string format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is
a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

* apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.

e apgo. Usi ngNewExt Tweak: This parameter lets user specify New External Tweak for the reprotect operation.
Returns

st ri ng: Returns the re-protected data in str/ing format.

i nt 16: Returns the return code array of the reprotect operation in /nt16 format.

er r or : Error message if the re-protect operation fails.
Example
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The following is a sample for the ReProtectStrBulk API.

output, rc, err := session.ReProtectStrBulk(input,

dataElement, apgo.UsingExtlV([]byte(externallv)),
apgo.UsingNewExt1V([]1byte(newExternallv)), apgo.UsingExtTweak([]byte(externaltweak)),
apgo -UsingNewExtTweak([]byte(newExternal tweak)))

2.2.71 ReProtectShortBulk API

The ReProtectShortBulk API reprotects the data in the float format in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ReProtectShortBulk(data []int16, oldDataElement, newDataElement string, options ...ProtectionOptions)
([int16, [Jint16, error)

Parameters
dat a: Input containing the data to be re-protected in /nt16 format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl ement : Input containing the new data element defined in the policy in string format.
options:
* apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
i nt 16: Returns the re-protected data in /nt16 format.
i nt 16: Returns the return code array of the re-protect operation in /nt16 format.
er r or : Error message if the re-protect operation fails.
Example
The following is a sample for the ReProtectShortBulk API.

output, rc, err := session.ReProtectShortBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingNewExtlV([]1byte(newExternallv)))

2.2.72 ReProtectIntBulk API

The ReProtectintBulk API reprotects the data in the floatformat in bulk using data type preservation or a No Encryption data
element.

func (s *Session) ReProtectIntBulk(data []int32, oldDataElement, newDataElement string, options ...ProtectionOptions)
([int32, [Jint16, error)

Parameters

dat a: Input containing the data to be re-protected in /nt32format.

ol dDat aEl enent : Input containing the older data element defined in the policy in string format.

newDat aEl ement : Input containing the new data element defined in the policy in string format.

options:

* apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns

i nt 32: Returns the re-protected data in /732 format.
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i nt 16: Returns the return code array of the re-protect operation in /nt16 format.
er r or : Error message if the reprotect operation fails.

Example
The following is a sample for the ReProtectintBulk API.

output, rc, err := session.ReProtectintBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.73 ReProtectLongBulk API

The ReProtectlongBulk API reprotects the data in the /ong format in bulk using data type preservation or a No Encryption data

element.

func (s *Session) ReProtectLongBulk(data []int64, oldDataElement, newDataElement string, options ...ProtectionOptions)
(dint64, [Jint16, error)

Parameters
dat a: Input containing the data to be reprotected in /nt64 format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External IV for the reprotect operation.
Returns
i nt 64: Returns the re-protected data in /nt64 format.
i nt 16: Returns the return code array of the reprotect operation in /nt16 format.
er r or : Error message if the reprotect operation fails.
Example
The following is a sample for the ReProtectlongBulk API.

output, rc, err := session.ReProtectLongBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.74 ReProtectFloatBulk API

The ReProtectFloatBulk API reprotects float data in bulk using a No Encryption data element.

func (s *Session) ReProtectFloatBulk(data []float32, oldDataElement, newDataElement string, options ...ProtectionOptions)
([1float32, []int16, error)

Parameters

dat a: Input containing the data to be reprotected in float32format.

ol dDat aEl enent : Input containing the older data element defined in the policy in string format.

newDat aEl erment : Input containing the new data element defined in the policy in string format.

options:

e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an

initialization vector and accepts input in byte format. When the External 1V is empty, its value is ignored.

e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.

Returns
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f | oat 32: Returns the reprotected data in ffoat32 format.
i nt 16: Returns the return code array of the reprotect operation in /nt16 format.
er ror : Error message if the re-protect operation fails.
Example
The following is a sample for the ReProtectFloatBulk API.

output, rc, err := session.ReProtectFloatBulk(input, dataElement,
apgo.UsingExtlV([]byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.75 ReProtectDoubleBulk API

The ReProtectDoubleBulk API reprotects the data in the double format in bulk using a No Encryption data element.

func (s *Session) ReProtectDoubleBulk(data []float64, oldDataElement, newDataElement string, options ...ProtectionOptions)
([Ifloaté4, []intl6, error)

Parameters
dat a: Input containing the data to be re-protected in float64 format.
ol dDat aEl enent : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.
e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.
Returns
f | oat 64: Returns the reprotected data in ffoat64 format.
i nt 16: Returns the return code array of the reprotect operation in /nt16 format.
er ror : Error message if the re-protect operation fails.
Example
The following is a sample for the ReProtectDoubleBulk API.

output, rc, err := session.ReProtectDoubleBulk(input, dataElement,
apgo-UsingExtlV([1byte(externallv)), apgo.UsingNewExtlV([]byte(newExternallv)))

2.2.76 ReEncryptBytesBulk API

The ReEncryptBytesBulk API re-encrypts the data in the byte format in bu/k using an encryption data element.

func (s *Session) ReEncryptBytesBulk(data [][]byte, oldDataElement, newDataElement string, options ...ProtectionOptions)
([[byte, []int16, error)

Parameters
dat a: Input containing the data to be re-encrypt in byte format.
ol dDat aEl erment : Input containing the older data element defined in the policy in string format.
newDat aEl enent : Input containing the new data element defined in the policy in string format.
options:
e apgo. Usi ngExt | V: External IV is an optional parameter. It is a buffer containing data that is used as an
initialization vector and accepts input in byte format. When the External IV is empty, its value is ignored.

Note:

a Confidential

84



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

Encryption data elements do not support external IV.

e apgo. Usi ngExt Tweak: External Tweak is an optional parameter that is used only for the FPE data elements. It is

a buffer containing data that is used as an External Tweak and accepts input in byte format. When the External Tweak
is empty, its value is ignored.

e apgo. Usi ngNewExt | V: This parameter lets user specify New External 1V for the reprotect operation.

Note:
Encryption data elements do not support external IV.

e apgo. Usi ngNewExt Tweak: This parameter lets user specify New External Tweak for the reprotect operation.
Returns

byt e: Returns the re-encrypted data in byte format.

i nt 16: Returns the return code array of the re-encrypt operation in /nt16 format.

er r or : Error message if the re-encrypt operation fails.
Example

The following is a sample for the ReEncryptBytesBulk API.

output, rc, err := session.ReEncryptBytesBulk(input,
dataElement, apgo.UsingExtlV([]byte(externallv)),

apgo.UsingNewExtlV([]byte(newExternallv)), apgo.UsingExtTweak([]byte(externaltweak)),
apgo . UsingNewExtTweak([Jbyte(newExternal tweak)))

2.3 Application Protector (AP) Java APIs

A session must be created to run the AP Java. The AP Java accesses the information on the Trusted Application from the policy
stored in the memory. If the application is trusted, then the protect, unprotect, or reprotect method is called, one or many times,
depending on the data. You can flush the audits after the operation is complete.

Note: The AP Java APIs can be invoked by a valid Policy Useror a Trusted Application user.

The following diagram represents the basic flow of a session.
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Begin
v

Call Create Session

v

Call data protection method one or
multiple times

End

Figure 2-3: Flowchart for AP Java
Warning:
The Protegrity AP Java protector only supports bytes converted from the string data type.

If any other data type is directly converted to byfesand passed as an input to the API that supports byfe as an input and provides byfe as an
output, then data corruption might occur.

The following sections provide detailed information for the various methods used by the Protegrity Application Protector Java.

2.3.1 Supported Data Types for AP Java

This section lists the data types supported by the AP Java.
The AP Java supports the following data types:

e String
e Integer
* Short

* Long

* Float

* Double
e Bytes

* java.util.Date

2.3.2 getProtector

The getProtector method returns the Protector object associated with the Protegrity Application Protector API. After instantiation,
this object is used to create a session. The session is passed as a parameter to protect, unprotect, or reprotect methods.
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static Protector getProtector()
Parameters

None
Returns

Prot ect or Cbj ect : Object associated with the Protegrity Application Protector API
Exception (and Error Codes)

Prot ect or Except i on: If the configuration is invalid

2.3.3 getVersion

The getVersion method returns the version of the Application Protector Java in use.

public java.lang.String get\ersion()
Parameters

None
Returns

St ri ng: Product version

2.3.4 getVersionEx

The get\VersionEx method returns the extended version of the Application Protector Java in use. The extended version consists of
the Product version number and the Core version number.

public java.lang.String getVersionEx()
Parameters

None
Returns

St ri ng: Product version and Core version

2.3.5 getLastError

The getLastError method returns the last error and a description of why this error was returned. When the methods used for

protecting, unprotecting, or reprotecting data return an exception or a Boolean false, the gefLastError method is called to provide
a description of why the method failed.

public java.lang.String getLastError(SessionObject session)
Parameters
Sessi on: Session ID that is obtained by calling the createSession method
Returns
St ri ng: Error message
Exception (and Error Codes)
Pr ot ect or Except i on: If the SessionObject is null, then an exception is thrown
Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

For more information about the error codes, refer to the section Application Protectors API Return Codes in the Protegrity
Troubleshooting Guide 9.1.0.0.
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2.3.6 createSession

The createSession method creates a new session. The sessions that have not been utilized for a while, are automatically removed
according to the session timeout parameter defined in the ApplicationProtectorjava.properties file.

Note: The methods in the Protector API that take the SessionObject as a parameter, might throw an exception SessionTimeoutException if

the session is invalid or has timed out. The application developers can handle the SessionTimeoutException and create a new session with a
new SessionObjfect.

public SessionObject createSession(java.lang.String policyUser)
Parameters
pol i cyUser : User name defined in the policy, as a string value
Returns
Sessi onObj ect : Object of the SessionObject class
Exception (and Error Codes)
Prot ecti onExcept i on: If input is null or empty, then an exception is thrown

2.3.7 closeSession

Note:
Starting from version 9.0.0.0, the c/oseSession method is deprecated.

The closeSession method closes a session.

public void closeSession (SessionObject session)
Parameters

sessi on: Session ID that is obtained by calling the createSession method
Exception (and Error Codes)

Prot ect or Excepti on: If the input is null or empty, then an exception is thrown

2.3.8 getCurrentKeyldForDataElement

The getCurrentKeyldForDataElement method returns the key 1D for a data element that is passed as an input parameter. The data
elements could be of the following encryption method types, such as, 3DES, AES-128, or AES-256.

public int getCurrentKeyldForDataElement (SessionObject sessionObj, java.lang.String dataElementName)
Parameters

sessi onObj : Object of the SessionObject class obtained by calling the createSession method
dat aEl enent Namne: The data element for which the Key ID is required
Returns
i nt : Current Key ID
- 1: Use the getL astError method to identify the cause
Exception (and Error Codes)
Prot ect or Excepti on: If inputis null, then an exception is thrown
Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown
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2.3.9 getDefaultDataelementName

The getDefaultDataelementName method returns the default data element for the policy provided as an input parameter and is
used transparently by the AP Java methods. A data element becomes a default for a policy when you select it as default during
policy creation.

public java.lang.String getDefaultDataelementName (SessionObject sessionObyj, java.lang.String policyName)
Parameters

sessi onObj : SessionObjectthat is obtained by calling the createSession method

pol i cyNane: Policy name for which the default data element needs to be returned
Returns

St ri ng: Default data element name

NULL: Use the getLastError method to identify the cause
Exception (and Error Codes)

Prot ect or Excepti on: If the SessionObjectis null, then an exception is thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.10 extractKeyldFromData

The extractKeyldFromData method returns the key 1D for the data that has already been protected and is passed in this method as
the input parameter. Protection is possible for data types 3DES, AES-128, or AES-256. For example, when you need to rotate the
key using the latest key and do not know the key ID used for the previous protection, run this method and the getCurrentKeyld
method. If the output key IDs differ for these two methods, then it implies that the data is protected with the previously generated
key ID. For this method, only the byte data type is supported.

Note: Key IDs can only be obtained from data that has been encrypted using a data element with a key ID.

public int extractKeyldFromData (SessionObject sessionObj, java.lang.String dataElementName, byte[] input)
Parameters

sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Namne: The data element for which the Key ID is required
i nput : Protected data
Returns
i nt:KeylID
- 1: Use the getL astError method to identify the cause
Exception (and Error Codes)
Prot ect or Excepti on: If the SessionObjectis null, then an exception is thrown
Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.11 flushAudits

The flushAudits method is used for flushing the audit logs at any point in the application. It is recommended to invoke it at the
point where the application exits.

protector.flushAudits()
Parameters

None
Returns

None
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Exception (and Error Codes)
Prot ect or Excepti on: If the APl is unable to flush the audit logs, then an exception is thrown

2.3.12 protect - Short array data

Protects the data provided as a short array that uses the preservation data type or No Encryption data element. It supports the bulk
protection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each
protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, short[] input, short[] output, byte[]
externallv)

Parameters

sessi onObj : SessionObject that is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with short format data

out put : Resultant output array with short format data

ext er nal | v: Buffer containing data that will be used as external 1V, when externallv = null, the value is ignored
Result

Tr ue: The data is successfully protected

Fal se: The parameters passed are accurate, but the method failed when:

» The protection methods failed to perform the required action

e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Excepti on: If the SessionObjectis null or if policy is configured to throw exception, then an exception
is thrown

Sessi onTi meout Except i on

2.3.13 protect - Short array data for encryption

Protects the data provided as a short array that uses an encryption data element. It supports the bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the encryption method is used to protect data, the output of data protection (protected data) should be stored in byte/].

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, short[] input, byte[][] output, byte[]
externallv)

Parameters
sessi onQbj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with short format data
out put : Resultant output array with byze format data
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ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external V.

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Excepti on: If the SessionObjectis null or if policy is configured to throw exception, then an exception
is thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.14 protect - Int array data

Protects the data provided as an int array that uses the preservation data type or No Encryption data element. It supports the bulk
protection. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

public boolean protect(SessionObject sessionObyj, java.lang.String dataElementName, int[] input, int[] output, byte[]
externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane : String containing the data element name defined in policy
i nput : Input array with /nt data
out put : Resultant output array with /nt data
ext er nal | v: Buffer containing data that will be used as external 1V, when externallv = null, the value is ignored
Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
e The protection methods failed to perform the required action
» The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if the policy is configured to throw exception, then an
exception is thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown
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2.3.15 protect - Int array data for encryption

Protects the data provided as an int array that uses an encryption data element. It supports the bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note:

You cannot move the data that is protected using encryption data elements with input as integers, long, or short data types and output as
bytes, between platforms having different endianness.

For example, if the data is protected using encryption data elements with input as integers and output as bytes, then you cannot move the
protected data from the AlX platform to the Linux or Windows platform and vice versa.

Note: When the encryption method is used to protect data, the output of data protection (protected data) should be stored in byte[].

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, int[] input, byte[][] output, byte[]
externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with /ntformat data
out put : Resultant output array with byte format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown
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2.3.16 protect - Long array data

Protects the data provided as a long array that uses the preservation data type or No Encryption data element. It supports the bulk
protection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each
protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, long[] input, long[] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with /ong format data
out put : Resultant output array with fong format data
ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.17 protect - Long array data for encryption

Protects the data provided as a long array that uses an encryption data element. It supports bulk protection. There is no maximum
data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the encryption method is used to protect data, the output of data protection (protected data) should be stored in byte/].

protect(SessionObject sessionObj, java.lang.String dataElementName, long[] input, byte[][] output)
Parameters

sessi onObj : SessionObject that is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with fong format data

out put : Resultant output array with byte format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
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Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception (and Error Codes)

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi nmeout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.18 protect - Float array data

Protects the data provided as a float array that uses the No Encryption data element. It supports bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for input data.

public boolean protect(SessionObject sessionObyj, java.lang.String dataElementName, float[] input, float[] output, byte[]
externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with float format data
out put : Resultant output array with float format data

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
e The protection methods failed to perform the required action
» The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown
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2.3.19 protect - Float array data for encryption

Protects the data provided as a float array that uses an encryption data element. It supports bulk protection. There is no maximum
data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the encryption method is used to protect data, the output of data protection (protected data) should be stored in byte/].

public boolean protect(SessionObject sessionObyj, java.lang.String dataElementName, float[] input, byte[][] output)
Parameters

sessi onObj : SessionObject that is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with float format data

out put : Resultant output array with byre format data

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.20 protect - Double array data

Protects the data provided as a double array that uses the No Encryption data element. It supports bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for input data.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, double[] input, double[] output)
Parameters

sessi onOhj : SessionObjectthat is obtained by calling the createSession method

dat aEl enent Namne: String containing the data element name defined in policy

i nput : Input array with double format data

out put : Resultant output array with double format data
Result

Tr ue: The data is successfully protected

Fal se: The parameters passed are accurate, but the method failed when:

» The protection methods failed to perform the required action
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* The data element is null or empty
Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Excepti on: If the SessionObjectis null or if policy is configured to throw exception, then an exception
is thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.21 protect - Double array data for encryption

Protects the data provided as a double array that uses an encryption data element. It supports bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the encryption method is used to protect data, the output of data protection (protected data) should be stored in byte/].

public boolean protect(SessionObject sessionObyj, java.lang.String dataElementName, double[] input, byte[][] output)
Parameters

sessi onQbj : SessionObjectthat is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with double format data

out put : Resultant output array with byte format data
Result

Tr ue: The data is successfully protected

Fal se: The parameters passed are accurate, but the method failed when:

e The protection methods failed to perform the required action

e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.22 protect - Date array data

Protects the data provided as a java.util.Data array that uses a preservation data type. It supports bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

public boolean protect(SessionObject sessionObyj, java.lang.String dataElementName, java.util.Date[] input, java.util.Date[]
output)

Parameters
sessi onObj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
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i nput : Input array with gate format data
out put : Resultant output array with dafe format data

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
e The protection methods failed to perform the required action
» The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi nmeout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.23 protect - String array data

Protects the data provided as a string array that uses a preservation data type or the No Encryption data element. It supports the
bulk protection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for
each protection call.

For String and Byte data types, the maximum length for tokenization is 4096 bytes, while for encryption there is no maximum
length defined.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect the data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

Warning:

For Date and DateTime type of data elements, the protect API returns an invalid input data error if the input value falls between the
non-existent date range from 05-OCT-1582 to 14-OCT-1582 of the Gregorian Calendar.

For more information about the tokenization and de-tokenization of the cutover dates of the Proleptic Gregorian Calendar, refer to the
sections Date Tokenization for cutover Dates of the Proleptic Gregorian Calendarand Datetime Tokenization for Cutover Dates of the
Proleptic Gregorian Calendarin the Protection Method Reference Guide 9.1.0.0.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, java.lang.String[] input,
java.lang.String[] output, byte[] externallv)

Parameters
sessi onQbj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with string format data
out put : Resultant output array with string format data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Returns
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
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» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.24 protect - String array data for encryption

Protects the data provided as s string array that uses an encryption data element. It supports the bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

For String and byte data types, the maximum length for tokenization is 4096 bytes, while for encryption there is no maximum
length defined.

Note: When encryption method is used to protect data or Format Preserving Encryption (FPE) for data type preservation methods for
String and Char APIs is used, the output of data protection (protected data) should be stored in byre/].

Note: The string as an input and byte as an output API is unsupported by Unicode Gen2 and FPE data elements for the AP Java.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, java.lang.String[] input, byte[][] output,
byte[] externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with string format data
out put : Resultant output array with byre format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Returns
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).
Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown
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Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.25 protect - Char array data

Protects the data provided as a char array that uses a preservation data type or the No Encryption data element. It supports the
bulk protection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for
each protection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect the data, the output of data
protection (protected data) can be stored in the same data type that was used for the input data.

Warning:

For Date and DateTime type of data elements, the protect API returns an invalid input data error if the input value falls between the
non-existent date range from 05-OCT-1582 to 14-OCT-1582 of the Gregorian Calendar.

For more information about the tokenization and de-tokenization of the cutover dates of the Proleptic Gregorian Calendar, refer to the
sections Date Tokenization for cutover Dates of the Proleptic Gregorian Calendarand Datetime Tokenization for Cutover Dates of the
Proleptic Gregorian Calenaarin the Protection Method Reference Guide 9.1.0.0.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, char[][] input, char[][] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Namne: String containing the data element name defined in policy
i nput : Input array with char format data
out put : Resultant output array with charformat data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Returns
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
* The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.26 protect - Char array data for encryption

Protects the data provided as a char array that uses an encryption data element. It supports the bulk protection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each protection call.

Note: When the encryption method is used to protect data or Format Preserving Encryption (FPE) for data type preservation methods for
String and Char APIs is used, the output of data protection (protected data) should be stored in byze/].
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public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, char[][] input, byte[][] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Namne: String containing the data element name defined in policy
i nput : Input array with charformat data
out put : Resultant output array with byre format data

ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
» The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.27 protect - Byte array data

Protects the data provided as a byte array that uses the encryption data element, No Encryption data element, and preservation
data type. It supports the bulk protection. There is no maximum data limit. However, you are recommended to pass not more than
1 MB of input data for each protection call.

For String and byte data types, the maximum length for tokenization is 4096 bytes, while for encryption there is no maximum
length defined.

Note: When the data type preservation methods, such as, Tokenization and No Encryption, are used to protect data, the output of data
protection (protected data) can be stored in the same data type that was used for input data.

Warning:

For Date and DateTime type of data elements, the protect API returns an invalid input data error if the input value falls between the
non-existent date range from 05-OCT-1582 to 14-OCT-1582 of the Gregorian Calendar.

For more information about the tokenization and de-tokenization of the cutover dates of the Proleptic Gregorian Calendar, refer to the
sections Date Tokenization for cutover Dates of the Proleptic Gregorian Calendarand Datetime Tokenization for Cutover Dates of the
Proleptic Gregorian Calenadarin the Protection Method Reference Guide 9.1.0.0.
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public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, byte[][] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Namne: String containing the data element name defined in policy
i nput : Input array with byre format data
out put : Resultant output array with byre format data

ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note: The Protegrity AP Java protector only supports bytes converted from the string data type.

If any other data type is directly converted to byfesand passed as input to the API that supports byte as input and provides byfe as
output, then data corruption might occur.

Result
Tr ue: The data is successfully protected
Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action
e The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.28 protect - String array data with External Tweak

Protects the data provided as a string array using the FPE (FF1) that uses a preservation data type with FPE data elements. It
supports the bulk protection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of
input data for each protection call.

Note: When the data type preservation method, such as FPE, is used with FPE data elements to protect data, the output of data protection
(protected data) can be stored in the same data type that was used for the input data.

public boolean protect(SessionObject sessionObj, java.lang.String dataElementName, java.lang.String[] input,
java.lang.String[] output, byte[] externallv, byte[] externalTweak)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with string format data
out put : Resultant output array with string format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

ext er nal Tweak: This is optional. Buffer containing data that will be used as Tweak, when external Tweak = null, the
value is ignored

Result
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Tr ue: The data is successfully protected

Fal se: The parameters passed are accurate, but the method failed when:
» The protection methods failed to perform the required action

* The data element is null or empty

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.29 unprotect - Short array data

Unprotects the data provided as a short array that uses the preservation data type or the No Encryption data element. It supports
the bulk unprotection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input
data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, short[] input, short[] output, byte[]
externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with short format data
out put : Resultant output array with short format data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.30 unprotect - Short array data for encryption

Unprotect the data provided as a short array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, short[] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Name: String containing the data element name defined in policy
i nput : Input array with byfe format data
out put : Resultant output array with shortformat data
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ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external V.

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.31 unprotect - Int array data

Unprotects the data provided as an int array that uses a preservation data type or a No Encryption data element. It supports the
bulk unprotection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for
each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, int[] input, int[] output, byte[]
externallv)

Parameters
sessi onOvj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Namne: String containing the data element name defined in policy
i nput : Input array with /ntformat data
out put : Resultant output array with /int format data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action.

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.32 unprotect - Int array data for encryption

Unprotects the data provided as an int array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.
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public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, int[] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Namne: String containing the data element name defined in policy
i nput : Input array with byre format data
out put : Resultant output array with /nzformat data

ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.33 unprotect - Long array data

Unprotects the data provided as a long array that uses the preservation data type or the No Encryption data element. It supports
the bulk unprotection. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, long[] input, long[] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with /ong format data
out put : Resultant output array with fong format data
ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).
Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown
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Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.34 unprotect - Long array data for encryption

Unprotects the data provided as a long array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, long[] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with byte format data
out put : Resultant output array with /ong format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.35 unprotect - Float array data

Unprotects the data provided as a float array that uses a No Encryption data element. It supports the bulk unprotection. There is
no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, float[] input, float[] output)
Parameters

sessi onOj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with float format data
out put : Resultant output array with float format data
Result
Tr ue: The data is successfully unprotected

Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).
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Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.36 unprotect - Float array data for encryption

Unprotects the data provided as a float array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, float[] output)
Parameters

sessi onQbj : SessionObject that is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with byte format data

out put : Resultant output array with ffoat format data

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.37 unprotect - Double array data

Unprotects the data provided as a double array that uses the No Encryption data element. It supports the bulk unprotection. There
is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, double[] input, double[] output)
Parameters

sessi onObj : SessionObject that is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with double format data

out put : Resultant output array with double format data

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown
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2.3.38 unprotect - Double array data for encryption

Unprotects the data provided as a double array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, double[] output)
Parameters

sessi onObj : SessionObjectthat is obtained by calling the createSession method

dat aEl enent Nane: String containing the data element name defined in policy

i nput : Input array with byfe format data

out put : Resultant output array with double format data

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.39 unprotect - Date array data

Unprotects the data provided as a java.util.Date array using the preservation data type. It supports the bulk unprotection. There is
no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, java.util.Date[] input, java.util.Date[]
output)

Parameters
sessi onQbj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with gate format data
out put : Resultant output array with date format data

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.40 unprotect - String array data

Unprotects the data provided as a string array that uses a preservation data type or a No Encryption data element. It supports the
bulk unprotection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for
each unprotection call.
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public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, java.lang.String[] input,
java.lang.String[] output, byte[] externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with string format data
out put : Resultant output array with string format data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.41 unprotect - String array data for encryption

Unprotects the data provided as a string array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, java.lang.String[]
output, byte[] externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with byte format data
out put : Resultant output array with string format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external IV.

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action.

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown
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Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.42 unprotect - Char array data

Unprotects the data provided as a char array that uses a preservation data type or a No Encryption data element. It supports the
bulk unprotection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for
each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, char[][] input, char[][] output, byte[]
externallv)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with charformat data
out put : Resultant output array with char data
ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.43 unprotect - Char array data for encryption

Unprotects the data provided as a char array that uses an encryption data element. It supports the bulk unprotection. There is no
maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, char[][] output, byte[]
externallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with byte format data
out put : Resultant output array with charformat data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Note:
Encryption data elements do not support external V.

Result
Tr ue: The data is successfully unprotected
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Fal se: The parameters passed are accurate, but the method failed to perform the required action.
Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.44 unprotect - Byte array data

Unprotects the data provided as a byte array that uses an encryption data element or a No Encryption data element, or a
preservation data type. It supports the bulk unprotection. There is no maximum data limit. However, you are recommended to
pass not more than 1 MB of input data for each unprotection call.

Note:
The Protegrity AP Java protector only supports bytes converted from the string data type.

If any other data type is directly converted to bytesand passed as input to the API that supports byte as input and provides byfe as output,
then data corruption might occur.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, byte[][] input, byte[][] output, byte[]
externallv)

Parameters
sessi onQbj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Nane: String containing the data element name defined in policy
i nput : Input array with byte format data
out put : Resultant output array with byze format data

ext er nal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.45 unprotect - String array data with External Tweak

Unprotects the data provided as a string array using the FPE (FF1) that uses a preservation data type with FPE data elements. It
supports the bulk unprotection. There is no maximum data limit. However, you are recommended to pass not more than 1 MB of
input data for each unprotection call.

public boolean unprotect(SessionObject sessionObj, java.lang.String dataElementName, java.lang.String[] input,
java.lang.String[] output, byte[] externallv, byte[] externalTweak)

Parameters
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sessi onOhj : SessionObjectthat is obtained by calling the createSession method
dat aEl enent Name: String containing the data element name defined in policy

i nput : Input array with string format data

out put : Resultant output array with string format data

ext ernal | v: This is optional. Buffer containing data that will be used as external 1V, when externallv = null, the value
is ignored

ext er nal Tweak: This is optional. Buffer containing data that will be used as Tweak, when external Tweak = null, the
value is ignored
Result
Tr ue: The data is successfully unprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.46 reprotect - Short array data

Reprotects the data provided as a short array that uses a preservation data type or a No Encryption data element. The protected
data is first unprotected and then protected again with a new data element. It supports the bulk reprotection. There is no maximum
data limit. However, you are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, short[] input, short[] output, byte[] newExternallv, byte[] oldExternallv)

Parameters
sessi onQvj : SessionObjectthat is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data.
ol ddat aEl enent Nane: String containing the data element name defined in policy for the input data.
i nput : Input array with short format data
out put : Resultant output array with short format data

newExt er nal | V: This is optional. Buffer containing data that will be used as external 1V, when newExternallv = null,
the value is ignored

ol dExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the old data element,
when oldExternallv = null, the value is ignored

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception
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Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.47 reprotect - Int array data

Reprotects the data provided as an int array that uses a preservation data type or a No Encryption data element. The protected
data is first unprotected and then protected again with a new data element. It supports the bulk reprotection. There is no maximum
data limit. However, you are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, int[] input, int[] output, byte[] newExternallv, byte[] oldExternallv)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
newdat aEl ement Namne: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Namne: String containing the data element name defined in policy for the input data
i nput : Input array with /ntformat data
out put : Resultant output array with /int format data

newExt er nal | V: This is optional. Buffer containing data that will be used as external 1V, when newExternallv = null,
the value is ignored
ol dExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the old data element,
when oldExternallv = null, the value is ignored

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception
Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi nmeout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.48 reprotect - Long array data

Reprotects the data provided as a long array that uses a preservation data type or a No Encryption data element. The protected
data is first unprotected and then protected again with a new data element. It supports the bulk reprotection. There is no maximum
data limit. However, you are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, long[] input, long[] output, byte[] newExternallv, byte[] oldExternallv)

Parameters
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sessi onOhj : SessionObjectthat is obtained by calling the createSession method

newdat aEl enent Nane: String containing the data element name defined in policy to create the output data.
ol ddat aEl ement Nane: String containing the data element name defined in policy for the input data.

i nput : Input array with fong format data

out put : Resultant output array with /ong format data

newext er nal | V: This is optional. Buffer containing data that will be used as external 1V, when newExternallv = null,
the value is ignored

ol dExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the old data element,
when oldExternallv = null, the value is ignored
Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action.

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Prot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.49 reprotect - Float array data

Reprotects the data provided as a float array that uses a No Encryption data element. The protected data is first unprotected and
then protected again with a new data element. It supports the bulk reprotection. There is no maximum data limit. However, you
are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, float[] input, float[] output)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data.
ol ddat aEl enent Nane: String containing the data element name defined in policy for the input data.
i nput : Input array with float format data
out put : Resultant output array with ffoat format data

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject s null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

a Confidential 113



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

2.3.50 reprotect - Double array data

Reprotects the data provided as a double array that uses a No Encryption data element. The protected data is first unprotected and
then protected again with a new data element. It supports the bulk reprotection. There is no maximum data limit. However, you
are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, double[] input, double[] output)

Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data.
ol ddat aEl enent Nane: String containing the data element name defined in policy for the input data.
i nput : Input array with double format data
out put : Resultant output array with double format data

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.51 reprotect - Date array data

Reprotects the data provided as a date array that uses a preservation data type. The protected data is first unprotected and then
protected again with a new data element. It supports the bulk reprotection. There is no maximum data limit. However, you are
recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, java.util.Date[] input, java.util.Date[] output)

Parameters
sessi onObj : SessionObject that is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Name: String containing the data element name defined in policy for the input data
i nput : Input array with gafe format data
out put : Resultant output array with date format data

Result
Tr ue: The data is successfully reprotected
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Fal se: The parameters passed are accurate, but the method failed to perform the required action
Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.52 reprotect - Date array data

Reprotects the data provided as a date array that uses a preservation data type. The protected data is first unprotected and then
protected again with a new data element. It supports the bulk reprotection. There is no maximum data limit. However, you are
recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, java.util.Date[] input, java.util.Date[] output)

Parameters
sessi onObj : SessionObjectthat is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Namne: String containing the data element name defined in policy for the input data
i nput : Input array with gafe format data
out put : Resultant output array with date format data

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi nmeout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.53 reprotect - Date array data

Reprotects the data provided as a date array that uses a preservation data type. The protected data is first unprotected and then
protected again with a new data element. It supports the bulk reprotection. There is no maximum data limit. However, you are
recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, java.util.Date[] input, java.util.Date[] output)
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Parameters
sessi onOhj : SessionObject that is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Nane: String containing the data element name defined in policy for the input data
i nput : Input array with gate format data
out put : Resultant output array with dafe format data

Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception

Pr ot ect or Except i on: If the SessionObject is null or if policy is configured to throw exception, then an exception is
thrown

Sessi onTi meout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.54 reprotect - Byte array data

Reprotects the data provided as a byte array that uses an encryption data element or a No Encryption data element, or a
preservation data type. The protected data is first unprotected and then protected again with a new data element. However, you are
recommended to pass not more than 1 MB of input data for each reprotection call.

Note: When the data type preservation methods, such as, Tokenization and No Encryption are used to reprotect data, the output of data
protection (protected data) can be stored in the same data type that was used for input data.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

public boolean reprotect(SessionObject sessionObj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, byte[][] input, byte[][] output, byte[] newExternallv, byte[] oldExternallv)

Parameters
sessi onQbj : SessionObjectthat is obtained by calling the createSession method
newdat aEl enent Namne: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Name: String containing the data element name defined in policy for the input data
i nput : Input array with byte format data
out put : Resultant output array with byze format data

newExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the new data element,
when newExternallv = null, the value is ignored

ol dExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the new data element,
when oldExternallv = null, the value is ignored

Note: The Protegrity AP Java protector only supports bytes converted from the string data type.

If any other data type is directly converted to byfesand passed as input to the API that supports byte as input and provides byfe as
output, then data corruption might occur.

Result
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Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

Note: For more information, such as, a text explanation and reason for the failure, call getLastError(session).

Exception
Pr ot ect or Except i on: If the SessionObjectis null or if policy is configured to throw exception, then an exception is
thrown
Sessi onTi neout Except i on: If the session is invalid or has timed out, then an exception is thrown

2.3.55 reprotect - String array data with External Tweak

Reprotects the data provided as a string array using the FPE (FF1) that uses a preservation data type with FPE data elements. The
protected data is first unprotected and then protected again with a new FPE data element. It supports the bulk reprotection. There
is no maximum data limit. However, you are recommended to pass not more than 1 MB of input data for each reprotection call.

Warning: If you are using the reprotect API, then the old data element and the new data element must have the same data type. For
example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric data element to
reprotect the data.

Warning: If you are using Format Preserving Encryption (FPE) with the reprotect API, then ensure that the plaintext encoding used for
FPE must be the same for both protecting and reprotecting the data. For example, if you have used FPE-Numeric data element with UTF 8
encoding to protect the data, then you must use only FPE-Numeric data element with UTF 8 encoding to reprotect the data.

public boolean reprotect(SessionObject sessionObyj, java.lang.String newDataElementName, java.lang.String
oldDataElementName, java.lang.String[] input, java.lang.String[] output,byte[] newExternallv,byte[] oldExternallv,byte[]
newExternalTweak, byte[] oldExternal Tweak)

Parameters
sessi onObj : SessionObjectthat is obtained by calling the createSession method
newdat aEl enent Nane: String containing the data element name defined in policy to create the output data
ol ddat aEl enent Nane: String containing the data element name defined in policy for the input data
i nput : Input array with String format data
out put : Resultant output array with String format data

newExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the new data element,
when newExternallv = null, the value is ignored

ol dExt er nal | V: This is optional. Buffer containing data that will be used as external IV on the new data element,
when oldExternallv = null, the value is ignored

newExt er nal Tweak: This is optional. Buffer containing data that will be used as Tweak on the new data element,
when newExternal Tweak = null, the value is ignored

ol dExt er nal Tweak: This is optional. Buffer containing data that will be used as Tweak on the new data element,
when oldExternal Tweak = null, the value is ignored
Result
Tr ue: The data is successfully reprotected
Fal se: The parameters passed are accurate, but the method failed to perform the required action

2.4 Application Protector (AP) Python APIs

A session must be created to run the Application Protector (AP) Python. Before creating the session, the AP Python verifies
whether the application invoking the AP Python APIs is trusted. If it is trusted, then a new session is created, and the protect,
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unprotect, or reprotect methods can be called, one or many times, depending on the data. After the operation is complete, this
session closes implicitly or the session times out if it is idle.

The sessions are needed to handle the audit record generation. A session is valid for a specific time, which is managed by the
timeout value passed during the create_session() method. By default, the session timeout value is set to Z5minutes. For every
call to the create_session() method, a new session object is created - a pool of session objects is not maintained. Python's garbage
collector is used for destroying the session objects once they are out of scope. You can also use the session object as Python's
Context manager using the with statement.

A session is automatically renewed every time it is used. Thus, for each call to a data protection operation, such as, protect,
unprotect, and reprotect, the time for the session to remain alive is renewed.

Each session generates an audit record for every new protection method call combined with the data element used. This means
that in case of single data item calls, three audit log events will be generated if you perform one protect operation with data
element name g, five protect operations with data element name 6, and 1000 unprotect operations with data element a. In case of
the bulk data items, every data protection operation, such as, protect, unprotect, and reprotect will generate audit log events. You
can use this knowledge to ensure how you want the audit records to be generated, in case of single data item calls, by deciding
how long a session is valid and how often new sessions are created using the create session() method.

Note: The AP Python APIs can be invoked by an application only if the application and the user running the application are defined as part
of a Trusted Application in the ESA.

Note: Only users who are defined as valid Policy Usersin the ESA can perform security operations using the AP Python APIs.

Note: Only users who are defined with the required protect, unprotect, or reprotect permissions in the policy in the ESA, can perform
security operations using the AP Python APIs.

The following figure explains a basic flow of a session.

Initialize the
protector

h 4

Call Create Session

h 4

Call data protection method one or
multiple times

A 4

Flush the Audits

End

Figure 2-4: Flowchart for the AP Python

I Warning:
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The Protegrity AP Python protector only supports byZes converted from the string data type.

If any other data type is directly converted to bytesand passed as input to the API that supports byfe as input and provides byfe as output,
then data corruption might occur.

Important:

You do not have to explicitly close the session. The session is closed implicitly after the API protects, unprotects, or reprotects the data.
The session object is implemented as a Python Context Manager and can be used with the with statement.

2.4.1 Supported Data Types for AP Python

This section lists the data types supported by the AP Python.
The AP Python supports the following data types:

e String

e Integer

e Float

e Bytes

« Date Object

Note: The AP Python does not support the DateTime object.

2.4.2 Supported Modes for AP Python

This section describes the modes supported by the AP Python.
You can use the AP Python APIs in the following modes:

e Using the AP Python in a Production Environment. Use the AP Python APIs to protect, unprotect, and reprotect the data using
the data elements deployed on the ESA.

e Using the AP Python in a Development Environment. Use sample users and data elements with the AP Python APIs to
simulate the protect, unprotect, and reprotect operations. You do not require the Log Forwarder, the PEP server, and the ESA
to be installed on your machine.

Note: For more information about how to use the AP Python APIs in a development environment for testing purposes, refer to the
section Using AP Python in a Development Environment.

2.4.3 Using AP Python in a Production Environment

This section provides detailed information of the APIs that are supported by the AP Python in a production environment. It
describes the syntax of the AP Python APIs and provides the sample use cases.

2.4.3.1 Initialize the Protector

The Protector API returns the Protector object associated with the Protegrity AP APIs. After instantiation, this object is used to
create a session. The session object provides APIs to perform the protect, unprotect, or reprotect operations.
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Protector(self, comm_id=0)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters

conm i d: The Communication ID that is used by the PEP server. This value must match the value specified by the
Communication 1D parameter in the pepserver.cfgfile. This parameter is optional.

Returns

Pr ot ect or : Object associated with the Protegrity AP Python API.
Exception

InitializationError: Thisexception is thrown if the protector fails to initialize.
Example

In the following example, the AP Python is initialized.

from appython import Protector
protector = Protector()

2.4.3.2 create_session

The create _session API creates a new session. The sessions that are created using this API, automatically time out after the
session timeout value has been reached. The default session timeout value is 25 minutes. However, you can also pass the session
timeout value as a parameter to this API.

Important: If the session is invalid or has timed out, then the AP Python APIs that are invoked using this session object, may throw
an /nvalidSessionError exception. Application developers can catch the /nvalidSessionError exception and create a session by again by
invoking the create_session API.

def create_session(self, policy_user, timeout=15)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
pol i cy_user : Username defined in the policy, as a string value.

t i meout : Session timeout, specified in minutes. By default, the value of this parameter is set to Z5. This parameter is
optional.

Returns

sessi on: Object of the Session class. A session object is required for calling the data protection operations, such as,
protect, unprotect, and reprotect.

Exception

Pr ot ect or Er r or : This exception is thrown if a null or empty value is passed as the policy user parameter.
Example

In the following example, User1 is passed as the policy userparameter.

from appython import Protector
protector = Protector()
session = protector.create_session(*Userl')
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2.4.3.3 get_version

The get version API returns the version of the AP Python in use. Ensure that the version number of the AP Python matches with
the PEP server package.

Note:
You do not need to create a session for invoking the get_version API.

def get_version(self)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
None
Returns
St ri ng: Product version of the installed AP Python
Exception
None
Example
In the following example, the current version of the installed AP Python is retrieved.

from appython import Protector

protector = Protector()

session = protector.create_session(''Userl')
print(protector.get_version())

Result
9.1.0.0.8

2.4.3.4 get_version_ex

The get version_ex API returns the extended version of the AP Python in use. The extended version consists of the AP Python
version number and the Core version.

Note:
You do not need to create a session for invoking the get version_ex API.

def get_version_ex(self)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters

None
Returns

St ri ng: The product version of the installed AP Python and the Core version.
Exception

None
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Example
In the following example, the current version of the AP Python and the Core version is retrieved.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')
print(protector.get_version_ex())

Result
SDK Version: 9.1.0.0.8, Core Version: 1.2.0+81.gl1c449.1.2

2.4.3.5 get_current_key id_for_dataelement

The get _current key id for_dataelement API returns the key ID for a data element that is passed as an input parameter. The data
elements can be of the following encryption method types, such as, 3DES, AES-128, or AES-256.

def get_current_key_id_for_dataelement(self, de)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
de: String containing the data element name defined in the policy
Returns
i nt : Returns the current key ID of the specified Encryption data element
Exception
Pr ot ect or Er r or : This exception is thrown if the API is unable to retrieve the key ID.
I nval i dSessi onEr ror : This exception is thrown if the session is invalid or has timed out.
Example
In the following example, the current key ID for the AES128 data element is retrieved.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

current_key = session.get_current_key id_for_dataelement(""AES128')
print(current_key)

Result

115

2.4.3.6 extract_key id_from_data

The extract_key id from_data API returns the key ID for the data element and the protected data that are passed as input
parameters. The data elements can be of type 3DES, AES-128, or AES-256.

Note: If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

def extract_key_id_from_data(self, de, protected_data)

Caution: Do not pass the se/fparameter while invoking the API.
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Parameters
de: String containing the data element name defined in the policy
prot ect ed_dat a: Protected data in bytes
Returns
i nt : Returns the key ID extracted from the protected data and data element that are passed as input parameters
Exception
Pr ot ect or Er r or : This exception is thrown if the API is unable to retrieve the key ID.
I nval i dSessi onErr or : This exception is thrown if the session is invalid or has timed out.
Example

In the following example, the Protegrity1 string is used as the data, which is first encrypted using the
AES256 IV _CRC_KID data element. The key ID for the AES256 1V _CRC _KID data element and the protected data is
then retrieved using the extract_key id from data API.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl™)

p_out = session.protect("Protegrityl'™, "AES256_1V_CRC_KID", encrypt_to=bytes)
extracted_key = session.extract_key id_from_data('AES256_1V_CRC_KID", p_out)
print(extracted_key)

Result

115

2.4.3.7 get_default_de

The get default de API returns the default data element for the policy provided as an input parameter. A data element becomes a
default for a policy when you select it as the default during policy creation.

def get_default_de(self, policyname)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
pol i cynane: The policy name for which the default data element needs to be returned.
Returns
st ri ng: Default data element name
Exception
Pr ot ect or Er r or : This exception is thrown if the APl is unable to retrieve the default data element.
I nval i dSessi onErr or: This exception is thrown if the session is invalid or has timed out.
Example

In the following example, the default data element for the Policy 2policy is retrieved.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl')
default_de = session.get _default_de(*'Policy_2")
print(default_de)

Result

TE_A_S23_LORO_N
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2.4.3.8 check_access

The check access API returns the access permission status of the user for a specified data element.

def check_access(self, de, access_type)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
de: String containing the data element name defined in the policy.

access_t ype: Type of the access permission of the user for the specified data element. You can specify a value for this
parameter from the CheckAccessType enumeration.

The following are the different values for the CheckAccessType enumeration:

PROTECT 2

REPROTECT 4

UNPROTECT 8
Returns

Tr ue: The user has access to the data element.
Fal se: The user does not have access to the data element.
Exception
Pr ot ect or Er r or : This exception is thrown if the APl is unable to retrieve the default data element.
I nval i dSessi onErr or : This exception is thrown if the session is invalid or has timed out.
Example

In the following example, the check access API is used to check whether the user has reprotect permissions for the
TE A N 823 L2R2 Ydataelement.

from appython import Protector

from appython import CheckAccessType

protector = Protector()

session = protector.create_session("Userl')

print(session.check _access(""TE_A N_S23 L2R2_Y",
CheckAccessType .REPROTECT))

Result

True

2.4.3.9 flush_audits()

The flush_audits API is used for flushing the audit logs at any point within the application. This API is required for a short

running process that lasts less than a second, to get the audit logs. It is recommended to invoke the API at the point where the
application exits.

def flush_audits(self)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters
None

Returns
None
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Exception

Prot ect or Er r or : This exception is thrown if the API is unable to flush the audit logs.
Example

In the following example, the flush_audits API is used to flush the audit logs.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl)

output = session.protect("'Protegrityl™, "TE_A N _S23 L2R2_Y')
print("'Protected Data: %s' %output)

session.flush_audits()

2.4.3.10 protect

The protect API protects the data using tokenization, data type preserving encryption, No Encryption, or encryption data element.
It supports both single and bulk protection without a maximum bulk size limit. However, you are recommended not to pass more
than 1 MB of input data for each protection call.

For String and Byte data types, the maximum length for tokenization is 4096 bytes, while no maximum length is defined for
encryption.

def protect(self, data, de, **kwargs)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters

dat a: Data to be protected. You can provide the data of any type that is supported by the AP Python. For example, you
can specify data of type string, float, or integer. However, you cannot provide the data of multiple data types at the same
time in a bulk call.

de: String containing the data element name defined in policy
**kwar gs: Specify one or more of the following keyword arguments:

» external_iv. Specify the external initialization vector for Tokenization and FPE protection methods. This argument is
optional.

o encrypt_to. Specify this argument for encrypting the data and set its value to bytes. This argument is Mandatory. It
must not be used for Tokenization and FPE protection methods.

o external_tweak. Specify the external tweak value for FPE protection method. This argument is ptional.
Note: Keyword arguments are case sensitive.

Returns
»  For single data. Returns the protected data
*  For bulk data: Returns a tuple of the following data:
e List or tuple of the protected data
» Tuple of error codes
Exception
I nval i dSessi onEr r or : This exception is thrown if the session is invalid or has timed out.
Pr ot ect Er r or : This exception is thrown if the API is unable to protect the data.

Note:
If the protect API is used with bulk data, then it does not throw any exception. Instead, it only returns an error code.
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For more information about the error code, refer to the section Agplication Protectors API Return Codes in the Protegrity

Troubleshooting Guide 9.1.0.0.

Example
The following table provides examples of the APl usage for tokenizing and encrypting the data for each data type.
Data Type Usage Refer to
String Tokenizing string data Example: Tokenizing String Data
Tokenizing string data with external IV Example: Tokenizing String Data with
External IV
Encrypting string data Example: Encrypting String Data
Protecting string data using FPE Example: Protecting String data using FPE
Protecting string data using FPE with Example: Protecting String Data using FPE
external 1V and external tweak with External 1V and External Tweak
Tokenizing bulk string data Example: Tokenizing Bulk String Data
Tokenizing bulk string data with external Example: Tokenizing Bulk String Data
v with External IV
Encrypting bulk string data Example: Encrypting Bulk String Data
Protecting bulk string data using FPE Example: Protecting Bulk String Data
Using FPE
Protecting bulk string data using FPE with | Example: Protecting Bulk String Using
external 1V and external tweak FPE with External 1V and External Tweak
Tokenizing unicode data Example: Tokenizing Unicode Data
Encrypting unicode data Example: Encrypting Unicode Data
Tokenizing bulk unicode data Example: Tokenizing Bulk Unicode Data
Encrypting bulk unicode data Example: Encrypting Bulk Unicode Data
Integer Tokenizing integer data Example: Tokenizing Integer Data
Tokenizing integer data with external 1V Example: Tokenizing Integer Data with
External 1V
Encrypting integer data Example: Encrypting Integer Data
Tokenizing bulk integer data Example: Tokenizing Bulk Integer Data
Tokenizing bulk integer data with external | Example. Tokenizing Bulk Integer Data
v with External 1V
Encrypting bulk integer data Example: Encrypting Bulk Integer Data
Tokenizing long data Example. Tokenizing Long Data
Tokenizing long data with external 1V Example: Tokenizing Long Data with
External 1V
Encrypting long data Example: Encrypting Long Data
Tokenizing bulk long data Example: Tokenizing Bulk Long Data
Tokenizing bulk long data with external IV | Example: Tokenizing Bulk Long Data with
External IV
Encrypting bulk long data Example: Encrypting Bulk Long Data
Float Tokenizing float data Example: Tokenizing Float Data
Encrypting float data Example: Encrypting Float Data
Tokenizing bulk float data Example: Tokenizing Bulk Float Data
Encrypting bulk float data Example: Encrypting Bulk Float Data
Bytes Tokenizing bytes data Example: Tokenizing Bytes Data
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Data Type Usage Refer to
Tokenizing bytes data with external IV Example: Tokenizing Bytes Data with
External 1V
Encrypting bytes data Example: Encrypting Bytes Data
Tokenizing bulk bytes data Example: Tokenizing Bulk Bytes Data
Tokenizing bulk bytes data with external 1V | Example. Tokenizing Bulk Bytes Data with
External 1V
Encrypting bulk bytes data Example: Encrypting Bulk Bytes Data
Date Tokenizing date objects Example: Tokenizing Date Objects
Tokenizing bulk date objects Example: Tokenizing Bulk Date Objects

2.4.3.10.1 Example - Tokenizing String Data

This section describes how to use the protect API for tokenizing the string data.

Example 1: Input string data

In the following example, the Protegrity? string is used as the data, which is tokenized usingthe 7TE. A N 523 L2R2 Y
Alpha-Numeric data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)

output = session.protect("'Protegrityl™, "TE_A N_S23 L2R2_Y'")
print("'Protected Data: %s' %output)

Result

Protected Data: Pr9zdglWRyl

Example 2: Input string data using session as Context Manager

In the following example, the Protegrity string is used as the data, which is tokenized using the TE. A N _S23 L2R2 Y
Alpha Numeric data element.

from appython import Protector

protector = Protector()

with protector.create_session(Userl') as session:
output = session.protect("'Protegrityl™, "TE_A N_S23 L2R2_Y')
print("'Protected Data: %s" %output)

Result

Protected Data: Pr9zdglWRyl

Example 3: Input date passed as a string
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In the following example, the 29/05/1998 string is used as the data, which is tokenized using the 7E_Date DMY S13
Date data element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information regarding the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl'™)

output = session.protect(''29/05/1998", "TE_Date DMY_S13')
print("Protected data: "+str(output))

Result

Protected data: 08/07/2443

Example 4: Input date and time passed as a string

In the following example, the 1998/05/29 10.54.:47 string is used as the data, which is tokenized using the
TE Datetime TN_DN _M Datetime data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the
input date and time string in YYYY/MM/DD HH:MM:SS MMM format, then you must use only the Datetime (YYYY-MM-DD
HH:MM:SS MMM) data element to protect the data.

Note: For information regarding the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(''1998/05/29 10:54:47", "TE_Datetime_TN_DN_ M)
print("'Protected data: '"+str(output))
Result

Protected data: 3311/02/22 10:54:47
2.4.3.10.2 Example - Tokenizing String Data with External Initialization Vector (1V)

This section describes how to use the protect API for tokenizing string data using external initialization vector (1V).

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must first pass the external IV as bytes to the
API.

Example
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In the following example, the Protegrity1 string is used as the data, which is tokenized usingthe 7TE. A N 523 L2R2 Y
data element, with the help of the external 1V 7234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(*"Userl)

output = session.protect("Protegrityl™, "TE_A N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: %s' %output)

Result

2.4.3.10.3

Protected Data: PrksvEshuyl

Example - Encrypting String Data

This section describes how to use the protect API for encrypting the string data.

Note:

If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

Result

War

In the following example, the Protegrityl string is used as the data, which is encrypted using the AES256 IV CRC KID
data element. Therefore, the encrypt to parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect("'Protegrityl", "AES256_1V_CRC_KID",
encrypt_to=bytes)

print("’Encrypted Data: %s' %output)

Encrypted Data: b">gmA,i=w"

ning:

To avoid data corruption, do not convert the encrypted bytes data into the string format. It is recommended to convert the encrypted bytes

data

to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.4 Example - Protecting String Data Using Format Preserving Encryption (FPE)

This se

ction describes how to use the profect API to protect the string data using Format Preserving Encryption (FPE) (FF1).

Example

In the following example, the protegrity1234AAAAAAACEE string is used as the data, which is protected using the FPE

data element FPE_FF1_AES256_ID_AN._LnRn_ASTNE.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™) »

output = session.protect("'protegrityl1234AAAAAAECEE",
“"FPE_FF1_AES256_1D_AN_LnRn_ASTNE™)

print("'Protected Data: %s' %output)
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Result

2.4.3.10.5 Example - Protecting String Data Using FPE with External 1V and External Tweak

This section describes how to use the protect API for protecting string data using FPE (FF1), with external IV and external tweak.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes.

Example

In the following example, the protegrity1234 string is used as the data, which is protected using the FPE data element
FPE FF1 AES256 ASCIlI APIP AN _L2R1 ASTNI_MLZ2 with the help of external IV 1234 and external tweak abcaef
that are passed as bytes.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(*protegrityl1234",
"FPE_FF1_AES256 ASCII_APIP_AN_L2R1 ASTNI_ML2", external_iv=bytes(''1234",
encoding=""utf-8"),

external_tweak=bytes("'abcdef", encoding="utf-8"))
print("'Protected Data: %s' %output)
Result

Protected Data: prS6DausDtd5g4

2.4.3.10.6 Example - Tokenizing Bulk String Data

This section describes how to use the protect API for tokenizing bulk string data. You can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example 1: Input bulk string data

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the 7TE_A N_S523 [2R2 Y data element.

from appython import Protector

protector = Protector()

session = protector.create_session(*"Userl)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]
p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'")
print("'Protected Data: ')

print(p_out)

Result

Protected Data:
(["prMLIsM8FZUp34~, "Pr9zdglWRyl®", "Pra9Ez5LPG56"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Example 2: Input bulk string data
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In Example 1, the protected output was a tuple of the tokenized data and the error list. The following example shows how

you can tweak the code to ensure that you retrieve the protected output and the error list separately, and not as part of a
tuple.

from appython import Protector

protector = Protector()

session = protector.create_session(*"Userl)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]
p_out, error_list = session.protect(data, "TE_A_N_S23 L2R2_Y'")
print("'Protected Data: ')

print(p_out)

print("Error List: ")

print(error_list)

Result

Protected Data:

["prMLIsM8FZUp34~, "Pr9zdglWRyl", "Pra9Ez5LPG56"]
Error List:

(6, 6, 6)

6 is the success return code for the protect operation of each element in the list.

Example 3: Input dates passed as bulk strings

Result

In the following example, the 14/02/2019 and 11/03/2018 strings are stored in a list and used as bulk data, which is
tokenized using the 7E Date DMY S13Date data element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/Y YY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = ["14/02/2019", "11/03/2018"]

output = session.protect(data, "TE_Date DMY_S13'")
print("'Protected data: '"+str(output))

Protected data: (["08/07/2443", "17/08/1830"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

Example 4: Input date and time passed as bulk strings

In the following example, the 2019/02/14 10:54.47 and 2019/11/03 11.01:32strings is used as the data, which is

tokenized using the TE_ Datetime TN_DN_M Datetime data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the
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Result

2.4.3.10.7

input date and time string in YYYY/MM/DD HH:MM:SS MMM format, then you must use only the Datetime (YYYY-MM-DD
HH:MM:SS MMM) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl™)

data = [""2019/02/14 10:54:47", "2019/11/03 11:01:32"]
output = session.protect(data, "TE_Datetime_TN_DN_M")
print("'Protected data: '"+str(output))

Protected data: (["3311/02/22 10:54:47", "3311/11/02 11:01:32"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

Example - Tokenizing Bulk String Data with External 1V

This section describes how to use the protect API for tokenizing bulk string data using external V. You can pass bulk string data
as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass external IV as bytes.

Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the TE_A N_S523 [2R2 Y data element, with the help of external IV 123that is passed as
bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",
external _iv=bytes(''123", encoding=""utf-8"))

print(‘’‘Protected Data: ')

print(p_out)

Protected Data:
(["prvOWozsSjbS34", "PrtigABOCyl", "PrvjDdC2TD56"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Confidential 132



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

2.4.3.10.8 Example - Encrypting Bulk String Data

This section describes how to use the protect API for encrypting bulk string data. You can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk
data, which is encrypted using the AES256 data element. Therefore, the encrypt to parameter is passed as a keyword
argument, and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]
p_out = session.protect(data, "AES256', encrypt_to=bytes)
print("Encrypted Data: ')

print(p_out)

Result

Encrypted Data:
([b™\xc9™x\x02)\xcbB\x91}\x7Fi\x8a\xce\x8d>H",

b " t\x80\xF5\x8d\x9e\x0b+4Lq\x8a\x97\xdb\x8Ffx\x16" ,

b " \x87\x08\x938\xFf70~\xab\xa3\xc2L\xa90>\x18 "], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.9 Example - Protecting Bulk String Data Using FPE

This section describes how to use the protect API for protecting bulk string data using FPE (FF1). You can pass bulk string data
as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, protegrity1234AA, Protegrity1/ECE, and Protegrity56AAAAAA strings are stored in a list and
used as bulk data, which is protected using the FPE data element FPE_FF1I AES256 APIP AN _LnRn ASTNE.

from appython import Protector

protector = Protector()

session = protector.create_session(“"User1™)
data = [“protegrity1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]
p_out = session.protect(data, "FPE_FF1_AES256_APIP_AN_LnRn_ASTNE™)
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print("'Protected Data: ')
print(p_out)

Result

Protected Data:
([u™"MGO1UHDQ8VYON3\xcO\xcl®, u®"8APFLh3WOTY\Xxc6\xc7\xc8",
u " 4XYdSFURF4bVA\xc0\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.10 Example - Protecting Bulk String Data Using FPE with External 1V and External Tweak

This section describes how to use the protect API for protecting the bulk string data using FPE (FF1), with external 1V and
external tweak. You can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes.

Example

used as bulk data. This bulk data is protected using the FPE data element FPE FF1 AES256 APIP_AN _LnRn ASTNE,
with the help of external IV 2234 and external tweak xy/zthat are passed as bytes.

from appython import Protector
protector = Protector()
session = protector.create_session('User1™)
data = ["protegrity1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]
p_out = session.protect(data, "FPE_FF1 AES256 APIP_AN_LnRn_ASTNE",
external _iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''xyz",
encoding="utf-8"))
print("’Protected Data: ')
print(p_out)

Result
Protected Data:

([u®WwR5aK2BMoUlcz\xcO\xcl®, u®"nW6lqjd7NGR\xc6\xc7\xc8",
u " 06eBUZDNuyWU\xcO\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.11 Example - Tokenizing Integer Data

This section describes how to use the protect API for tokenizing integer data.

Example
In the following example, 27 is used as the integer data, which is tokenized using the 7E_ /NT_4 data element.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl)
output = session.protect(21, "TE_INT_4")
print("'Protected Data: %s'" %output)
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Result

Protected Data: -1926573911

2.4.3.10.12 Example - Tokenizing Integer Data with External 1V

This section describes how to use the protect API for tokenizing integer data using the external V.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 21 is used as the integer data, which is tokenized using the 7E /NT_4 data element, with the
help of external 1V 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect(21, "TE_INT_4", external_iv=bytes(''1234", encoding="utf-8"))
print("'Protected Data: %s' %output)

Result

Protected Data: -2122057622

2.4.3.10.13 Example - Encrypting Integer Data

This section describes how to use the protect API for encrypting integer data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 21 is used as the integer data, which is encrypted using the AES256 data element. Therefore,
the encrypt_to parameter is passed as a keyword argument, and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect(21l, "AES256', encrypt_to=bytes)
print("Encrypted Data: %s' %output)

Result

Encrypted Data: b"@upkN*

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.
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2.4.3.10.14 Example - Tokenizing Bulk Integer Data

This section describes how to use the protect API for tokenizing bulk integer data. You can pass bulk integer data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using the
TE INT 4 data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl'™)
data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4')
print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([-1926573911, -1970496120, -814489753], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.15 Example - Tokenizing Bulk Integer Data with External 1V

This section describes how to use the protect AP for tokenizing bulk integer data using external V. You can pass bulk integer
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the profect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using the
TE_INT_4data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl')

data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4", external_iv=bytes(''1234", encoding="utf-8"))
print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([-2122057622, 1795905968, 228587043], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.3.10.16 Example - Encrypting Bulk Integer Data

This section describes how to use the protect API for encrypting bulk integer data. You can pass bulk integer data as a list or a

tuple.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

Result

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is encrypted using the
AES256 data element. Therefore, the encrypt _to parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)

data = [21, 42, 55]

p_out = session.protect(data, '"AES256', encrypt_to=bytes)
print("’Encrypted Data: ')

print(p_out)

Encrypted Data:

([b" @\x19\xccu\x04\xc7\xd8\xclp\xad\xa7\x1fk\xe4N\xd0" ,
b*""@\xec\x97 (\x96\xab\x18\xd0\x99\xd4~\x1e\xF4\xba\xd1l",

b " y\xec\x9b+F\xa8\xb1l I\xc2=[\x11\xfd\x06\xalC"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.17 Example - Tokenizing Long Data

This section describes how to use the protect API for tokenizing long data.

Example

Result

In the following example, 1376235139103947 is used as the long data, which is tokenized using the 7£_/NT_8data
element.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl')

output = session.protect(1376235139103947, "TE_INT_8")
print("'Protected Data: %s' %output)

Protected Data: -1770169866845757900
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2.4.3.10.18 Example - Tokenizing Long Data with External 1V

This section describes how to use the protect API for tokenizing long data using external IV.

Note: If you want to pass the external 1V as a keyword argument to the profect API, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947 is used as the long data, which is tokenized using the 7E /NT _8data
element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl'™)

output = session.protect(1376235139103947, "TE_INT_8",
external_iv=bytes("'1234", encoding=""utf-8"))

print("'Protected Data: %s' %output)

Result

Protected Data: 5846214101577367207

2.4.3.10.19 Example - Encrypting Long Data

This section describes how to use the protect API for encrypting long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947is used as the long data, which is encrypted using the AES256 data
element. Therefore, the encrypt _to parameter is passed as a keyword argument and its value is set to byes.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(1376235139103947, "AES256", encrypt_to=bytes)
print("Encrypted Data: %s' %output)
Result

Encrypted Data: b"DswpOXI<\*

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.20 Example - Tokenizing Bulk Long Data

This section describes how to use the protect API for tokenizing bulk long data. You can pass bulk long data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.
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Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E_/NT_8data element.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "TE_INT_8")

print(*'Protected Data: ")

print(p_out)

Result

Protected Data:
([-1770169866845757900L, -8142006510957348982L, -206876567049699669L], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.21 Example - Tokenizing Bulk Long Data with External 1V

This section describes how to use the protect API for tokenizing bulk long data using external 1V. You can pass bulk long data as
a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the profect API, then you must pass the external 1V and external tweak
as bytes.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E_/NT_8data element, with the help of external IV 1234 that is
passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "TE_INT_8", external_iv=bytes(''1234", encoding=""utf-8"))
print(*’‘Protected Data: ')

print(p_out)

Result

Protected Data:
([5846214101577367207L, 5661139619224336475L, 7806173497368534531L], (6, 6, 6))
6 is the success return code for the protect operation of each element in the list.

2.4.3.10.22 Example - Encrypting Bulk Long Data

This section describes how to use the protect API for encrypting bulk long data. You can pass bulk long data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
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If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is encrypted using the AES256 data element. Therefore, the encrypt_to parameter is passed
as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session(‘'Userl"

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "AES256'", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

Result
Encrypted Data:

([b™"\xd5Ds\xb3\xFb\x95\xF2wpOX1<\\\x1a\x07", b"\xaf\x05aq\xb6\xcd, L~ JCA\x87\x87\t\x0b",
b " 1J @*S\Xx96\XxF5\xF55<\x08M\xa6\x18\xbf\xda"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.23 Example - Protecting Float Data

This section describes how to use the protect API for protecting float data using a No Encryption data element. You can use this
API for access control and auditing.

Example

In the following example, 22.5is used as the float data, which is protected using the NoEncryption_1 data element.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(22.5, "NoEncryption_1")
print("'Protected Data: %s' %output)

Result

Protected Data: 22.5

As we are using a No Encryption data element to protect the data, the protected output data is the same as the input data.

2.4.3.10.24 Example - Encrypting Float Data

This section describes how to use the protect API for encrypting float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.
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Example

In the following example, 22.5is used as the float data, which is encrypted using the AES256 data element. Therefore,
the encrypt_to parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector
protector = Protector()
session = protector.create_session('Userl')
output = session.protect(22.5, "AES256", encrypt_to=bytes)
print("’Encrypted Data: %s' %output)
Result

Encrypted Data: b"g.0Vk;>"

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.25 Example - Protecting Bulk Float Data

This section describes how to use the protect API for protecting bulk float data using a No Encryption data element. You can pass
bulk float data as a list or a tuple. You can use this API for access control and auditing.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is protected
using the NoEncryption 1 data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""Userl')
data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "NoEncryption_1'")
print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([22.5, 48.93, 94.31], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

As we are using a No Encryption data element to protect the data, the protected output data is the same as the input data.

2.4.3.10.26 Example - Encrypting Bulk Float Data

This section describes how to use the protect API for encrypting bulk float data. You can pass bulk float data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
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If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is encrypted
using the AES256 data element. Therefore, the encrypt_to parameter is passed as a keyword argument and its value is set
to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "AES256'", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

Result
Encrypted Data:
([b"g-0\xd8\x8b\x12\x89\x15Vk\x88\xbe\xf4;\x18>",

b" .\xb0Q\xb9\xc9\xca\xba\xc2\xchb8\xFfe\xd8\xF4q\x00\xb8" ,
b " \xb6x\xF4\x94 19\ xe6uaN\x83\x8d\n\x98\n; "], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.27 Example - Tokenizing Bytes Data

This section describes how to use the protect API for tokenizing bytes data.

Example

In the following example, "Protegrity1"string is first converted to bytes using the Python bytes() method. The bytes data
is then tokenized using the 7E_A N_S523 L2RZ2_Y data element.

from appython import Protector
protector = Protector()
session = protector.create_session("'Userl'™)
data=bytes("'Protegrityl™, encoding=""utf-8")
p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'")
print("'Protected Data: %s' %p_out)

Result

Protected Data: b"Pr9zdglWRy1*®

2.4.3.10.28 Example - Tokenizing Bytes Data with External 1V

This section describes how to use the protect API for tokenizing bytes data using external 1V.

Example
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In the following example, "Protegrity1”string is first converted to bytes using the Python byfes() method. The bytes data
is then tokenized using the TE. A N _S23 [2R2 Y data element, with the help of external 1V 7234 that is passed as
bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl')

data=bytes("'Protegrityl”, encoding="utf-8")

output = session.protect(data, "TE_A N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding="utf-8"))

print("’Protected Data: %s' %output)

Result

Protected Data: b"PrksvEshuyl®

2.4.3.10.29 Example - Encrypting Bytes Data

This section describes how to use the protect API for encrypting bytes data.

Example

In the following example, "Protegrity1"string is first converted to bytes using the Python bytes() method. The bytes data
is then encrypted using the AES256 data element. Therefore, the encrypt _to parameter is passed as a keyword argument
and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)
data=bytes(*'Protegrityl”, encoding="utf-8")

p_out = session.protect(data, "AES256", encrypt_to = bytes)
print(“Encrypted Data: %s' %p_out)

Result

Encrypted Data: b"t+4Lgx"

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.30 Example - Tokenizing Bulk Bytes Data

This section describes how to use the protect API for tokenizing bulk bytes data. You can pass bulk bytes data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE A N 523 L2R2 Ydataelement.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [bytes("'protegrityl1234'", encoding="UTF-8"), bytes("Protegrityl",
encoding="UTF-8"), bytes("Protegrity56", encoding="UTF-8")]

a Confidential 143



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'")
print("'Protected Data: ')
print(p_out)

Result

Protected Data:
([b"prMLIsM8fZUp34~, b"Pr9zdglWRyl", b"Pra9ez5LPG56"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.31 Example - Tokenizing Bulk Bytes Data with External 1V

This section describes how to use the protect API for tokenizing bulk bytes data using external V. You can pass bulk bytes data
as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE A N_S23 L2R2 Y data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [bytes(''protegrityl234", encoding="UTF-8"), bytes('Protegrityl”,

encoding="UTF-8"), bytes("Protegrity56", encoding="UTF-8")]

p_out = session.protect(data, "TE_A N _S23 L2R2 Y",
external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([b*prbm147L5pc434", b"PrksvEshuyl®, b*PrmxOhG8Nj56°], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.32 Example - Encrypting Bulk Bytes Data

This section describes how to use the protect API for encrypting bulk bytes data. You can pass bulk bytes data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is encrypted using the
AES256 data element. Therefore, the encrypt to parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = [bytes("'protegrityl234'", encoding="'UTF-8"), bytes("Protegrityl",
encoding="UTF-8"), bytes("Protegrity56", encoding="UTF-8")]

p_out = session.protect(data, "AES256', encrypt_to = bytes)
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print(""Encrypted Data: ')
print(p_out)

Result

Encrypted Data:
([b™"\xc9™\x02)\xcbB\x91}\x7Fi\x8a\xce\x8d>H" ,

b " t\x80\xF5\x8d\x9e\x0b+4Lq\x8a\x97\xdb\x8Fx\x16" ,

b \x87\x08\x938\xf70~\xab\xa3\xc2L\xa90>\x18_"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.33 Example - Tokenizing Date Objects

This section describes how to use the protect API for tokenizing the date objects.

Caution: If you have provided the date object as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date object in DD/MM/
YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example 1: Input date object in DD/MM/YYYY format

In the following example, the 29/05/1998 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the 7E Date DMY S13data element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("'Userl'™)

data = datetime.strptime(''29/05/1998", "%d/%m/%Y'").date()
print(""Input date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date DMY_S13')
print("'Protected date: "+str(p_out))

Result

Input date as a Date object : 1998-05-29
Protected date: 1896-10-21

Example 2: Input date object in MM/DD/YYYY format

In the following example, the 05/29/1998 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the TE Date MDY S13data element.

from appython import Protector
from datetime import datetime
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protector = Protector()

session = protector.create_session("Userl')

data = datetime.strptime(''05/29/1998", "%m/%d/%Y"").date()
print(""\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date MDY_S13')
print("'Protected date: "+str(p_out))

Result

Input date as a Date object : 1998-05-29
Protected date: 2037-06-12

Example 3: Input date object in YYYY/DD/MM format

In the following example, the 7998/05/29 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the TE Date YMD_S13data element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(*'Userl)

data = datetime.strptime(''1998/05/29", "%Y/%m/%d").date()
print(""\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date YMD_S13'™)
print("'Protected date: "+str(p_out))

Result

Input date as a Date object : 1998-05-29
Protected date: 2615-12-23

2.4.3.10.34 Example - Tokenizing Bulk Date Objects

This section describes how to use the protect AP for tokenizing bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Caution: If you have provided the date object as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date object in DD/MM/
YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input as a Date Object

In the following example, the 12/02/2019 and 11/01/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the gatetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then tokenized using the 7E_Date DMY _S13data element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("Userl'™)

datal = datetime.strptime(''12/02/2019", "%d/%m/%Y'") .date()
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data2 = datetime.strptime(''11/01/2018", ""%d/%m/%Y'").date()
data = [datal, data2]

print(’Input data: ', str(data))

p_out = session.protect(data, "TE_Date DMY_S13')
print("'Protected data: "+str(p_out))

Result

Input data: [datetime.date(2019, 2, 12), datetime.date(2018, 1, 11)]
Protected data: ([datetime.date(1896, 10, 21), datetime.date(696, 3, 1)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.35 Example - Tokenizing Unicode Data

This section explains how to use the protect API for tokenizing unicode data.

Example

tokenized using the 7E. A N_S23 L2R2 Y data element.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl™)

output = session.protect(u”protegrityl1234AAAAAAECEE", "TE_A N_S23 L2R2_Y™)
print("'Protected Data: %s'" %output)

Result

2.4.3.10.36 Example - Encrypting Unicode Data

This section describes how to use the protect API for encrypting unicode data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

encrypted using the AES256 |V CRC KID data element. Therefore, the encrypt to parameter is passed as a keyword
argument, and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session(‘'Userl™) »

output = session.protect(u”protegrityl1234AAAAAAECEE", 'AES256 IV_CRC_KID",
encrypt_to=bytes)

print("’Encrypted Data: %s' %output)

Result

Encrypted Data: b" +>{4AzVOKc\1W~&ng%-"

I Warning:

a Confidential 147



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.10.37 Example - Tokenizing Bulk Unicode Data

This section describes how to use the protect AP for tokenizing bulk unicode data. You can pass bulk unicode data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

u'Protegrity56 CAAEEEAA unicode data are stored in a list and used as bulk data, which is tokenized using the
TE A N 523 LZR2 Ydataelement.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

data = [u"protegrityl1234AAAAAAECEE", u"Protegrityl£CEEAAAAAAT, u"Protegrity56CAEEEAA"]
p_out = session.protect(data, "TE_A N_S23 L2R2_Y')

print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([u®przZeslalwuQQy3\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9" ,
u"Prvt6rfyW81\xc6\xc7\xc8\xc9\xc0\xc1l\xc2\xc3\xc4\xc5",
u"PrFgczleNkNG\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.10.38 Example - Encrypting Bulk Unicode Data

This section describes how to use the protect API for encrypting bulk unicode data. You can pass bulk string data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, v protegrity1234AAAAAAAECEE, u'Protegrityl ECEEAAAAAA', and
u'Protegrity56 CAAEEEAA unicode data are stored in a list and used as bulk data, which is encrypted using the AES256
data element. Therefore, the encrypt_tfo parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

data = [u"protegrityl1234AAAAAAECEE", u"Protegrityl/£CEEAAAAAAT, uT"Protegrity56CAEEEAA"]
p_out = session.protect(data, "AES256", encrypt_to=bytes)
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print(""Encrypted Data: ')
print(p_out)

Result

Encrypted Data:
([b"F2\xd2\xddR\xda\x9e7#\xFc\xe6\xe20re\x18>=\x87\xfc\xea\x9c\xb8\x94\x9e$M?
\x9a\xec\xefO5\xc3\x8F jun\xe3\r4\x0f\xedD76\xed\xfa" ,

b " \x9f\xc0}G\x12\x1bu\x02\xFdMO\x8e\x01\xb6\XOF\XF5\xbb i \xbe\xc9\x11J\x1c\xad\x12\x1le\xFf
0\xbeA\x19\xad4\xc3", b"G\xa3(\xee\xb7\x81m\xFc\x96-I1\xa2\x9eGt\xcc\x0b-
\x97\xc73\x000\xdc\xFb\t.\xfa=\x99:\xe7"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Warning:
To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted bytes data
to a Hexadecimal, Base 64, or any other appropriate format.

2.4.3.11 unprotect

The unprotect API unprotects the protected data and returns it in its original form.

def unprotect(self, data, de, **kwargs)
Parameters
dat a: Data to be unprotected
de: String containing the data element name defined in policy
** kwar gs: Specify one or more of the following keyword arguments:
o external_iv. Specify the external initialization vector for Tokenization and FPE protection methods. This argument is
optional.

» decrypt to. Specify this argument for decrypting the data and set its value to the data type of the original data. For
example, if you are unprotecting a string data, then you must specify the output data type as str. This argument is
Mandatory. This argument must not be used for Tokenization and FPE protection methods. The possible values for the
decrypt _toargument are:

o Str

e int

* long

o float
e bytes

o external_tweak. Specify the external tweak value for FPE protection method. This argument is optional.
Note: Keyword arguments are case sensitive.

Returns
e For single data. Returns the unprotected data
*  For bulk data: Returns a tuple of the following data:
e List or tuple of the unprotected data
e Tuple of error codes

Exception
I nval i dSessi onErr or : This exception is thrown if the session is invalid or has timed out.
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Unpr ot ect Er r or : This exception is thrown if the API is unable to unprotect the data.

Note:

If the unprotect API is used with bulk data, then it does not throw any exception. Instead, it only returns an error code.

For more information about the error codes, refer to the section Application Protectors APl Return Codes in the Protegrity

Troubleshooting Guide 9.1.0.0.

Example

This section provides examples of the API usage for detokenizing and decrypting the data for each data type.

Data Type

Usage

Refer to

String

Detokenizing string data

Example: Detokenizing String Data

Detokenizing string data with external 1V

Example: Detokenizing String Data with
External IV

Decrypting string data

Example: Decrypting String Data

Unprotecting string data using FPE

Example: Unprotecting String Data Using
FPE

Unprotecting string data using FPE with
external IV and external tweak

Example: Unprotecting String Data Using
FPE with External 1V and External Tweak

Detokenizing bulk string data

Example: Detokenizing Bulk String Data

Detokenizing bulk string data with external
v

Example: Detokenizing Bulk String Data
with External 1V

Decrypting bulk string data

Example: Decrypting Bulk String Data

Unprotecting bulk string data using FPE

Example: Unprotecting Bulk String Data
Using FPE

Unprotecting bulk string data using FPE
with external 1V and external tweak

Example: Unprotecting Bulk String Data
Using FPE with External 1V and External
Tweak

Integer

Detokenizing integer data

Example: Detokenizing Integer Data

Detokenizing integer data with external 1V

Example: Detokenizing Integer Data with
External IV

Decrypting integer data

Example: Decrypting Integer Data

Detokenizing bulk integer data

Example: Detokenizing Bulk Integer Data

Detokenizing bulk integer data with
external 1V

Example: Detokenizing Bulk Integer Data
with External IV

Decrypting bulk integer data

Example: Decrypting Bulk Integer Data

Long

Detokenizing long data

Example: Detokenizing Long Data

Detokenizing long data with external IV

Example: Detokenizing Long Data with
External IV

Decrypting long data

Example: Decrypting Long Data

Detokenizing bulk long data

Example: Detokenizing Bulk Long Data

Detokenizing bulk long data with external
v

Example. Detokenizing Bulk Long Data
with External IV

Decrypting bulk long data

Example: Decrypting Bulk Long Data

Float

Detokenizing float data

Example: Detokenizing Float Data

Decrypting float data

Example: Decrypting Float Data

Detokenizing bulk float data

Example: Detokenizing Bulk Float Data

Decrypting bulk float data

Example: Decrypting Bulk Float Data
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Data Type

Usage

Refer to

Bytes

Detokenizing bytes data

Example: Detokenizing Bytes Data

Detokenizing bytes data with external 1V

Example: Detokenizing Bytes Data with
External 1V

Decrypting bytes data

Example: Decrypting Bytes Data

Detokenizing bulk bytes data

Example: Detokenizing Bulk Bytes Data

Detokenizing bulk bytes data with external
v

Example: Detokenizing Bulk Bytes Data
with External 1V

Decrypting bulk bytes data

Example: Decrypting Bulk Bytes Data

Date

Detokenizing date object

Example: Detokenizing Date Object

Detokenizng bulk date objects

Example: Detokenizing Bulk Date Objects

Unicode™

Detokenizing unicode object

Example: Detokenizing Unicode Data

Decrypting unicode data

Example: Decrypting Unicode Data

Detokenizing bulk unicode data

Example: Detokenizing Bulk Unicode Data

Decrypting bulk unicode data

Example: Decrypting Bulk Unicode Data

Note:

*1_ This data type is only applicable for Python 2.7.

2.4.3.11.1 Example - Detokenizing String Data

This section describes how to use the unprotect API for retrieving the original string data from the token data.

Example 1: Input string data

In the following example, the Protegrity1 string that was tokenized using the 7TE. A N_S523 L2R2 Y data element, is
now detokenized using the same data element.

from appython import Protector

protector = Protector()

session protector.create_session("'Userl™)

output = session.protect("Protegrityl™, "TE A _N_S23 L2R2_Y')
print("'Protected Data: %s' %output)
org = session.unprotect(output, "TE_A N_S23 L2R2_Y')
print('Unprotected Data: %s'" %org)

Result

Protected Data: Pr9zdglWRyl
Unprotected Data: Protegrityl

Example 2: Input date passed as a string

Confidential

151



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

In the following example, the 29/05/1998 string that was tokenized using the 7E_Date DMY S13Date data element, is
now detokenized using the same data element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl'™)

output = session.protect(''29/05/1998", "TE_Date DMY_S13')
print("'Protected data: "+str(output))

org = session.unprotect(output, "TE_Date DMY_S13'™)
print("'Unprotected data: "+str(org))

Result

Protected data: 08/07/2443
Unprotected data: 29/05/1998

Example 3: Input date and time passed as a string

In the following example, the 1998/05/29 10:54.47 string that was tokenized using the TE_Datetime TN _DN M
Datetime data element is now detokenized using the same data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the
input date and time string in YYYY/MM/DD HH:MM:SS MMM format, then you must use only the Datetime (YYYY-MM-DD
HH:MM:SS MMM) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect(''1998/05/29 10:54:47", "TE_Datetime_TN_DN M)
print("’Protected data: "+str(output))

org = session.unprotect(output, "TE_Datetime_TN_DN_M")
print("'Unprotected data: "+str(org))

Result

Protected data: 3311/02/22 10:54:47
Unprotected data: 1998/05/29 10:54:47

2.4.3.11.2 Example - Detokenizing String Data with External 1V

This section describes how to use the unprotect API for retrieving the original string data from token data, using external 1V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

& Confidential 152



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

In the following example, the Protegrity1 string that was tokenized using the 7E. A N 523 L2R2 Y data element and
the external 1V 1234 is now detokenized using the same data element and external IV.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl)

output = session.protect("Protegrityl™, "TE_A N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: %s' %output)

org = session.unprotect(output, "TE_A N_S23 L2R2_Y",

external_iv=bytes(''1234", encoding="utf-8"))
print("'Unprotected Data: %s'" %org)

Result

Protected Data: PrksvEshuyl
Unprotected Data: Protegrityl

2.4.3.11.3 Example - Decrypting String Data

This section describes how to use the unprotect API for decrypting string data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the Protegrity1 string that was encrypted using the AES256 1V CRC_KID data element is now
decrypted using the same data element. Therefore, the decrypt to parameter is passed as a keyword argument and its
value is set to str.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect("'Protegrityl', "AES256_1V_CRC_KID",
encrypt_to=bytes)

print("’Encrypted Data: %s' %output)

org = session.unprotect(output, "AES256 IV_CRC_KID", decrypt_to=str)

print("'Decrypted Data: %s' %org)

Result

Encrypted Data: b">gmA,i=w"
Decrypted Data: Protegrityl

2.4.3.11.4 Example - Unprotecting String Data Using FPE

This section describes how to use the unprotect API for unprotecting string data using FPE (FF1).

Example

FPE _FF1 AES256 ID _AN_LnRn_ASTNE data element, is now unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™) »

output = session.protect('protegrity1234AAAAAAECEE",
"FPE_FF1_AES256_1D_AN_LnRn_ASTNE™)

print("'Protected Data: %s' %output)
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org = session.unprotect(output, "FPE_FF1_AES256_I1D_AN_LnRn_ASTNE')
print("'Unprotected Data: %s' %org)

Result

Protected Data: NRejBKN7LcBOT4AAAAAAECEE

Unprotected Data: protegrityl1234AAAAAAECEE

2.4.3.11.5 Example - Unprotecting String Data Using FPE with External 1V and External Tweak

This section describes how to use the unprotect API for unprotecting string data using FPE (FF1), with external IV and tweak.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the unprotect API, then you must pass the external
IV and external tweak as bytes.

Example

In the following example, the protegrity1234 string that was protected using the
FPE FF1 AES256 ID AN _LnRn ASTNE data element, is now unprotected using the same data element, external 1V,
and external tweak.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(*protegrityl234",
"FPE_FF1_AES256_ASCI1_APIP_AN_L2R1_ASTNI_ML2", external_iv=bytes("'1234",
encoding=""utf-8"),
external_tweak=bytes("abcdef", encoding="utf-8"))
print("'Protected Data: %s' %output)
org = session.unprotect(output,
“"FPE_FF1_AES256_ASCII_APIP_AN_L2R1_ASTNI_ML2", external_iv=bytes(*'1234",
encoding="utf-8"),
external_tweak=bytes("'abcdef', encoding="utf-8"))
print(“*Unprotected Data: %s' %org)

Result

Protected Data: prS6DausDtd5g4
Unprotected Data: protegrityl234

2.4.3.11.6 Example - Detokenizing Bulk String Data

This section describes how to use the unprotect API for retrieving the original bulk string data from the token data.

Example 1: Input bulk string data

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the 7E. A N 523 [2R2 Y data element. The bulk string data is then detokenized using the
same data element.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]
p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'")
print("'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "TE_A N S23 L2R2 Y')
print("'Unprotected Data: ')

print(out)
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Result

Protected Data:

(["prMLIsM8FZUp34~, “Pr9zdglWRyl®", “Pra9eEz5LPG56°], (6, 6, 6))
Unprotected Data:

(["protegrityl234®, "Protegrityl®, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Example 2: Input bulk string data

Result

In Example 1, the unprotected output was a tuple of the detokenized data and the error list. The following example shows
how you can tweak the code to ensure that you retrieve the unprotected output and the error list separately, and not as part
of a tuple.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)

data = protegrityl1234

data = [data]*5

p_out, error_list = session.protect(data, "TE_A N_S23 L2R2_Y')
print("'Protected Data: ")

print(p_out)

print(Error List: ')

print(error_list)

org, error_list = session.unprotect(p_out, "TE_A_N_S23 L2R2_Y'")
print(“'Unprotected Data: ')

print(org)

print("Error List: ")

print(error_list)

Protected Data:

[“prMLIsM8FZUp34*°, "prMLIsM8FZUp34~, "prMLIsM8fZUp34®, "prMLJIsM8FZUp34-,
"prvLIsM8fZUp34™]

Error List:

(6, 6, 6, 6, 6)

Unprotected Data:

[“protegrityl234®, "protegrityl234", "protegrityl234", "protegrityl234°-,
"protegrityl1234-°]

Error List:

(8, 8, 8, 8, 8)

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Example 3: Input dates passed as bulk strings
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In the following example, the 14/02/2019and 11/03/2018 strings are stored in a list and used as bulk data, which is

tokenized using the 7E Date DMY S13 Date data element. The bulk string data is then detokenized using the same data
element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.2.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl'™)

data = [""14/02/2019", "11/03/2018"]

output = session.protect(data, "TE_Date DMY_S13'™)
print("'Protected data: '"+str(output))

org = session.unprotect(output[0], "TE_Date DMY_S13')
print(“'Unprotected data: "+str(org))

Result

Protected data: (["08/07/2443%, "17/08/1830"], (6, 6))
Unprotected data: (["14/02/2019", "11/03/2018"], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Example 4: Input date and time passed as bulk strings

Result

In the following example, the 2019/02/14 10:54.47 and 2019/11/03 11.01:32strings is used as the data, which is

tokenized using the 7E Datetime TN _DN_M Datetime data element. The bulk string data is then detokenized using the
same data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the
input date and time string in YYYY/MM/DD HH:MM:SS MMM format, then you must use only the Datetime (YYYY-MM-DD
HH:MM:SS MMM) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.2.0.0.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = ["2019/02/14 10:54:47', "2019/11/03 11:01:32"]
output = session.protect(data, "TE_Datetime TN_DN_M")
print("'Protected data: "+str(output))

org = session.unprotect(output[0], "TE_Datetime_TN_DN_M")
print("'Unprotected data: "+str(org))

Protected data: (["3311/02/22 10:54:47", "3311/11/02 11:01:32"], (6, 6))
Unprotected data: (["2019/02/14 10:54:47", "2019/11/03 11:01:32"], (8, 8))

6 is the success return code for the protect operation of each element in the list.
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8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.7 Example - Detokenizing Bulk String Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk string data from token data using the external
V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the 7E_ A N_S23 L2R2 Y data element, with the help of external IV Z23that is passed as
bytes. The bulk string data is then detokenized using the same data element and external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl'™)

data = ["protegrityl234", "Protegrityl', "Protegrity56'"]

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",

external_iv=bytes(''123", encoding=""UTF-8"))

print("’Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "TE_A N_S23 L2R2_Y",
external_iv=bytes(''123", encoding=""UTF-8"))

print("'Unprotected Data: ')

print(out)

Result
Protected Data:
(["prvOWozsSjbS34", "PrtigABOCyl", "PrvjDdC2TD56"], (6, 6, 6))
Unprotected Data:
(["protegrityl234®, "Protegrityl”, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.8 Example - Decrypting Bulk String Data

This section describes how to use the unprotect API for decrypting bulk string data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is encrypted using the AES256 data element. The bulk string data is then decrypted using the same data element.
Therefore, the decrypt_to parameter is passed as a keyword argument and its value is set to str.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]
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p_out = session.protect(data, "AES256", encrypt_to=bytes)
print("’Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "AES256", decrypt to=str)
print(‘'Decrypted Data: ')

print(out)

Result

Encrypted Data:

([b™"\xc9™\x02)\xcbB\x91}\x7Fi\x8a\xce\x8d>H" ,

b " t\x80\xF5\x8d\x9e\x0b+4Lq\x8a\x97\xdb\x8Fx\x16" ,

b \x87\x08\x938\xf70~\xab\xa3\xc2L\xa90>\x18_"], (6, 6, 6))
Decrypted Data:

(["protegrityl234®, "Protegrityl”, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.9 Example - Unprotecting Bulk String Data Using FPE

This section describes how to use the unprotect API for retrieving the original bulk string data from token data using FPE (FF1).

Example

In the following example, protegrity1234AA, Protegrity1/ECE, and Protegrity56AAAAAA strings are stored in a list and
used as bulk data, which is protected using the FPE data element FPE_FF1I AES256 APIP_AN_LnRn ASTNE. The
bulk string data is then unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(“Userl™” L

data = [“protegrity1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]
p_out = sessionr.protect(data, "FPE_FF1_AES256_APIP_AN_LnRn_ASTNE'™)
print("'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "FPE_FF1_AES256 APIP_AN_LnRn_ASTNE")
print("'Unprotected Data: ')

print(out)

Result
Protected Data:
([u"MGO1UHDQ8VYON3\xcO\xcl®, u®"8APFLh3WOTY\Xxc6\xc7\xc8",
u " 4XYdSFURF4bVA\xc0\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))
Unprotected Data:

([u®protegrityl1234\xcO\xcl®, u*Protegrityl\xc6\xc7\xc8",
u"Protegrity56\xcO\xc1\xc2\xc3\xc4\xc5"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.
8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.10 Example - Unprotecting Bulk String Data Using FPE with External 1V and External Tweak

This section describes how to use the unprotect API for retrieving the original bulk string data from token data using FPE (FF1),
using external IV and external tweak.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes to the API.
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Example

Result

used as bulk data. This bulk data is protected using the FPE data element FPE_FF1_AES256 APIP_AN_LnRn_ASTNE,
with the help of external IV 1234 and external tweak x)zthat are both passed as bytes. The protected bulk string data is
then unprotected using the same data element, external 1V, and external tweak.

from appython import Protector
protector = Protector()
session = protector.create_session('User1™)
data = ["protegrityl1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]
p_out = session.protect(data, "FPE_FF1_AES256_ APIP_AN_LnRn_ASTNE",
external _iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''xyz",
encoding="utf-8"))
print("'Protected Data: ')
print(p_out)
out = session.unprotect(p_out[0], "FPE_FF1_AES256 APIP_AN_LnRn_ASTNE",
external_iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''xyz",
encoding="utf-8"))
print(*’'Unprotected Data: ')
print(out)

Protected Data:

([u®WwR5aK2BMoUlcz\xcO\xcl®, u®"nW6lqjd7NGR\xc6\xc7\xc8",
u " 06eBUZDNuyWU\xcO\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))
Unprotected Data:

([u®protegrityl1234\xcO\xcl", u"Protegrityl\xc6\xc7\xc8",
u"Protegrity56\xc0\xc1\xc2\xc3\xc4\xc5"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.11 Example - Detokenizing Integer Data

This section describes how to use the unprotect API for retrieving the original integer data from token data.

Example

Result

In the following example, the integer data 27 that was tokenized using the 7E_/NT_4 data element, is now detokenized
using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl'™)
output = session.protect(21, "TE_INT_4")
print("’Protected Data: %s' %output)

org = session.unprotect(output, "TE_INT_4")
print("'Unprotected Data: %s'" %org)

Protected Data: -2122057622
Unprotected Data: 21
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2.4.3.11.12 Example - Detokenizing Integer Data with External 1V

This section describes how to use the unprotect API for retrieving the original integer data from token data, using external 1V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, the integer data 21 that was tokenized using the 7E /NT 4 data element and the external IV
1234 is now detokenized using the same data element and external V.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl'™)

output = session.protect(21, "TE_INT_4",

external_iv=bytes("1234", encoding=""utf-8"))

print("'Protected Data: %s' %output)

org = session.unprotect(output, "TE_INT 4",
external_iv=bytes(''1234", encoding="utf-8"))

print('Unprotected Data: %s" %org)

Result

Protected Data: -2122057622
Unprotected Data: 21

2.4.3.11.13 Example - Decrypting Integer Data

This section describes how to use the unprotect API for decrypting integer data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the integer data 27 that was encrypted using the A£S5256 data element is now decrypted using
the same data element. Therefore, the decrypt to parameter is passed as a keyword argument and its value is set to /nt.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect(21l, "AES256', encrypt_to=bytes)
print("’Encrypted Data: %s' %output)

org = session.unprotect(output, "AES256', decrypt to=int)
print("'Decrypted Data: %s'" %org)

Result
Encrypted Data: b"@upkN®
Decrypted Data: 21
2.4.3.11.14 Example - Detokenizing Bulk Integer Data

This section describes how to use the unprotect API for retrieving the original bulk integer data from token data.

Note:
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The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using the
TE_INT_4data element. The bulk integer data is then detokenized using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(''Userl)
data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4'")
print("'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "TE_INT_4")
print("'Unprotected Data: ')

print(out)

Result

Protected Data:

([-1926573911, -1970496120, -814489753], (6, 6, 6))
Unprotected Data:

([21, 42, 55], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.15 Example - Detokenizing Bulk Integer Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk integer data from token data using external IV.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the

API.

Example

Result

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using
the 7TE_INT 4 data element, with the help of external IV 1234 that is passed as bytes. The bulk integer data is then
detokenized using the same data element and external V.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl'™)

data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4", external_iv=bytes(''1234", encoding="utf-8"))
print(‘'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "TE_INT_4", external_iv=bytes(''1234",
encoding="utf-8"))

print(“'Unprotected Data: ')

print(out)

Protected Data:

([-2122057622, 1795905968, 228587043], (6, 6, 6))
Unprotected Data:

([21, 42, 55], (8, 8, 8))
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6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.16 Example - Decrypting Bulk Integer Data

This section describes how to use the unprotect API for decrypting bulk integer data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is encrypted using the
AES256 data element. The bulk integer data is then decrypted using the same data element. Therefore, the decrypt to
parameter is passed as a keyword argument and its value is set to /nt.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl)

data = [21, 42, 55]

p_out = session.protect(data, "AES256'", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "AES256", decrypt_to=int)
print(“'Decrypted Data: ')

print(out)

Result

Encrypted Data:
([b"@\x19\xccu\x04\xc7\xd8\xclp\xad\xa7\x1Ffk\xe4N\xd0",

b " "@\xec\x97 (\x96\xab\x18\xd0\x99\xd4~\x1e\xF4\xba\xdl",

b " y\xec\x9b+f\xa8\xb1l I\xc2=[\x11\xfd\x06\xalC"], (6, 6, 6))
Decrypted Data:

([21, 42, 55], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.17 Example - Detokenizing Long Data

This section describes how to use the unprotect API for retrieving the original long data from the token data.

Example

In the following example, the long data 1376235139103947that was tokenized using the 7£ /NT_&data element, is now
detokenized using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(‘'Userl"

output = session.protect(1376235139103947, "TE_INT_8")
print("'Protected Data: %s' %output)

org = session.unprotect(output, "TE_INT_8")
print(“'Unprotected Data: %s' %org)
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Result

Protected Data: -1770169866845757900
Unprotected Data: 1376235139103947

2.4.3.11.18 Example - Detokenizing Long Data with External 1V

This section describes how to use the unprotect API for retrieving the original long data from the token data using external V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, the long data 1376235139103947 that was tokenized using the TE_/NT_8data element and the
external 1V 1234 is now detokenized using the same data element and external 1V.

from appython import Protector
protector = Protector()
session = protector.create_session("Userl')
output = session.protect(1376235139103947, "TE_INT_8",
external_iv=bytes(*'1234", encoding=""utf-8"))
print("'Protected Data: %s' %output)
org = session.unprotect(output, "TE_INT_8",
external _iv=bytes(''1234", encoding="utf-8"))
print(“'Unprotected Data: %s' %org)

Result

Protected Data: 5846214101577367207
Unprotected Data: 1376235139103947

2.4.3.11.19 Example - Decrypting Long Data

This section describes how to use the unprotect API for decrypting long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the long data 1376235139103947 that was encrypted using the AES256 data element is now

decrypted using the same data element. Therefore, the decrypt _to parameter is passed as a keyword argument and its
value is set to /ong.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

output = session.protect(1376235139103947, "AES256', encrypt_to=bytes)
print("Encrypted Data: %s' %output)

org = session.unprotect(output, "AES256'", decrypt_to=int)
print("'Decrypted Data: %s' %org)

Result

Encrypted Data: b*DswpOXI<\*©
Decrypted Data: 1376235139103947
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2.4.3.11.20 Example - Detokenizing Bulk Long Data

This section describes how to use the unprotect API for retrieving the original bulk long data from the token data.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E /NT_8data element. The bulk long data is then detokenized using
the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "TE_INT_8")

print("'Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "TE_INT_8")
print(“*‘Unprotected Data: ™

print(out)

Result

Protected Data:

([-1770169866845757900L, -8142006510957348982L, -206876567049699669L], (6, 6, 6))
Unprotected Data:

([1376235139103947L, 2396235839173981L, 9371234126176985L], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.21 Example - Detokenizing Bulk Long Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk long data from the token data using external
V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E_/NT_8data element, with the help of external IV 1234 that is
passed as bytes. The bulk long data is then detokenized using the same data element and external V.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "TE_INT_8", external_iv=bytes(''1234", encoding="utf-8"))
print(*'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "TE_INT_8", external_iv=bytes(''1234",
encoding=""utf-8"))

print("'Unprotected Data: ')

print(out)

Result

Protected Data:
([5846214101577367207L, 5661139619224336475L, 7806173497368534531L], (6, 6, 6))
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Unprotected Data:
([1376235139103947L, 2396235839173981L, 9371234126176985L], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.22 Example - Decrypting Bulk Long Data

This section describes how to use the unprotect API for decrypting bulk long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is encrypted using the AE£S5256 data element. The bulk long data is then decrypted using the
same data element. Therefore, the decrypt _to parameter is passed as a keyword argument and its value is set to /ong.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "AES256'", encrypt_to=bytes)
print("Encrypted Data: ™)

print(p_out)

out = session.unprotect(p_out[0], "AES256", decrypt_to=int)
print(‘'Decrypted Data: ')

print(out)

Result

Encrypted Data:

([b™"\xd5Ds\xb3\xFb\x95\xF2wpOXI1<\\\x1a\x07" , b"\xaf\x05aq\xb6\xcd, L~ JCA\x87\x87\t\x0b",
b " 1J@*S\x96\xF5\xF55<\x08M\xa6\x18\xbf\xda"], (6, 6, 6))

Decrypted Data:

([1376235139103947L, 2396235839173981L, 9371234126176985L], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.23 Example - Unprotecting Float Data

This section describes how to use the unprotect API for unprotecting float data using a No Encryption data element. You can use
this API for access control and auditing.

Example

In the following example, the long data 22.5that was protected using the NoEncryption 1 data element, is now
unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)
output = session.protect(22.5, "NoEncryption_1")
print("'Protected Data: %s'" %output)
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org = session.unprotect(output, "NoEncryption_1'")
print(“'Unprotected Data: %s' %org)

Result

Protected Data: 22.5
Unprotected Data: 22.5

The input data, the protected output data, and the unprotected data are the same, as we are using a No Encryption data
element to protect and unprotect the data.

2.4.3.11.24 Example - Decrypting Float Data

This section describes how to use the unprotect API for decrypting float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the float data 22.5 that was encrypted using the AE£S256 data element is now decrypted using
the same data element. Therefore, the decrypt _to parameter is passed as a keyword argument and its value is set to float.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl'™)

output = session.protect(22.5, "AES256", encrypt_to=bytes)
print("Encrypted Data: %s'" %output)

org = session.unprotect(output, "AES256", decrypt_to=float)
print("'Decrypted Data: %s' %org)

Result

Encrypted Data: b"g.0Vk;>"
Decrypted Data: 22.5

2.4.3.11.25 Example - Unprotecting Bulk Float Data

This section describes how to use the unprotect API for unprotecting bulk float data using a No Encryption data element. You can
use this API for access control and auditing.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is protected
using the NoEncryption 1 data element. The bulk float data is then unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "NoEncryption_1")
print("’Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "NoEncryption_1'"")
print("'Unprotected Data: ')

print(out)

Result

Protected Data:
([22.5, 48.93, 94.31], (6, 6, 6))
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Unprotected Data:
([22.5, 48.93, 94.31], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.
8 is the success return code for the unprotect operation of each element in the list.

The input data, the protected output data, and the unprotected data are the same, as we are using a No Encryption data
element to protect and unprotect the data.

2.4.3.11.26 Example - Decrypting Bulk Float Data

This section describes how to use the unprotect API for decrypting bulk float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is encrypted
using the AES256 data element. The bulk float data is then decrypted using the same data element. Therefore, the
decrypt_to parameter is passed as a keyword argument and its value is set to foat.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "AES256'", encrypt_to=bytes)
print("’Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "AES256", decrypt_to=float)
print(‘'Decrypted Data: ')

print(out)

Result
Encrypted Data:
([b"g-0\xd8\x8b\x12\x89\x15Vk\x88\xbe\xf4;\x18>",
b" . \xb0Q\xb9\xc9\xca\xba\xc2\xchb8\xFfe\xd8\xF4q\x00\xb8" ,
b " \xb6x\xF4\x94 19\ xe6uaN\x83\x8d\n\x98\n; "], (6, 6, 6))
Decrypted Data:
([22.5, 48.93, 94.31], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.27 Example - Detokenizing Bytes Data
This section describes how to use the unprotect API for retrieving the original bytes data from the token data.

Example

In the following example, the bytes data b'Protegrity 'that was tokenized using the 7E_A N_S23 L2R2 Y data element,
is now detokenized using the same data element.

from appython import Protector
protector = Protector()
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session = protector.create_session("Userl™)
data=bytes("'Protegrityl”, encoding="utf-8")

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'™)
print("'Protected Data: %s' %p_out)

org = session.unprotect(p_out, "TE_A_N_S23_L2R2_Y')
print(“'Unprotected Data: %s' %org)

Result

Protected Data: b"Pr9zdglWRyl1*
Unprotected Data: b"Protegrityl”

2.4.3.11.28 Example - Detokenizing Bytes Data with External 1V

This section describes how to use the unprotect AP1 for retrieving the original bytes data from the token data using external 1V.

Example

In the following example, the bytes data b'Protegrity1'that was tokenized using the 7E_A N _S23 L2R2 Y data element

and the external IV 1234 is now detokenized using the same data element and external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

data=bytes(*'Protegrityl’™, encoding="utf-8")

p_out = session.protect(data, "TE_A N_S23 L2R2_Y",

external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: %s' %p_out)

org = session.unprotect(p_out, "TE_A N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding=""utf-8"))

print("'Unprotected Data: %s' %org)

Result

Protected Data: b"PrksvEshuyl*®
Unprotected Data: b"Protegrityl®

2.4.3.11.29 Example - Decrypting Bytes Data

This section describes how to use the unprotect API for decrypting bytes data.

Example

In the following example, the bytes data b'Protegrity'that was encrypted using the AE£S256 data element, is now
decrypted using the same data element. Therefore, the decrypt to parameter is passed as a keyword argument and its

value is set to byres.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')
data=bytes("'Protegrityl’, encoding="utf-8")

p_out = session.protect(data, "AES256", encrypt_to=bytes)
print(Encrypted Data: %s'" %p_out)

org = session.unprotect(p_out, "AES256", decrypt_to=bytes)
print("'Decrypted Data: %s' %org)

Result

Encrypted Data: b"t+4Lgx"
Decrypted Data: b"Protegrityl”

2.4.3.11.30 Example - Detokenizing Bulk Bytes Data

This section describes how to use the unprotect API for retrieving the original bulk bytes data from the token data.
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Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE A N 523 L2R2 Ydataelement. The bulk bytes data is then detokenized using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [bytes(protegrity1234'™), bytes("Protegrityl'™), bytes(''Protegrity56')]
p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'™)

print(*'Protected Data: ")

print(p_out)

org = session.unprotect(p_out[0], "TE_A N_S23 L2R2_Y')

print(*'Unprotected Data: ')

print(org)

Result

Protected Data:

([b"prMLIsM8FZUp34", b*ProzdglWRyl®, b"Pra9Ez5LPG56"], (6, 6, 6))
Unprotected Data:

([b*protegrity1234", b"Protegrityl®, b"Protegrity56'], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.31 Example - Detokenizing Bulk Bytes Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk bytes data from the token data using external

V.

Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE_ A N 523 L2R2 Ydata element, with the help of external IV 1234 that is passed as bytes. The bulk bytes data is
then detokenized using the same data element and external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session(*Userl')

data = [bytes(“protegrityl1234'™), bytes("Protegrityl'™), bytes('Protegrity56')]

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",

external _iv=bytes(''1234"))

print(“’Protected Data: ')

print(p_out)

org = session.unprotect(p_out[0], "TE_A N_S23 L2R2_Y",
external _iv=bytes(''1234"))

print(*'Unprotected Data: ')

print(org)

Protected Data:

([b~prbml147L5pc434~, b"PrksvEshuyl®, b*PrmxOhG8Nj56°], (6, 6, 6))
Unprotected Data:

([b*protegrity1234", b"Protegrityl®, b"Protegrity56'], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.3.11.32 Example - Decrypting Bulk Bytes Data

This section describes how to use the unprotect API for decrypting bulk bytes data.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is encrypted using

the AES256 data element. The bulk bytes data is then decrypted using the same data element. Therefore, the decrypt to
parameter is passed as a keyword argument and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [bytes(''protegrityl234'", encoding ="UTF-8"), bytes('Protegrityl™, encoding
="UTF-8"), bytes('Protegrity56", encoding ="UTF-8")]

p_out = session.protect(data, "AES256", encrypt_to=bytes)
print("Encrypted Data: ')

print(p_out)

org = session.unprotect(p_out[0], "AES256", decrypt_to=bytes)
print("'Decrypted Data: ™)

print(org)

Result

Encrypted Data:

([b™"\xc9™\x02)\xcbB\x91}\x7Fi\x8a\xce\x8d>H" ,

b ™ t\x80\xF5\x8d\x9e\x0b+4Lq\x8a\x97\xdb\x8Fx\x16" ,

b " \x87\x08\x938\xf70~\xab\xa3\xc2L\xa90>\x18 "], (6, 6, 6))
Decrypted Data:

([b"protegrityl234®, b"Protegrityl®, b"Protegrity56~], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.33 Example - Detokenizing Date Objects

This section describes how to use the unprotect API for retrieving the original data objects from token data.

Caution: If you have provided the date object as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date object in DD/MM/
YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example 1: Input date object in DD/MM/YYYY format

In the following example, the 22/02/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the 7TE Date DMY S13data element, and then detokenized using the same data
element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("'Userl')

data = datetime.strptime(''12/02/2019", "%d/%m/%Y'").date()
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Result

print(""Input date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date DMY_S13'™)
print("’'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "TE Date DMY_S13")
print("'Unprotected date: "+str(unprotected_output))

Input date as a Date object : 2019-02-12
Protected date: 1896-10-21
Unprotected date: 2019-02-12

Example 2: Input date object in MM.DD.YYYY format

Result

In the following example, the 02/12/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the TE Date MDY S13data element, and then detokenized using the same data
element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(*'Userl)

data = datetime.strptime(''02/12/2019", "%m/%d/%Y'").date()
print("’"\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date MDY_S13')
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "TE Date MDY_S13")
print("'Unprotected date: "+str(unprotected_output))

Input date as a Date object : 2019-02-12
Protected date: 2037-06-12
Unprotected date: 2019-02-12

Example 3: Input date object in YYYY-MM-DD format

Result

In the following example, the 2019/02/12 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then tokenized using the 7TE Date YMD_S13data element, and then detokenized using the same data
element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session('Userl')

data = datetime.strptime(’'2019/02/12", "%Y/%m/%d").date()
print(""\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date YMD_S13')
print("’Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "TE_Date YMD_S13'")
print("'Unprotected date: "+str(unprotected_output))

Input date as a Date object : 2019-02-12
Protected date: 2615-12-23
Unprotected date: 2019-02-12

Confidential 171



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

2.4.3.11.34 Example - Detokenizing Bulk Date Objects

This section describes how to use the unprotect API for retrieving the original bulk date objects from the token data.

Caution: If you have provided the date object as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date object in DD/MM/
YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input as a Date Object

In the following example, the 22/02/2019 and 11/01/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then tokenized using the 7E Date DMY S13data element, and then detokenized using the same data
element.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("Userl')

datal = datetime.strptime(''12/02/2019", "%d/%m/%Y'") .date()
data?2 = datetime.strptime(*'11/01/2018", *"%d/%m/%Y'").date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, "TE_Date DMY_S13'™)
print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "TE_Date_DMY_S13"™)
print("'Unprotected date: "+str(unprotected_output))

Result

Input data: [datetime.date(2019, 2, 12), datetime.date(2018, 1, 11)]
Protected data: ([datetime.date(1896, 10, 21), datetime.date(696, 3, 1)], (6, 6))
Unprotected date: ([datetime.date(2019, 2, 12), datetime.date(2018, 1, 11)], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.35 Example - Detokenizing Unicode Data

This section describes how to use the unprotect API for retrieving the original unicode data from the token data.

Example

TE A N_S23 L2R2 Y data element, is now detokenized using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(‘Userl'™) »
output = session.protect(u”protegrity1234AAAAAAECEE", "TE_A N _S23 L2R2 Y™)
print("'Protected Data: %s' %output)

org = session.unprotect(output, "TE_A N _S23_L2R2_Y')

print(“'Unprotected Data: %s' %org)
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Result

Protected Data: prZeslalwuQQy3AAAAAAECEE

Unprotected Data: protegrityl1234AAAAAAECEE

2.4.3.11.36 Example - Decrypting Unicode Data

This section describes how to use the unprotect API for decrypting unicode data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

AES256 IV _CRC KID data element is now decrypted using the same data element. Therefore, the decrypt to parameter
is passed as a keyword argument and its value is set to unicode.

from appython import Protector

protector = Protector()

session = protector.create_session(‘'Userl') »

output = session.protect(u”protegrity1234AAAAAAECEE™, "AES256 IV_CRC_KID",
encrypt_to=bytes)

print("Encrypted Data: %s' %output)

org = session.unprotect(output, "AES256 IV_CRC_KID", decrypt_to=unicode)

print("'Decrypted Data: %s' %org)

Result

Encrypted Data: b" 8"+[/0*wMaX{B[u]E(R1Iwt?V6QWjG"
Decrypted Data: protegrityl1234AAAAAAECEE

2.4.3.11.37 Example - Detokenizing Bulk Unicode Data

This section describes how to use the unprotect API for retrieving the original bulk unicode data from the token data.

Example

u'Protegrity56 CAAEEEAA unicode data are stored in a list and used as bulk data, which is tokenized using the
TE_A N_S23 L2R2 Y dataelement. The bulk unicode data is then detokenized using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™) o L
data = [u"protegrityl1234AAAAAAECEE", u"Protegrityl£CEEAAAAAA", u"Protegrity56CAEEEAA"]
p_out = session.protect(data, "TE_A N_S23 L2R2 _Y')

print("'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "TE_A N_S23 L2R2_Y'")

print("'Unprotected Data: ")

print(out)

Result

Protected Data:
([u®przeslalwuQQy3\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9* ,
u"Prvt6rfyW81\xc6\xc7\xc8\xc9\xc0\xc1\xc2\xc3\xc4\xc5",
u"PrFgczleNKNG\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (6, 6, 6))
Unprotected Data:
([u®protegrity1234\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9" ,
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u"Protegrityl\xc6\xc7\xc8\xc9\xc0\xc1l\xc2\xc3\xc4\xc5",
u"Protegrity56\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.11.38 Example - Decrypting Bulk Unicode Data

This section describes how to use the unprotect API for decrypting bulk unicode data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

u'Protegrity56 CAAEEEAA unicode data are stored in a list and used as bulk data, which is encrypted using the AES256
data element. The bulk unicode data is then decrypted using the same data element. Therefore, the decrypt to parameter
is passed as a keyword argument and its value is set to unicode.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™) . .
data = [u"protegrity1234AAAAAAECEE®, u"Protegrityl£CEEAAAAAA", u"Protegrity56CAEEEAA"]
p_out = session.protect(data, "AES256", encrypt_to=bytes)

print(Encrypted Data: ™)

print(p_out)

out = session.unprotect(p_out[0], "AES256", decrypt_to=str)

print(‘'Decrypted Data: "

print(out)

Result

Encrypted Data:
([b"F2\xd2\xddR\xda\x9e7#\xFc\xe6\xe20re\x18>=\x87\xfc\xea\x9c\xb8\x94\x9e$M?
\x9a\xec\xef05\xc3\x8F jun\xe3\r4\x0f\xedD76\xed\xfa" ,

b " \Xx9\xc0}G\x12\x1bu\x02\xFdMO\x8e\x01\xb6\x0F\XxF5\xbb i \xbe\xc9\x11J\x1c\xad\x12\x1le\xF
0\xbeA\Xx19\xad\xc3", b"G\xa3(\xee\xb7\x81m\xFc\x96-I1\xa2\x9eGt\xcc\x0b-
\x97\xc73\x000\xdc\xFb\t.\xfa=\x99:\xe7"], (6, 6, 6))

Decrypted Data:

([uprotegrity1234\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9" ,
u"Protegrityl\xc6\xc7\xc8\xc9\xc0\xc1l\xc2\xc3\xc4\xc5",
u"Protegrity56\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.3.12 reprotect

The reprotect API reprotects data using tokenization, data type preserving encryption, No Encryption, or encryption data element.
The protected data is first unprotected and then protected again with a new data element. It supports bulk protection without a
maximum data limit. However, you are recommended not to pass more than 1 MB of input data for each protection call.
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For String and Byte data types, the maximum length for tokenization is 4096 bytes, while no maximum length is defined for
encryption.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric
data element to reprotect the data.

def reprotect(self, data, old_de, new_de, **kwargs)

Caution: Do not pass the se/fparameter while invoking the API.

Parameters

dat a: Protected data to be reprotected. The data is first unprotected with the old data element and then protected with the
new data element.

ol d_de: String containing the data element name defined in the policy for the input data. This data element is used to
unprotect the protected data as part of the reprotect operation.

new_de: String containing the data element name defined in the policy to create the output data. This data element is
used to protect the data as part of the reprotect operation.

** kwar gs: Specify one or more of the following keyword arguments:

» old external_iv. Specify the old external 1V in bytes for Tokenization and FPE protection methods. This old external
IV is used to unprotect the protected data as part of the reprotect operation. This argument is optional.

» new external_iv. Specify the new external 1V in bytes for Tokenization and FPE protection methods. This new
external IV is used to protect the data as part of the reprotect operation. This argument is optional.

* old_external_tweak. Specify the old external tweak value in bytes for the FPE protection method. This old external
tweak is used to unprotect the protected data as part of the reprotect operation. This argument is optional.

* new external_tweak. Specify the new external tweak value in bytes for the FPE protection method. This new external
tweak is used to protect the data as part of the reprotect operation. This argument is optional.

e encrypt_to. Specify this argument for re-encrypting the bytes data and set its value to bytes. This argument is
Mandatory. This argument must not be used for Tokenization and FPE protection methods.

Note: Keyword arguments are case sensitive.

Returns
» Forsingle data. Returns the reprotected data
e For bulk data. Returns a tuple of the following data:
 List or tuple of the reprotected data
» Tuple of error codes
Exception
I nval i dSessi onError : This exception is thrown if the session is invalid or has timed out.
Repr ot ect Er r or : This exception is thrown if the API is unable to reprotect the data.

Note:
If the reprotect API is used with bulk data, then it does not throw any exception. Instead, it only returns an error code.

For more information regarding the error codes, refer to the section Application Protectors APl Return Codes in the Protegrity
Troubleshooting Guide 9.2.0.0.

Example
This section provides examples of the API usage for retokenizing and re-encrypting the data for each data type.
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Data Type

Usage

Refer to

String

Retokenizing string data

Example: Retokenizing String Data

Retokenizing string data with external IV

Example: Tokenizing String Data with
External IV

Reprotecting string data using FPE

Example: Reprotecting String Data Using
FPE

Reprotecting string data using FPE with
external 1V and external Tweak

Example: Reprotecting String Data Using
FPE with External 1V and External Tweak

Retokenizing bulk string data

Example: Retokenizing Bulk String Data

Retokenizing bulk string data with external
v

Example: Retokenizing Bulk String Data
with External IV

Reprotecting bulk string data using FPE

Example: Reprotecting Bulk String Data
Using FPE

Reprotecting bulk string data using FPE
with external 1V and external tweak

Example: Reprotecting Bulk String Data
Using FPE with External 1V and External
Tweak

Integer

Retokenizing integer data

Example: Retokenizing Integer Data

Retokenizing integer data with external 1V

Example: Retokenizing Integer Data with
External IV

Retokenizing bulk integer data

Example: Retokenizing Bulk Integer Data

Retokenizing bulk integer data with
external 1V

Example: Retokenizing Bulk Integer Data
with External IV

Long

Retokenizing long data

Example: Retokenizing Long Data

Retokenizing long data with external 1V

Example: Retokenizing Long Data with
External IV

Retokenizing bulk long data

Example: Retokenizing Bulk Long Data

Retokenizing bulk long data with external
v

Example: Retokenizing Bulk Long Data
with External 1V

Float

Retokenizing float data

Example: Retokenizing Float Data

Retokenizing bulk float data

Example: Retokenizing Bulk Long Data

Bytes

Retokenizing bytes data

Example: Retokenizing Bytes Data

Retokenizing bytes data with external 1V

Example: Retokenizing Bytes Data with
External 1V

Re-encrypting bytes data

Example: Re-Encrypting Bytes Data

Retokenizing bulk bytes data

Example: Retokenizing Bulk Bytes Data

Retokenizing bulk bytes data with external
v

Example: Retokenizing Bulk Bytes Data
with External 1V

Re-encrypting bulk bytes data

Example: Re-Encrypting Bulk Bytes Data

Date

Retokenizing date object

Example: Retokenizing Date Object

Retokenizng bulk date objects

Example: Retokenizing Bulk Date Objects

Unicode™

Retokenizing unicode data

Example: Retokenizing Unicode Data

Retokenizng bulk unicode data

Example: Retokenizing Unicode Data

Note:

*1_ This data type is only applicable for Python 2.7.
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24312.1

Example - Retokenizing String Data

This section describes how to use the reprotect API for retokenizing string data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example 1: Input string data

Result

In the following example, the Protegrity1 string is used as the input data, which is first tokenized using the
TE A N 523 L2R2 Ydataelement.

The tokenized input data, the old data element 72 A N_S23 [ 2R2 Y, and a new data element 7E. A N_S23 LORO Y

are then passed as inputs to the reprotect AP1. The reprotect AP first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl)

output = session.protect("'Protegrityl™, "TE_A N _S23 L2R2_Y')

print("'Protected Data: %s' %output)

r_out = session.reprotect(output, "TE_A N_S23_L2R2_Y",
"TE_A_N_S23_LORO_Y™)

print("'Reprotected Data: %s" %r_out)

Protected Data: Pr9zdglWRyl
Reprotected Data: 7gD6aYl1Aja9

Example 2: Input date passed as a string

Result

In the following example, the 14/02/2019 string is used as the input data, which is first tokenized using the
TE Date DMY S13Date data element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/YYYY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

The tokenized input data, the old data element 7E Date DMY S13, and a new data element 7E_Date DMY _S16are
then passed as inputs to the reprotect API. The reprofect API first detokenizes the protected input data using the old data
element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl)

output = session.protect('14/02/2019", "TE_Date DMY_S13')
print("'Protected data: '"+str(output))

r_out = session.reprotect(output, "TE_Date DMY_S13*", "TE_Date_ DMY_S16')
print('Reprotected data: "+str(r_out))

Protected data: 08/07/2443
Reprotected data: 19/10/1231
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Example 3: Input date and time passed as a string

In the following example, the 2019/02/14 10:54.47 string is used as the input data, which is first tokenized using the
TE _Datetime_TN_DN_M Datetime data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the input
date and time string in YYYY/MM/DD HH:MM:SS format, then you must use only the Datetime (YYYY-MM-DD HH:MM:SS
MMM) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

The tokenized input data, the old data element 7E£ Datetime TN DN _M, and a new data element

TE Datetime TN_DN_Y are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected
input data using the old data element and then retokenizes it using the new data element, as part of a single reprotect
operation.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl™)

output = session.protect(''2019/02/14 10:54:47", "TE_Datetime_TN_DN_M")
print("'Protected data: '"+str(output))

r_out = session.reprotect(output, "TE_Datetime_TN_DN_M", "TE Datetime_TN_DN_Y')
print("'Reprotected data: "+str(r_out))

Result

Protected data: 3311/02/22 10:54:47
Reprotected data: 2019/09/25 10:54:47

2.4.3.12.2 Example - Retokenizing String Data with External 1V

This section describes how to use the reprotect API for retokenizing string data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, the Protegrity1 string is used as the input data, which is first tokenized using the
TE A N_S23 L2R2 Y data element, with the help of external IV 1234that is passed as bytes.

The tokenized input data, the 72 A N_S23 [ 2R2 Y data element, the old external IV 1234 in bytes, and a new external

IV 123456 in bytes are then passed as inputs to the reprofect API. As part of a single reprotect operation, the reprotect
API first detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it
using the same data element, but with the new external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session(''Userl')

p_out = session.protect("Protegrityl™, "TE_A N_S23 L2R2_Y",

external_iv=bytes(''1234", encoding="utf-8"))
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print("'Protected Data: %s'" %p_out)
r_out = session.reprotect(p_out, "TE_A N_S23 L2R2_Y",
“"TE_A N_S23 L2R2_Y', old_external_iv=bytes(''1234", encoding="utf-8"),
new_external_iv=bytes(''123456", encoding=""utf-8"))
print("'Reprotected Data: %s' %r_out)

Result

Protected Data: PrksvEshuyl
Reprotected Data: PrKxfmdTGyl

2.4.3.12.3 Example - Reprotecting String Data Using FPE

This section describes how to use the reprotect API for reprotecting string data using FPE (FF1).

Warning: If you are using FPE with the reprotect API, then ensure that the plaintext alphabet type and the plaintext encoding used for
FPE must be the same for both protecting and reprotecting the data. For example, if you have used FPE-Numeric data element with UTF-8
encoding to protect the data, then you must use only FPE-Numeric data element with UTF-8 encoding to reprotect the data.

Example

using the FPE data element FPE FF1 AES256 ID AN _LnRn ASTNE.

The protected input data, the old data element FPE_FF1I AES256 ID AN_LnRn_ASTNE, and a new data element
FPE _FF1 AES256 ID AN _LnRn_ASTNI are then passed as inputs to the reprotect APL. The reprotect AP first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as
part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(“Userl’) »

p_out = session.protect(*'protegrity1234AAAAAAECEE",
"FPE_FF1_AES256_ID_AN_LnRn_ASTNE'")

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "FPE_FF1_AES256 ID_AN_LnRn_ASTNE",
"“FPE_FF1_AES256_I1D_AN_LnRn_ASTNI'™)

print("'Reprotected Data: %s'" %r_out)

Result

Reprotected Data: AdbYOXkXIW7MvH CEE

2.4.3.12.4 Example - Reprotecting String Data Using FPE with External 1V and External Tweak

This section describes how to use the reprotect API for reprotecting string data using FPE (FF1), with external 1V and external
tweak.

Warning: If you are using FPE with the reprotect API, then ensure that the plaintext alphabet type and the plaintext encoding used for
FPE must be the same for both protecting and reprotecting the data. For example, if you have used FPE-Numeric data element with UTF-8
encoding to protect the data, then you must use only FPE-Numeric data element with UTF-8 encoding to reprotect the data.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the reprotect API, then you must pass the external
1V and external tweak as bytes.

Example
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Result

24.3.125

In the following example, the protegrity1234 string is used as the data, which is first protected using the FPE data element
FPE _FF1 AES256 ASCIlI_APIP_AN_L2R1 ASTNI_MLZ, with the help of external 1V 1234 and external tweak abcadef
that are both passed as bytes.

The protected input data, the FPE_FF1 _AES256 ASCII_APIP AN _L2R1 ASTNI_MLZ2 data element, the old external
IV 1234 and external tweak abcdefin bytes, and a new external 1V 123456 and external tweak xyzin bytes are then
passed as inputs to the reprotect AP1. As part of a single reprotect operation, the reprotect API first unprotects the
protected input data using the given data element, and old external IV and external tweak, and then reprotects it using the
same data element, but with the new external IV and external tweak.

from appython import Protector
protector = Protector()
session = protector.create_session(*'Userl™)
p_out = session.protect(“'protegrityl1234”,
"FPE_FF1_AES256_ASCII_APIP_AN_L2R1_ASTNI_ML2", external_iv=bytes(*'1234",
encoding="utf-8"),
external_tweak=bytes(*'abcdef', encoding="utf-8"))
print(“’'Protected Data: %s'™ %p_out)
r_out = session.reprotect(p_out,
"FPE_FF1_AES256_ASCII_APIP_AN L2R1_ASTNI_ML2",
"FPE_FF1_AES256_ASCII_APIP_AN_L2R1_ASTNI_ML2",
old_external_iv=bytes(*'1234", encoding=""utf-8"), new_external_iv=bytes(''12345",
encoding=""utf-8"),
old_external_tweak=bytes("'abcdef", encoding="utf-8"),
new_external_tweak=bytes(''xyz", encoding="utf-8"))
print(“’'Reprotected Data: %s' %r_out)

Protected Data: prS6DausDtd5g4
Reprotected Data: pr7hzGvIWOzZQf4

Example - Retokenizing Bulk String Data

This section describes how to use the reprotect API for retokenizing bulk string data. You can pass bulk string data as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example 1: Input bulk string data

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the 7TE_ A N_S513 L1R3 Ndata element.

The tokenized input data, the old data element 75 A N _S13 LIR3 N, and a new data element TE. A N_S23 L2R2 Y
are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("'Userl'™)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56']
p_out = session.protect(data, "TE_A N_S13 L1R3_N'")
print(*'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_A N S13 L1R3 N",
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"TE_A_N_S23 L2R2_Y'")
print("'Reprotected Data: ')
print(r_out)

Result

Protected Data:

([T pLAVXY1AbpP5234", "P8PCmC8gtyl®, "PHNjXrw7ly56°], (6, 6, 6))
Reprotected Data:

(L"prMLIsM8FZUp34~, "Pr9zdglWRyl", "Pra9eEz5LPG567°], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Example 2: Input dates passed as bulk strings

In the following example, the 74/02/2019 and 11/03/2018 strings are stored in a list and used as bulk data, which is
tokenized using the 7E Date DMY S13 Date data element.

Caution: If you have provided the date string as an input in a specific format, then you must use the data element with the same
tokenization type as that of the input date format to protect the data. For example, if you have provided the input date string in
DD/MM/YYYY format, then you must use only the Date (DD/MM/YY YY) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.

The tokenized input data, the old data element 7E Date DMY S13, and a new data element 7E Date DMY S16are
then passed as inputs to the reprotect API. The reprotect API first detokenizes the protected input data using the old data
element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

data = [''14/02/2019", "11/03/2018']

output = session.protect(data, "TE_Date DMY_S13'")

print("'Protected data: "+str(output))

r_out = session.reprotect(output[0], "TE_Date DMY_S13", "TE_Date DMY_S16")
print("'Reprotected data: "+str(r_out))

6 is the success return code for the protect operation of each element in the list.

Result

Protected data: (["08/07/2443", "17/08/1830"], (6., 6))
Reprotected data: (["19/10/1231", "25/09/2588"], (6, 6))

Example 3: Input date and time passed as bulk strings

In the following example, the 2019/02/14 10:54:47and 2019/11/03 11:01:32strings is used as the data, which is
tokenized using the TE_ Datetime_ TN_DN_M Datetime data element.

Caution: If you have provided the date and time string as an input in a specific format, then you must use the data element with
the same tokenization type as that of the input date and time format to protect the data. For example, if you have provided the
input date and time string in YYYY-MM-DD HH:MM:SS MMM format, then you must use only the Datetime (YYYY-MM-DD
HH:MM:SS MMM) data element to protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity
Tokenization in the Protection Methods Reference Guide 9.1.0.0.
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The tokenized input data, the old data element 7E Datetime TN _DN_M, and a new data element

TE _Datetime_TN_DN_ Y are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected
input data using the old data element and then retokenizes it using the new data element, as part of a single reprotect
operation.

from appython import Protector

protector = Protector()

session = protector.create_session(*"Userl)

data = ['"2019/02/14 10:54:47', "2019/11/03 11:01:32"]

output = session.protect(data, "TE_Datetime_TN_DN_M")

print("'Protected data: "+str(output))

r_out = session.reprotect(output[0], "TE_Datetime TN_DN_M", "TE Datetime_TN_DN_Y')
print("’'Reprotected data: "+str(r_out))

Result

Protected data: (["3311/02/22 10:54:47", "3311/11/02 11:01:32"], (6, 6))
Reprotected data: (["2019/09/25 10:54:47", "2019/05/16 11:01:32"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.6 Example - Retokenizing Bulk String Data with External 1V

This section describes how to use the reprotect API for retokenizing bulk string data using external IV. You can pass bulk string
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is tokenized using the 7E_ A N_S23 L2R2 Y data element, with the help of external IV 223that is passed as
bytes.

The tokenized input data, the 7E. A N_S23 [ 2R2_ Y data element, the old external 1V 1234 in bytes, and a new external
IV 123456 in bytes are then passed as inputs to the reprofect API. As part of a single reprotect operation, the reprotect
API first detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it
using the same data element, but with the new external IV.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",
external_iv=bytes('1234", encoding=""utf-8"))

print(‘’‘Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_A N_S23_L2R2_Y","TE_A_N_S23_L2R2_Y",

old_external_iv=bytes(''1234", encoding="utf-8"),

new_external_iv=bytes(''123456", encoding=""utf-8"))
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Result

print("'Reprotected Data: ')
print(r_out)

Protected Data:

([“prbml47L5pc434", "PrksvEshuyl®, "PrmxOhG8Nj56°], (6, 6, 6))
Reprotected Data:

(["prFApvQWKhC934", "PrKxfmdTGyl", "PrKciFj8Ng56°], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.7 Example - Reprotecting Bulk String Data Using FPE

This section describes how to use the reprotect API for reprotecting bulk string data using FPE (FF1). You can pass bulk string

data as

a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are using FPE with the reprotect API, then ensure that the plaintext alphabet type and the plaintext encoding used for

FPE

must be the same for both protecting and reprotecting the data. For example, if you have used FPE-Numeric data element with UTF-8

encoding to protect the data, then you must use only FPE-Numeric data element with UTF-8 encoding to reprotect the data.

Example

Result

In the following example, protegrity1234AA, Protegrity1/ECE, and Protegrity56AAAAAA strings are stored in a list and
used as bulk data, which is protected using the FPE data element FPE_FF1 AES256 ID AN_LnRn ASTNE.

The tokenized input data, the old data element FPE FF1 AES256 ID AN _LnRn ASTNE, and a new data element
FPE _FF1 AES256 ID AN_LnRn_ASTNI/ are then passed as inputs to the reprotect AP1. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as
part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session('User1™

data = ["protegrityl1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]

p_out = session.protect(data, "FPE_FF1_AES256_ID_AN_LnRn_ASTNE™")

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "FPE_FF1_AES256 ID_AN_LnRn_ASTNE",
"FPE_FF1_AES256_I1D_AN_LnRn_ASTNI'™)

print("'Reprotected Data: ')

print(r_out)

Protected Data:

([u™NRejBkN7LcBOT4\xcO\xcl", u"8BT1INNNgnPZ\xc6\xc7\xc8",
u”ecZslauY6iAIN\xcO\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))
Reprotected Data:

([u®AdbYOXKXTW7MvH\XcO\xc1®, u®1lswdXpkXXn2\xc6\xc7\xc8",
u " 0dEgKSUy70EX\xc0\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.3.12.8 Example - Reprotecting Bulk String Data Using FPE with External IV and External Tweak

This section explains how to use the reprotect API for reprotecting bulk string data using FPE (FF1), with external 1V and
external tweak. You can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

War
FPE
enco

ning: If you are using FPE with the reprotect API, then ensure that the plaintext alphabet type and the plaintext encoding used for
must be the same for both protecting and reprotecting the data. For example, if you have used FPE-Numeric data element with UTF-8
ding to protect the data, then you must use only FPE-Numeric data element with UTF-8 encoding to reprotect the data.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the reprotect API, then you must pass the external
1V and external tweak as bytes.

Example

Result

stored in a list and used as bulk data, which is first protected using the FPE data element
FPE FF1 AES256 ASCIlI_APIP AN _L2R1 ASTNI_ML?2 data element, with the help of an external IV 2234 and
external tweak abc that are both passed as bytes.

The protected input data, the FPE_FF1_AES256 ASCII_APIP_AN_LZR1_ASTNI_MLZ2 data element, the old external
IV 1234 and external tweak abcin bytes, and a new external IV 123456 and external tweak x)zin bytes are then passed
as inputs to the reprotect API. As part of a single reprotect operation, the reprotect API first unprotects the protected input
data using the given data element, and old external 1V and external tweak, and then reprotects it using the same data
element, but with the new external IV and external tweak.

from appython import Protector

protector = Protector()

session = protector.create_session('User1)

data = [“protegrity1234AA", "Protegrityl£GE", "Protegrity56AAAAAA™]

p_out = session.protect(data,
"“"FPE_FF1_AES256_ASCII_APIP_AN_L2R1_ASTNI_ML2", external_iv=bytes(''1234",

encoding=""utf-8"),
external_tweak=bytes(*'abc', encoding="utf-8"))

print(*’'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0],
"FPE_FF1_AES256_ASCII_APIP_AN_L2R1_ASTNI_ML2",
"FPE_FF1_AES256 ASCII_APIP_AN_L2R1 ASTNI_ML2"™,
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external _iv=bytes(''123456", encoding="'utf-8"),
old_external_tweak=bytes("abc'", encoding="utf-8"),

new_external_tweak=bytes(*'xyz", encoding="utf-8"))

print("'Reprotected Data: ')

print(r_out)

Protected Data:

([u®prngol 74u6NZrY\xcO\xcl®, u*PrFBtLOLDBJ\Xxc6\xc7\xc8",
u"Prll1izsBZ8Bc\xcO\xcl\xc2\xc3\xc4\xc5"], (6, 6, 6))
Reprotected Data:

([u® prvKwWyJiHT JtV\xcO\xcl®, u®"PrOjAclYulp\xc6\xc7\xc8",
u"PrgiU5FfdHGXE\xcO\xc1\xc2\xc3\xc4\xc5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.3.12.9 Example - Retokenizing Integer Data

This section explains how to use the reprotect API for retokenizing integer data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Example
In the following example, 21 is used as the input integer data, which is first tokenized using the 7£ /NT 4 data element.

The tokenized input data, the old data element 7E /NT 4, and a new data element 7TE_/NT_4_1 are then passed as inputs
to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old data element and then
retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl)

output = session.protect(21l, "TE_INT_4")

print("'Protected Data: %s' %output)

r_out = session.reprotect(output, "TE_INT_4", "TE_INT_4_1'")
print("’'Reprotected Data: %s'" %r_out)

Result

Protected Data: -1926573911
Reprotected Data: 1673602066

2.4.3.12.10 Example - Retokenizing Integer Data with External IV

This section describes how to use the reprotect API for retokenizing integer data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, 27 is used as the input integer data, which is first tokenized using the 7£ /NT 4 data element,
with the help of external IV 1234 that is passed as bytes.

The tokenized input data, the 7E /NT 4 data element, the old external IV 1234 in bytes, and a new external IV 123456
in bytes are then passed as inputs to the reprofect API. As part of a single reprotect operation, the reprotect API first
detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it using the
same data element, but with the new external IV.

from appython import Protector
protector = Protector()

8 Confidential 185



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

Result

session = protector.create_session("Userl')

p_out = session.protect(21, "TE_INT_4",
external_iv=bytes(*'1234", encoding=""utf-8"))

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "TE_INT_4", "TE_INT_4",
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external_iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: %s'" %r_out)

Protected Data: -2122057622
Reprotected Data: 342830163

2.4.3.12.11 Example - Retokenizing Bulk Integer Data

This section describes how to use the reprotect API for retokenizing bulk integer data. You can pass bulk integer data as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Example

Result

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using the
TE INT 4 data element.

The tokenized input data, the old data element 7E /NT 4, and a new data element 7E_/NT_4_1 are then passed as inputs
to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old data element and then
retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl)

data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4'")

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_INT_ 4", "TE_INT 4 _1'")
print("'Reprotected Data: ')

print(r_out)

Protected Data:

([-1926573911, -1970496120, -814489753], (6, 6, 6))
Reprotected Data:

([1673602066, -2106523868, 1683756976], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.3.12.12 Example - Retokenizing Bulk Integer Data with External 1V

This section describes how to use the reprotect API for retokenizing bulk integer data using external 1V. You can pass bulk integer
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is tokenized using the
TE_INT 4 data element, with the help of external IV 1234 that is passed as bytes.

The tokenized input data, the 7£ /NT 4 data element, the old external IV 1234 in bytes, and a new external IV 123456
in bytes are then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprotect API first
detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it using the
same data element, but with the new external V.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = [21, 42, 55]

p_out = session.protect(data, "TE_INT_4", external_iv=bytes('1234", encoding=""utf-8"))

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_INT_ 4", "TE_INT_4",
old_external_iv=bytes(''1234", encoding="utf-8"),

new_external _iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([-2122057622, 1795905968, 228587043], (6, 6, 6))
Reprotected Data:
([342830163, 1360764745, -1892139659], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.13 Example - Retokenizing Long Data

This section describes how to use the reprotect API for retokenizing long data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Example
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Result

In the following example, 1376235139103947 is used as the input long data, which is first tokenized using the 7E_INT &
data element.

The tokenized input data, the old data element 7£ /NT 8 and a new data element 7TE_/NT_8 1 are then passed as inputs
to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old data element and then
retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

output = session.protect(1376235139103947, "TE_INT_8")
print("'Protected Data: %s' %output)

r_out = session.reprotect(output, "TE_INT_8", "TE_INT_8_1'")
print("'Reprotected Data: %s"™ %r_out)

Protected Data: -1770169866845757900
Reprotected Data: 1496033169477057599

2.4.3.12.14 Example - Retokenizing Long Data with External 1V

This section describes how to use the reprotect API for retokenizing long data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the

API.

Example

Result

In the following example, 1376235139103947 is used as the input long data, which is first tokenized using the 7E_INT_8
data element, with the help of external 1V 1234 that is passed as bytes.

The tokenized input data, the 7£ /NT_8data element, the old external IV 1234 in bytes, and a new external IV 123456
in bytes are then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprotect API first
detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it using the
same data element, but with the new external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("Userl')

p_out = session.protect(1376235139103947, "TE_INT_8",
external_iv=bytes(''1234", encoding=""utf-8"))

print("'Protected Data: %s'" %p_out)

r_out = session.reprotect(p_out, "TE_INT_8", "TE_INT_8",
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external _iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: %s" %r_out)

Protected Data: 5846214101577367207
Reprotected Data: 2547273918835895593
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2.4.3.12.15 Example - Retokenizing Bulk Long Data

This section describes how to use the reprotect API for retokenizing bulk long data. You can pass bulk long data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E_/NT_8data element.

The tokenized input data, the old data element 7£ /NT 8 and a new data element 7£ /NT 8 1 are then passed as inputs
to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old data element and then
retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl™)

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "TE_INT_8")

print(*'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_INT_8", "TE_INT_8 1')
print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([-1770169866845757900L, -8142006510957348982L, -206876567049699669L], (6, 6, 6))
Reprotected Data:
([1496033169477057599L, -751706970736718821L, 6484885126927122847L], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.16 Example - Retokenizing Bulk Long Data with External 1V

This section describes how to use the reprotect API for retokenizing bulk long data using external IV. You can pass bulk long data
as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Integer data element to protect the data, then you must use only the Integer data
element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example
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Result

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is tokenized using the 7E_/NT_8data element, with the help of external IV 1234 that is
passed as bytes.

The tokenized input data, the 7£ /NT_8data element, the old external IV 1234 in bytes, and a new external IV 123456
in bytes are then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprotect API first
detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it using the
same data element, but with the new external IV.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "TE_INT_8", external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: ")

print(p_out)

r_out = session.reprotect(p_out[0], "TE_INT_8", "TE_INT_8",
old_external_iv=bytes(''1234", encoding=""utf-8"),

new_external_iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: ™)

print(r_out)

Protected Data:

([5846214101577367207L, 5661139619224336475L, 7806173497368534531L], (6, 6, 6))
Reprotected Data:

([2547273918835895593L, 3484073575451507396L, 1789344813959912458L], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.17 Example - Reprotecting Float Data

This section describes how to use the reprotect API for reprotecting float data using a No-Encryption data element. You can use
this API for access control and auditing.

Warning: If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the No Encryption data element to protect the data, then you must use only the No
Encryption data element to reprotect the data.

Example

Result

In the following example, 22.5is used as the input float data, which is first protected using the NoEncryption_1 data
element.

The protected input data, the old data element NoEncryption 1, and a new data element NoEncryption 2 are then passed
as inputs to the reprotect API. The reprotect API first unprotects the protected input data using the old data element and
then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(“'Userl'™)

output = session.protect(22.5, "NoEncryption_1")

print("’Protected Data: %s' %output)

r_out = session.reprotect(output, "NoEncryption_1", "NoEncryption_2'")
print("'Reprotected Data: %s'" %r_out)

Protected Data: 22.5
Reprotected Data: 22.5
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As we are using a No-Encryption data element to protect and reprotect the data, the reprotected output data is the same as
the protected data.

2.4.3.12.18 Example - Reprotecting Bulk Float Data

This section describes how to use the reprotect API for reprotecting bulk float data using a No-Encryption data element. You can
pass bulk float data as a list or a tuple. You can use this API for access control and auditing.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the No Encryption data element to protect the data, then you must use only the No
Encryption data element to reprotect the data.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is tokenized
using the NoEncryption 1 data element.

The tokenized input data, the old data element NoEncryption 1, and a new data element NoEncryption 2 are then passed
as inputs to the reprotect API. The reprotect API first unprotects the protected input data using the old data element and
then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl™)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "NoEncryption_1")

print("’Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "NoEncryption_1", "NoEncryption_2")
print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([22.5, 48.93, 94.31], (6, 6, 6))
Reprotected Data:
([22.5, 48.93, 94.31], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

As we are using a No Encryption data element to protect and reprotect the data, the reprotected output data is the same as
the protected data.

2.4.3.12.19 Example - Retokenizing Bytes Data

This section describes how to use the reprotect API for retokenizing bytes data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example
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Result

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data is
then tokenized using the 7TE. A N_S23 [ 2R2_ Y data element.

The tokenized input data, the old data element 7E_ A N_S23 L2RZ2 Y, and a new data element 76 A N_S13 LIR3 N

are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(*'Userl™)

data=bytes(*'Protegrityl™, encoding="'utf-8")

p_out = session.protect(data, "TE_A N_S23 L2R2 _Y')

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "TE_A N_S23 L2R2_Y",
"TE_A_N_S13_L1R3 N')

print("'Reprotected Data: %s" %r_out)

Protected Data: b"Pr9zdglWRy1*®
Reprotected Data: b"P8PCmC8gtyl*

2.4.3.12.20 Example - Retokenizing Bytes Data with External IV

This section describes how to use the reprotect API for retokenizing bytes data using external V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example

Result

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data is
then tokenized using the 7TE. A N_S23 [ 2R2 Y data element, with the help of external 1V 7234 that is passed as bytes.

The tokenized input data, the TE_A N_S23 L2R2 Y data element, the old external IV 1234 in bytes, and a new external
IV 123456 in bytes are then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprotect
API first detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it
using the same data element, but with the new external V.

from appython import Protector
protector = Protector()
session = protector.create_session("'Userl'™)
data=bytes("'Protegrityl™, encoding=""utf-8")
p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding="utf-8"))
print("'Protected Data: %s' %p_out)
r_out = session.reprotect(p_out, "TE_A N_S23 L2R2_Y",
"TE_A N_S23 L2R2_Y", old_external_iv=bytes(*'1234", encoding=""utf-8"),

new_external_iv=bytes(''123456", encoding=""utf-8"))
print("'Reprotected Data: %s'™ %r_out)

Protected Data: b"PrksvEshuyl®
Reprotected Data: b"PrKxfmdTGyl*
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2.4.3.12.21 Example - Re-Encrypting Bytes Data

This section describes how to use the reprotect API for re-encrypting bytes data.

Warning: If you are using the reprotect API, then the old data element and the new data element must be of the same protection method.
For example, if you have used the AES256 data element to protect the data, then you must use only the AES256 data element to reprotect
the data.

Example

In the following example, Protegrityl string is first converted to bytes using the Python byfes() method. The bytes data
is then encrypted using the AES256 data element. Therefore, the encrypt to parameter is passed as a keyword argument,
and its value is set to bytes.

The encrypted input data, the old data element AES256, and a new data element AES256 1V _CRC_KID are then passed
as inputs to the reprotect API. The reprotect API first decrypts the protected input data using the old data element and
then re-encrypts it using the new data element, as part of a single reprotect operation. Therefore, the encrypt_to parameter
is passed as a keyword argument, and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl')

data=bytes("'Protegrityl™, encoding=""utf-8")

p_out = session.protect(data, "AES256", encrypt_to = bytes)

print(Encrypted Data: %s' %p_out)

r_out = session.reprotect(p_out, "AES256", "AES256_ 1V_CRC_KID"™, encrypt_to = bytes)
print('Re-encrypted Data: %s"™ %r_out)

Result

Encrypted Data: b"t+4Lgx"
Re-encrypted Data: b" ,f7dl:sD&w]Vdy-*-

2.4.3.12.22 Example - Retokenizing Bulk Bytes Data

This section describes how to use the reprotect API for retokenizing bulk bytes data. You can pass bulk bytes data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE A N _S23 L2R2 Ydataelement.

The tokenized input data, the old data element 7E. A N S23 [ 2R2 Y, and a new dataelement 7E. A N _S13 LIR3 N
are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = [bytes(protegrityl1234'™), bytes("Protegrityl’™), bytes(Protegrity56™)]
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p_out = session.protect(data, "TE_A_N_S23 L2R2_Y'")

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "TE_A N S23 L2R2_Y",
“TE_A_N_S13_L1R3_N™)

print("'Reprotected Data: ')

print(r_out)

Result

Protected Data:

([b"prMLIsM8fZUp34*, b "Pr9zdglWRyl", b"Pra9Ez5LPG56"], (6, 6, 6))
Reprotected Data:

([b~"pLAVXY1Abp5234~, b"P8PCmC8gtyl™, b "PHNjXrw7ly56°], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.23 Example - Retokenizing Bulk Bytes Data with External 1V

This section describes how to use the reprotect API for retokenizing bulk bytes data using external 1V. You can pass bulk bytes
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is tokenized using the
TE A N_S23 L2R2 Y data element, with the help of external IV 1234 that is passed as bytes.

The tokenized input data, the 7E. A N_S23 [ 2R2 Y data element, the old external IV 1234 in bytes, and a new external
IV 123456 in bytes are then passed as inputs to the reprofect API. As part of a single reprotect operation, the reprotect
API first detokenizes the protected input data using the given data element and old external 1V, and then retokenizes it
using the same data element, but with the new external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session('Userl')

data = [bytes(''protegrityl234”, encoding="utf-8"), bytes("'Protegrityl”,

encoding="utf-8"), bytes("Protegrity56', encoding="utf-8")]

p_out = session.protect(data, "TE_A_N_S23 L2R2_Y",
external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: ")

print(p_out)

r_out = session.reprotect(p_out[0], "TE_A N S23 L2R2_Y",
“"TE_A N_S23 L2R2_Y', old_external_iv=bytes(''1234", encoding="utf-8""),
new_external_iv=bytes("'123456", encoding=""utf-8"))

print("'Reprotected Data: ')

print(r_out)

Protected Data:

([b*prbm147L5pc434~, b*PrksvEshuyl®, b"PrmxOhG8Nj5671, (6, 6, 6))
Reprotected Data:

([b~prFApvQWKhC934~, b*PrkxfmdTGyl®, b"PrKciFj8Ng56™]1, (6, 6, 6))
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6 is the success return code for the protect operation of each element in the list.

2.4.3.12.24 Example - Re-Encrypting Bulk Bytes Data

This section describes how to use the reprotect API for re-encrypting bulk bytes data. You can pass bulk bytes data as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

War

ning: If you are using the reprotect API, then the old data element and the new data element must be of the same protection method.

For example, if you have used the AES256 data element to protect the data, then you must use only the AES256 data element to reprotect
the data.

Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is encrypted using the
AES256 data element. Therefore, the encrypt to parameter is passed as a keyword argument, and its value is set to byes.

The encrypted input data, the old data element AES256, and a new data element AES256 IV CRC_KID are then passed
as inputs to the reprotect API. The reprotect API first decrypts the protected input data using the old data element and
then re-encrypts it using the new data element, as part of a single reprotect operation. Therefore, the encrypt to parameter
is passed as a keyword argument, and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(Userl™)

data = [bytes(''protegrityl234'", encoding ="UTF-8"), bytes("Protegrityl', encoding
="UTF-8"), bytes("'Protegrity56", encoding ="UTF-8")]

p_out = session.protect(data, "AES256', encrypt_to = bytes)

print(Encrypted Data: ™)

print(p_out)

r_out = session.reprotect(p_out[0], "AES256", "AES256 IV_CRC_KID", encrypt_to = bytes)
print(“’'Re-encrypted Data: ')

print(r_out)

Encrypted Data:

([b™"\xc9™\x02)\xcbB\x91}\x7Fi\x8a\xce\x8d>H" ,

b " t\x80\xF5\x8d\x9e\x0b+4Lq\x8a\x97\xdb\x8Fx\x16" ,

b ™" \x87\x08\x938\xf70~\xab\xa3\xc2L\xa90>\x18_ "], (6, 6, 6))

Re-encrypted Data:

([b" \x08\xdfV2)A/
A\xc2\x96X\Xx86M\xbF&IP\xal\xb9\x830\xb4\x90\x9b\x8d\xF8\xF5\x976\x95\xcd\xF4\xea\xc7\xad\
xed I\ Xbck\xd1\xF3@\xF7 . \xFd\xeO\x13H\xe6\xbl", b"
AXO8\X11\X7F\XdF\X05\xF0 I \xaa\xd1\xe2v \xe9\x9dH\xal\xa3\x0250W~\xc7\xFOKT\xd4\x1c\x05V\
xaei\xee", b" \x08)\x84N&\xd4e (1g\xFa\x8d\x05\xa9\xe5\x8do(\xF2T\xe31\xa9|
VAXC2&X\Xx1d\x02yF [ \xbfb (x\xe3\xl1a/ | \x91K\xc2\xc8\xF2'"\x89\xc3"], (6, 6, 6))

Warning:
To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended that you to convert the
encrypted bytes data to a Hexadecimal, Base 64, or any other appropriate format.
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2.4.3.12.25 Example - Retokenizing Date Objects

This section describes how to use the reprotect API for retokenizing date objects.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input as a data object

In the following example, the 22/02/2019 date string is used as the data, which is first converted to a date object using
the Python date method of the datetime module. The date object is then tokenized using the TE_Date DMY S13data
element.

The tokenized input data, the old data element 7E Date DMY S13, and a new data element 7E Date DMY S16are
then passed as inputs to the reprotect API. The reprotect API first detokenizes the protected input data using the old data
element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("Userl')

data = datetime.strptime(''12/02/2019", "%d/%m/%Y'").date()

print(""Input date as a Date object : "+str(data))

p_out = session.protect(data, "TE_Date DMY_S13')

print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "TE_Date DMY_S13", "TE_Date DMY_S16")
print("'Reprotected date: "+str(r_out))

Result

Input date as a Date object : 2019-02-12
Protected date: 1896-10-21
Reprotected date: 2130-06-19

2.4.3.12.26 Example - Retokenizing Bulk Date Objects

This section describes how to use the reprotect API for retokenizing bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.2.0.0.

Example: Input as a Date Object
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Result

In the following example, the 22/02/2019and 11/01/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then tokenized using the 7E Date DMY S13data element.

The tokenized input data, the old data element 7E Date DMY S13, and a new data element 7E Date DMY S16are
then passed as inputs to the reprotect API. The reprotect API first detokenizes the protected input data using the old data
element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("'Userl™™)

datal = datetime.strptime(''12/02/2019", "%d/%m/%Y'") .date()
data2 = datetime.strptime(’'11/01/2018", "'%d/%m/%Y'").date()
data = [datal, data2]

print("Input data: ", str(data))

p_out = session.protect(data, "TE_Date DMY_S13"™)
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "TE_Date DMY_S13*", "TE_Date DMY_S16")
print("'Reprotected date: "+str(r_out))

Input data: [datetime.date(2019, 2, 12), datetime.date(2018, 1, 11)]
Protected data: ([datetime.date(1896, 10, 21), datetime.date(696, 3, 1)], (6, 6))
Reprotected date: ([datetime.date(2130, 6, 19), datetime.date(1339, 10, 10)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.3.12.27 Example - Retokenizing Unicode Data

This section describes how to use the reprotect API for retokenizing unicode data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example

Result

tokenized using the 7E. A N _S23 L2RZ2 Y data element.

The tokenized input data, the old data element 7E. A N_S23 [ 2R2 Y, and a new data element 76 AN 523 LORO Y

are then passed as inputs to the reprotect AP1. The reprotect API first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector
protector = Protector()
session = protector.create_session(‘'Userl’™) »
output = session.protect(u”protegrity1234AAAAAAECEE™, "TE_A N _S23 L2R2 Y'™)
print("'Protected Data: %s' %output)
r_out = session.reprotect(output, "TE_A_N_S23_L2R2_Y",
"TE_AN_S23 LORO_Y™)
print("'Reprotected Data: %s" %r_out)
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2.4.3.12.28 Example - Retokenizing Bulk Unicode Data

This section describes how to use the reprotect API for retokenizing bulk unicode data. You can pass bulk string data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the
same tokenization type. For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the
Alpha-Numeric data element to reprotect the data.

Example

u'Protegrity56 CAAEEEAA 'unicode data are stored in a list and used as bulk data, which is tokenized using the
TE A N 523 L2R2 Y dataelement.

The tokenized input data, the old data element 72 A N _S13 LIR3 N, and a new data element TE A N 523 L2R2 Y

are then passed as inputs to the reprotect AP1. The reprotect AP first detokenizes the protected input data using the old
data element and then retokenizes it using the new data element, as part of a single reprotect operation.

from appython import Protector
protector = Protector()
session = protector.create_session(*'Userl™) B B
data = [u"protegrityl1234AAAAAAECEE", u"Protegrityl£CEEAAAAAA", u"Protegrity56CAEEEAA"]
p_out = session.protect(data, "TE_A_N_S13 L1R3_N'")
print("'Protected Data: ')
print(p_out)
r_out = session.reprotect(p_out[0], "TE_A N S13 L1R3 N",
“"TE_A_N_S23_L2R2_Y™)
print("’'Reprotected Data: ')
print(r_out)

Result

Protected Data:
([u®p30ZN1j1PF33hz\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9" ,
u"P5FjL8vdBci\xc6\xc7\xc8\xc9\xc0\xc1l\xc2\xc3\xc4\xc5",
u"P1045D7g73Sm\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (6, 6, 6))
Reprotected Data:
([u®przeslalwuQQy3\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9" ,
u"Prvt6rfyW81\xc6\xc7\xc8\xc9\xc0\xc1l\xc2\xc3\xc4\xc5",
u"PrFgczleNkNG\xc7\xc5\xc6\xc8\xc9\xc2\xc3"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4 Using AP Python in a Development Environment

You can use the AP Python in a development environment. This is also known as a mock implementation of the AP Python APlIs.
In this mode, the AP Python development package provides you with sample users and data elements that can be used to simulate
the behavior of the actual APIs in a production environment.

Warning: When the AP Python APIs are used with the sample users and data elements provided with the development package, the output
data is only a simulation of the protected or encrypted data. Do not use the AP Python APIs in the development environment to protect,
unprotect, or reprotect sensitive data.

Note: For information on the syntax of the AP Python APIs, refer to the section Using AP Python in a Production Environment.
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2.4.4.1 Sample Users

This section describes the sample users that can be used to test the AP Python APIs in a development environment.
The following table provides a list of the sample users that you can use to test the AP Python in a development environment.

Table 2-1: List of Sample Users

Sample Users Description

ALL_USER Simulates a user who has the required privileges to perform
all security operations, including protect, unprotect, and reprotect
operations.

This user has been used as the sample user in the following examples:

o Using sample data elements for simulating protect, unprotect, and
reprotect scenarios

o Using sample data elements for simulating auxiliary APl scenarios
o Using sample data elements for simulating error scenarios

NO _PROTECT USER Simulates a user who does not have the required privileges to protect
the data.

NO_REPROTECT_USER Simulates a user who does not have the required privileges to reprotect
the data.

NO_UNPROTECT _NULL _USER Simulates a user who does not have the required privileges to

unprotect the data. If the user tries to unprotect the data, then the
unprotect API returns a null value.

NO_UNPROTECT_EXC _USER Simulates a user does not have the required privileges to unprotect the
data. If the user tries to unprotect the data, then the unprotect API
throws an exception.

NO_UNPROTECT_PROTECTED_USER Simulates a user who does not have the required privileges to
unprotect the data. If the user tries to unprotect the data, then the
unprotect API returns the protected data.

NO_USER Simulates a user who has not been defined in the security policy.

2.4.4.2 Sample Data Elements

This section describes the sample data elements that can be used to test the AP Python APIs in a development environment.

The following table provides a list of the sample data elements that you can use to test the AP Python in a development
environment.

Table 2-2: List of Sample Data Elements

Sample Data Elements Description

SUCCESS_STR Simulates the success scenario in the following cases:

»  Protecting string and unicode data

»  Protecting string data with external IV

*  Protecting string data with external 1V and external tweak

*  Protecting bulk string data

*  Protecting bulk string data with external IV

*  Protecting bulk string data with external 1V and external tweak
e Unprotecting string and unicode data

»  Unprotecting string data with external IV

»  Unprotecting string data with external 1V and external tweak
e Unprotecting bulk string data
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Sample Data Elements

Description

»  Unprotecting bulk string data with external IV

o Unprotecting bulk string data with external 1V and external tweak

SUCCESS_REPROTECT_STR

Simulates the success scenario in the following cases:
*  Reprotecting string and unicode data
*  Reprotecting string data with external IV

*  Reprotecting string data with external 1V and external tweak

*  Reprotecting bulk string data
*  Reprotecting bulk string data with external IV

*  Reprotecting bulk string data with external 1V and external tweak

SUCCESS_INT

Simulates the success scenario in the following cases:
»  Protecting integer data

»  Protecting integer data with external IV

*  Protecting bulk integer data

*  Protecting bulk integer data with external IV

»  Unprotecting integer data

»  Unprotecting integer data with external IV

»  Unprotecting bulk integer data

»  Unprotecting bulk integer data with external 1V

SUCCESS_REPROTECT_INT

Simulates the success scenario in the following cases:
*  Reprotecting integer data

»  Reprotecting integer data with external IV

*  Reprotecting bulk integer data

*  Reprotecting bulk integer data with external IV

SUCCESS_LONG

Simulates the success scenario in the following cases:
*  Protecting long data

»  Protecting long data with external IV

*  Protecting bulk long data

»  Protecting bulk long data with external 1V

e Unprotecting long data

e Unprotecting long data with external 1V

»  Unprotecting bulk long data

e Unprotecting bulk long data with external IV

SUCCESS_REPROTECT_LONG

Simulates the success scenario in the following cases:
*  Reprotecting long data

*  Reprotecting long data with external 1V

»  Reprotecting bulk long data

*  Reprotecting bulk long data with external 1V

SUCCESS_FLOAT

Simulates the success scenario in the following cases:
»  Protecting float data

*  Protecting bulk float data

e Unprotecting float data

*  Unprotecting bulk float data

SUCCESS_REPROTECT_FLOAT

Simulates the success scenario in the following cases:
*  Reprotecting float data
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Sample Data Elements Description

*  Reprotecting bulk float data

SUCCESS_BYTE Simulates the success scenario in the following cases:
e Protecting byte data

*  Protecting byte data with external IV

*  Protecting bulk byte data

e Protecting bulk byte data with external IV

e Unprotecting byte data

»  Unprotecting byte data with external 1V

»  Unprotecting bulk byte data

o Unprotecting bulk byte data with external 1V

SUCCESS_REPROTECT_BYTE Simulates the success scenario in the following cases:
*  Retokenizing Bytes Data

*  Reprotecting byte data with external IV

*  Reprotecting bulk byte data

*  Reprotecting bulk byte data with external IV

SUCCESS_DATE_DDMMYYYY Simulates the success scenario in the following cases:

»  Protecting date object in DD/MM/YY'Y'Y format

»  Protecting bulk date objects in DD/MM/YYY'Y format

*  Protecting aate string format in DD/MM/Y'Y'Y'Y format

*  Protecting bulk date strings in DD/MM/YYY'Y format

*  Unprotecting date object in DD/MM/Y'Y'Y'Y format

e Unprotecting bulk date objects in DD/MM/YYY'Y format
»  Unprotecting date string in DD/MM/YY'Y'Y format

»  Unprotecting bulk date strings in DD/MM/YY'Y'Y format

SUCCESS_REPROTECT_DATE_DDMMYYYY Simulates the success scenario in the following cases:

*  Reprotecting date object in DD/MM/YY'Y'Y format

*  Reprotecting bulk date objects in DD/MM/YYY'Y format
*  Reprotecting date string in DD/MM/YYY'Y format

*  Reprotecting bulk date strings in DD/MM/Y'YY'Y format

SUCCESS_DATE_MMDDYYYY Simulates the success scenario in the following cases:

*  Protecting date obfect in MM/DD/Y'YY'Y format

*  Protecting bulk date objects in MM/DD/YY'Y'Y format

e Protecting date string in MM/DD/Y'YY'Y format

*  Protecting bulk date strings in MM/DD/YY'Y'Y format

»  Unprotecting date object in MM/DD/Y'YY'Y format

»  Unprotecting bulk date objects in MM/DD/Y'YY'Y format
*  Unprotecting aate string in MM/DD/Y'YY'Y format

»  Unprotecting bulk date strings in MM/DD/Y'Y'Y'Y format

SUCCESS_REPROTECT_DATE_MMDDYYYY Simulates the success scenario in the following cases:

*  Reprotecting date object in MM/DD/YY'Y'Y format

*  Reprotecting bulk date objects in MM/DD/YY'Y'Y format
*  Reprotecting date string in MM/DD/Y'YY'Y format

*  Reprotecting bulk date strings in MM/DD/Y'YY'Y format

SUCCESS_DATE_YYYYMMDD Simulates the success scenario in the following cases:
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Sample Data Elements Description

*  Protecting date object in YY'YY/MM/DD format

»  Protecting bulk date objects in YYYY/MM/DD format

»  Protecting date string in YY'YY/MM/DD format

*  Protecting bulk date strings in YY'YY/MM/DD format

e Unprotecting date object in YY'YY/MM/DD format

o Unprotecting bulk date objects in YYYY/MM/DD format
»  Unprotecting date string in YY'YY/MM/DD format

e Unprotecting bulk date strings in YY'YY/MM/DD format

SUCCESS_REPROTECT_DATE_YYYYMMDD Simulates the success scenario in the following cases:

*  Reprotecting date object in YY'YY/MM/DD format

*  Reprotecting bulk date objects in YY'YY/MM/DD format
*  Reprotecting date string in YY'Y'Y/MM/DD format

*  Reprotecting bulk date strings in YY'Y'Y/MM/DD format

SUCCESS_DATETIME Simulates the success scenario in the following cases:
*  Protecting aate and time strings

*  Protecting bulk date and time strings

e Unprotecting date and time string

»  Unprotecting bulk date and time strings

SUCCESS_REPROTECT_DATETIME Simulates the success scenario in the following cases:
*  Reprotecting date and time strings
*  Reprotecting bulk date and time strings

SUCCESS_ENC Simulates the success scenario in the following cases:
e Encrypting string and unicode data
*  Encrypting bulk string data

»  Decrypting string and unicode data
e Decrypting bulk string data

*  Encrypting integer data

»  Encrypting bulk integer data

e Decrypting integer data

o Decrypting bulk integer data

*  Encrypting long data

e Encrypting bulk long data

»  Decrypting long data

»  Decrypting bulk long data

e Encrypting float data

»  Encrypting bulk float data

»  Decrypting float data

»  Decrypting bulk float data

*  Encrypting byte data

e Encrypting bulk byte data

e Decrypting byte data

»  Decrypting bulk byte data

SUCCESS_REPROTECT_ENC Simulates the success scenario in the following cases:
*  Re-encrypting byte data

*  Re-encrypting bulk byte data
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Sample Data Elements

Description

SUCCESS_CHECK_ACCESS

Simulates the success scenario of checking access permissions.

FAIL_CHECK_ACCESS

Simulates the failure scenario of checking access permissions.

POLICY_NAME

Simulates the success scenario for retrieving the default data element.

EXCEPTION_INVALID_USER

Simulates the error scenario if an invalid user is used to protect data.

EXCEPTION_INVALID_DE

Simulates the error scenario if an invalid data element is used to
protect data.

EXCEPTION_TWEAK_IS_NULL

Simulates the error scenario if a null external tweak is used to protect
data.

DATA_TOO_SHORT

Simulates the error scenario if the data to be protected is too short.

USER_TOO_LONG

Simulates the error scenario if the name of the user is too long.

EXCEPTION_UNSUPPORTED_ALGORITHM

Simulates the error scenario if the protection method used to protect
the data is not supported.

EMPTY_POLICY

Simulates the error scenario if a policy is empty.

LICENSE_EXPIRED

Simulates the error scenario if the protector license has expired.

INPUT_NOT_VALID

Simulates the error scenario if input is invalid.

REPROTECT_HETERO_STR

Simulates the error scenario of reprotecting string data with
heterogenous data elements.

2.4.4.3 Using Sample Data Elements for Simulating Protect, Unprotect, and Reprotect Scenarios

This section describes how to use the sample data elements for simulating the protect, unprotect, and reprotect scenarios.

Note: In the mock implementation, you must pass the ALL_USER username as an argument to the create_session API for creating a
session.

2.4.4.3.1 Mock Example - Protecting String

This section describes how to use the protect API for protecting a string input data.

Example: Input string data

In the following example, the Protegrity1 string is used as the input data, which is protected using the SUCCESS STR
data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

output = session.protect("'Protegrityl", "SUCCESS_STR'")
print(*""Protected Data: %s' %output)

Result

Protected Data: 6JPqrjJEqLX
2.4.4.3.2 Mock Example - Protecting String Data with External IV

This section describes how to use the protect API for protecting string input data using external V.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example
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In the following example, the Protegrity1 string is used as the input data, which is tokenized using the SUCCESS STR
data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

output = session.protect("Protegrityl"”, "SUCCESS_STR",
external _iv=bytes(''1234'))

print("'Protected Data: %s' %output)

Result

Protected Data: Ho9bgXoebxa

2.4.4.3.3 Mock Example - Protecting String Data Using External 1V and External Tweak

This section describes how to use the protect API for protecting string input data using external 1V and external tweak.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes.

Example

In the following example, the protegrity1234 string is used as the input data, which is protected using the data element
SUCCESS STR, with the help of external IV 1234 and external tweak abcdefthat are passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

output = session.protect(*protegrity1234", "SUCCESS_STR",

external_iv=bytes(''1234", encoding=""utf-8"), external_tweak=bytes("'abcdef",
encoding="utf-8""))

print("'Protected Data: %s' %output)
Result

Protected Data: 9GsvVbGRvVTQwxr

2.4.4.3.4 Mock Example - Protecting Bulk String Data

This section describes how to use the protect API for protecting bulk string input data. You can pass bulk string input data as a list
or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example 1

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is protected using the SUCCESS STR data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [“protegrityl234", "Protegrityl™, "Protegrity56']
p_out = session.protect(data, ""SUCCESS_STR'™)
print("'Protected Data: ')

print(p_out)
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Result

Protected Data:
(["pIPqrjJEqLXHaO", "6JPqrjJEqLX", "6JPqrjJEqLI5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

Example 2

In Example 1, the protected output was a tuple of the tokenized data and the error list. The following example shows how
you can tweak the code to ensure that you retrieve the protected output and the error list separately, and not as part of a
tuple.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)
data = "protegrityl234"
data = [data]*5
p_out, error_list = session.protect(data, 'SUCCESS STR')
print("’Protected Data: ', end=""")
print(p_out)
print(Error List: ", end=""")
print(error_list)

Result

Protected Data: ["pJPgrjJEqLXHaO®, "pJPgrjJEqLXHaO®, "pJPgrjJEqLXHaO",
"pJPqrjJEqLXHa0", "pJPqrjJEqLXHaO"]
Error List: (6, 6, 6, 6, 6)

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.5 Mock Example - Protecting Bulk String Data with External 1V

This section describes how to use the protect API for protecting bulk string input data using external 1V. You can pass bulk string
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the profect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk input
data, which is protected using the SUCCESS STR data element, with the help of external 1V 723that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["protegrityl234", "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, '""SUCCESS_STR",
external_iv=bytes(''123"))

print("’Protected Data: ')

print(p_out)

Result

Protected Data:
(["nx8mEaxwmR2VSq", "1x8mEaxwmR2", "1x8mEaxwmRdF®"], (6, 6, 6))
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6 is the success return code for the protect operation of each element in the list.

2.4.4.3.6 Mock Example - Protecting Bulk String Data Using External 1V and External Tweak

This section describes how to use the protect API for protecting bulk string input data using external 1V and external tweak. You
can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes.

Example

used as bulk input data. This bulk data is protected using the SUCCESS STR data element, with the help of external 1V
1234 and external tweak xyzthat are both passed as bytes.

from appython import Protector
protector = Protector()
session = protector.create_session(*'ALL_USER™) L
data = ["protegrity1234AA", "Protegrityl£GE", "Protegrity56AAAAAA™]
p_out = session.protect(data, ""SUCCESS_STR™",
external _iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''xyz",
encoding="utf-8"))
print("'Protected Data: ')
print(p_out)

Result

Protected Data: . 5 . . . . . . .
([Tuc72ntca2d1896A\X83A\X80A\X83A\Xx81", "xc72ntca2dA\X83A\Xx86A\X83A\x87A\x83A\x88",
"xc72ntca2dEBANX83A\NX80A\X83ANX81ANX83ANX82A\X83A\X83A\X83A\X84A\X83A\x85"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.7 Mock Example - Unprotecting String Data

This section describes how to use the wnprotect API for retrieving the original string data from the protected data.

Example: Input string data

In the following example, the Protegrity1 string that was protected using the SUCCESS STR data element, is now
unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect("Protegrityl™, "SUCCESS_STR™)
print("'Protected Data: %s' %output)

org = session.unprotect(output, "SUCCESS_STR')
print("'Unprotected Data: %s'" %org)

Result

Protected Data: 6JPqrjJEqLX
Unprotected Data: Protegrityl
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2.4.4.3.8 Mock Example - Unprotecting String Data with External 1V

This section describes how to use the unprotect API for retrieving the original string data from protected data, using external
initialization vector (1V).

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, the Protegrity1 string that was protected using the SUCCESS STR data element and the
external IV 1234 is now unprotected using the same data element and same external V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect("Protegrityl"”, "SUCCESS_STR",
external_iv=bytes("'1234", encoding=""utf-8"))

print("’Protected Data: %s' %output)

org = session.unprotect(output, "SUCCESS STR",

external_iv=bytes(''1234", encoding="utf-8"))
print("'Unprotected Data: %s'" %org)

Result

Protected Data: Ho9bgXoebxa
Unprotected Data: Protegrityl

2.4.4.3.9 Mock Example - Unprotecting String Data Using External 1V and External Tweak

This section describes how to use the unprotect API for unprotecting string data using external 1V and tweak.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the unprotect API, then you must pass the external
1V and external tweak as bytes.

Example

In the following example, the protegrity1234 string that was protected using the SUCCESS STR data element, is now
unprotected using the same data element and the same external 1V and external tweak.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
output = session.protect(*'protegrity1234'", "SUCCESS_STR",
external_iv=bytes(''1234", encoding="'utf-8"), external_tweak=bytes("'abcdef",
encoding=""utf-8"))
print("'Protected Data: %s' %output)
org = session.unprotect(output, "SUCCESS_STR",
external_iv=bytes(''1234", encoding=""utf-8"), external_tweak=bytes("'abcdef",
encoding=""utf-8"))
print(“'Unprotected Data: %s'" %org)

Result

Protected Data: 9GsvVbGRvVTQwxr
Unprotected Data: protegrityl234

2.4.4.3.10 Mock Example - Unprotecting Bulk String Data

This section describes how to use the unprotect API for retrieving the original bulk string data from the protected data.
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Example 1

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is protected using the SUCCESS STR data element. The bulk string data is then unprotected using the same data
element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = ["protegrityl234", "Protegrityl™, "Protegrity56'"]
p_out = session.protect(data, ""SUCCESS_STR™)
print("'Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_STR')
print(‘’'Unprotected Data: ')

print(out)

Protected Data:

(["pJPqrjJEgLXHa0", "6JPqgrjJEqLX", "6JPqgrjJEqLI5"], (6, 6, 6))
Unprotected Data:

(["protegrityl234®, "Protegrityl”, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Example 2

Result

In Example 1, the unprotected output was a tuple of the unprotected data and the error list. The following example shows
how you can tweak the code to ensure that you retrieve the unprotected output and the error list separately, and not as part
of a tuple.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER'™)
data = protegrityl234
data = [data]*5
p_out, error_list = session.protect(data, "SUCCESS_STR'")
print("'Protected Data: ', end=""")
print(p_out)
print(Error List: ', end=""")
print(error_list)
org, error_list = session.unprotect(p_out, "SUCCESS_STR'™)
print('Unprotected Data: '*, end=""")
print(org)
print(Error List: ", end=""")
print(error_list)

Protected Data: ["pJPgrjJEqLXHaO", "pJPgrjJEqLXHaO", "pJPgrjJEqLXHaO",
"pJPqrjJEqLXHa0", "pJPqrjJEqLXHaO"]

Error List: (6, 6, 6, 6, 6)

Unprotected Data: [“protegrityl234®, “protegrityl234°, “protegrityl234°-,
"protegrityl234°, "protegrityl234-7]

Error List: (8, 8, 8, 8, 8)

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.4.3.11 Mock Example - Unprotecting Bulk String Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk string data from protected data using external
V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is protected using the SUCCESS STR data element and external 1V 123. The bulk string data is then unprotected
using the same data element and same external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["protegrityl234"™, "Protegrityl'™, "Protegrity56'"]

p_out = session.protect(data, "SUCCESS_STR",

external_iv=bytes(''123™"))

print("’Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_STR",
external_iv=bytes(''123™"))

print("'Unprotected Data: ')

print(out)

Result

Protected Data:

(["nx8mEaxwmR2VSq"®, "1x8mEaxwmR2", <1x8mEaxwmRdF®], (6, 6, 6))
Unprotected Data:

(["protegrityl234®, "Protegrityl”, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.12 Mock Example - Unprotecting Bulk String Data Using External 1V and External Tweak

This section describes how to use the unprotect API for retrieving the original bulk string data from protected data using external
IV and external tweak.

Note: If you want to pass the external IV and external tweak as keyword arguments to the protect API, then you must pass the external IV
and external tweak as bytes.

Example

In the following example, protegrity1234AA, Protegrity1/ECE, and Protegrity56AAAAAA strings are stored in a list and
used as bulk data. This bulk data is protected using the SUCCESS STR data element, with the help of external IV 1234
and external tweak xyzthat are both passed as bytes. The protected bulk string data is then unprotected using the same
data element, same external IV, and external tweak.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
data = [“protegrity1234AA", "Protegrityl£CE", "Protegrity56AAAAAA™]
p_out = session.protect(data, ""SUCCESS_STR",
external_iv=bytes('1234", encoding=""utf-8"), external_tweak=bytes(''xyz",
encoding=""utf-8""))
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Result

244313

print("'Protected Data: ')
print(p_out)
out = session.unprotect(p_out[0], "SUCCESS_STR",
external_iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''xyz",
encoding="utf-8"))
print("'Unprotected Data: ')
print(out)

Protected Data: . B . B . B . B .

([T uc72ntca2d1896A\Xx83A\X80A\X83A\Xx81", "xc72ntca2dA\x83A\Xx86A\Xx83A\x87A\x83A\x88",

" xc72ntca2dEBA\X83A\X80A\X83A\X81A\X83A\X82A\X83A\X83A\Xx83A\x84A\x83A\x85"], (6, 6, 6))
Unprotected Data:

([u®protegrityl1234\xcO\xcl®, u"Protegrityl\xc6\xc7\xc8",
u"Protegrity56\xc0\xc1\xc2\xc3\xc4\xc5"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Mock Example - Reprotecting String

This section describes how to use the reprotect API for reprotecting string data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric

data

element to reprotect the data.

Example: Input string data

Result

In the following example, the Protegrity1 string is used as the input data, which is first protected using the
SUCCESS STRdata element.

The protected input data, the old data element SUCCESS STR, and a new data element SUCCESS REPROTECT STR
are then passed as inputs to the reprotect AP1. The reprotect API first unprotects the protected input data using the old
data element, and then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

output = session.protect('Protegrityl™, "SUCCESS_STR™)

print("'Protected Data: %s' %output)

r_out = session.reprotect(output, "SUCCESS_STR",
""SUCCESS_REPROTECT_STR')

print("’'Reprotected Data: %s' %r_out)

Protected Data: 6JPqrjJEgLX
Reprotected Data: JQbePhQ2eGC
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2.4.4.3.14 Mock Example - Reprotecting String Data with External IV

This section describes how to use the reprotect API for reprotecting string data using external IV.

War

ning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same

tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric

data

element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the

API.

Example

Result

2.4.43.15

In the following example, the Protegrity string is used as the input data, which is first protected using the
SUCCESS STR data element, with the help of external IV 7234 that is passed as bytes.

The protected input data, the old data element SUCCESS STR, a new data element SUCCESS REPROTECT STR, the
old external IV 1234 in bytes, and a new external IV 123456in bytes are then passed as inputs to the reprotect API. As
part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data element
and old external IV, and then reprotects it using the new data element and new external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

p_out = session.protect("Protegrityl™, "SUCCESS_STR",
external _iv=bytes(''1234", encoding="utf-8"))

print(*’Protected Data: %s'™ %p_out)

r_out = session.reprotect(p_out, "SUCCESS_STR",
"SUCCESS_REPROTECT_STR", old_external_iv=bytes(''1234", encoding="utf-8"),
new_external _iv=bytes(''123456", encoding=""utf-8"))

print("’'Reprotected Data: %s'" %r_out)

Protected Data: Ho9bgXoebxa
Reprotected Data: vQlgelQyqY6

Mock Example - Reprotecting String Data Using External 1V and External Tweak

This section describes how to use the reprotect API for reprotecting string data using external 1V and external tweak.

Warning: If you are using Format Preserving Encryption (FPE) with the reprotect API, then ensure that the plaintext alphabet type and
the plaintext encoding used for FPE must be the same for both protecting and reprotecting the data. For example, if you have used
FPE-Numeric data element with UTF-8 encoding to protect the data, then you must use only FPE-Numeric data element with UTF-8
encoding to reprotect the data.

Note: If you want to pass the external IV and external tweak as keyword arguments to the reprotect API, then you must pass the external
1V and external tweak as bytes.

Example

In the following example, the protegrity1234 string is used as the data, which is first protected using the SUCCESS STR
data element, with the help of external IV 1234 and external tweak abcdefthat are both passed as bytes.

The protected input data, the SUCCESS STR data element, a new data element SUCCESS REPROTECT STR, the old
external IV 1234 and external tweak abcdefin bytes, and a new external 1V 123456 and external tweak xyzin bytes are
then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprotect API first unprotects the
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protected input data using the given data element, and old external 1V and external tweak, and then reprotects it using the
same data element, but with the new external IV and external tweak.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

p_out = session.protect("'protegrityl1234"™, "SUCCESS_STR",
external_iv=bytes(''1234", encoding="utf-8"), external_tweak=bytes(''abcdef'))

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS_ STR",
"SUCCESS_REPROTECT_STR', old_external_iv=bytes(''1234", encoding="utf-8"),
new_external _iv=bytes(''12345", encoding="'utf-8"),

old_external_tweak=bytes("abcdef", encoding="utf-8"),
new_external_tweak=bytes(**xyz™))

print("'Reprotected Data: %s'" %r_out)

Result

24.4.3.16

Protected Data: 9GsvVbGRvVTQwxr
Reprotected Data: 3AZjlrAvjOsnwb

Mock Example - Reprotecting Bulk String Data

This section describes how to use the reprotect API for reprotecting bulk string data. You can pass bulk string data as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same

toke
data

nization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric
element to reprotect the data.

Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is protected using the SUCCESS STR data element.

The protected input data, the old data element SUCCESS STR, and a new data element SUCCESS REPROTECT STR
are then passed as inputs to the reprotect AP1. The reprotect API first unprotects the protected input data using the old
data element and then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["protegrityl234", "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, '"SUCCESS_STR'™)

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_STR",
""SUCCESS_REPROTECT_STR™)

print("'Reprotected Data: ™)

print(r_out)

Protected Data:

["pJPgrjJEqLXHa0", "6JPqrjJEqLX", "6JPqrjJEqLI5"], (6, 6, 6))
Reprotected Data:

([~ 9gQbePhQ2eGCjqw™, “JQbePhQ2eGC", "JQbePhQ2eGBK"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.17 Mock Example - Reprotecting Bulk String Data with External 1V

This section describes how to use the reprotect API for reprotecting bulk string data using external 1V. You can pass bulk string
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric
data element to reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is protected using the SUCCESS STR data element, with the help of an external 1V 71234 that is passed as bytes.

The protected input data, the old data element SUCCESS STR, a new data element SUCCESS REPROTECT STR, the
old external 1V 1234 in bytes, and a new external IV 123456in bytes are then passed as inputs to the reprotect API. As
part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data element
and old external 1V, and then reprotects it using the new data element and new external IV.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = [“"protegrityl234'", "Protegrityl”, "Protegrity56']

p_out = session.protect(data, ""SUCCESS_STR™,
external _iv=bytes(''1234", encoding=""utf-8"))

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_STR",
""SUCCESS_REPROTECT_STR", old_external_iv=bytes(''1234", encoding="utf-8"),
new_external_iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: ™)

print(r_out)

Result
Protected Data:
([ " fo9bgXoebxaCTN", "Ho9bgXoebxa®", “Ho9bgXoebx2q®*], (6, 6, 6))
Reprotected Data:
(["cQlgelQyqYB0ON™, *vQIgelQyqY6™, *vQlgelQyqYXa“], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
2.4.4.3.18 Mock Example - Reprotecting Bulk String Data Using External 1V and External Tweak

This section describes how to use the reprofect API for reprotecting bulk string data using external 1V and external tweak. You
can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V and external tweak as keyword arguments to the reprotect API, then you must pass the external
1V and external tweak as bytes.
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Example

used as bulk data, which is first protected using the SUCCESS STR data element, with the help of an external IV 1234
and external tweak abc that are both passed as bytes.

The protected input data, the old data element SUCCESS STR, a new data element SUCCESS REPROTECT STR, the
old external 1V 1234 and external tweak abc in bytes, and a new external IV 123456 and external tweak xyzin bytes are
then passed as inputs to the reprotect API. As part of a single reprotect operation, the reprofect API first unprotects the
protected input data using the old data element, and old external IV and external tweak, and then reprotects it using the
new data element, new external IV, and external tweak.

from appython import Protector

protector = Protector()

session = protector.create_session(**ALL_USER™)

data = ["protegrity1234AA", "Protegrityl£CE", "Protegrity56AAAAAA"]

p_out = session.protect(data, ""SUCCESS_STR",
external_iv=bytes(*'1234", encoding="utf-8"), external_tweak=bytes(*'abc™,

encoding=""utf-8"))

print(*'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_STR",
""SUCCESS_REPROTECT_STR', old_external_iv=bytes(''1234", encoding="utf-8"),
new_external_iv=bytes(''123456", encoding="utf-8"),

old_external_tweak=bytes(''abc', encoding="utf-8"),
new_external_tweak=bytes(*'xyz", encoding="utf-8"))

print("’'Reprotected Data: ')

print(r_out)

Result

Protected Data: R 5 R B R B R B R

([T A2X1He2vIEFmMShA\X83A\X80A\X83A\X81", “N2XIHe2vIEFA\X83A\X86A\X83A\Xx87A\Xx83A\x88",
"N2X1He2v IE50A\X83A\X80A\X83A\X81A\X83A\X82A\X83A\X83A\X83A\Xx84A\x83A\x85"],

(6, 6, 6))

Reprotected Data: R 5 R 5 R 5 R 5 R 5 R 5 R 5
([ " VmDBawm IBASTC6ANX83ANX83A\NX82A\X83ANX83ANX82A\X82A\X83ANX83ANX83A\NX82A\X82A\NX83A\X82A
\x82A\X83ANX83A\X83A\X82ANX83ANX83ANXB2ANX82ANX82A\NX83A\X83ANX82A\X82A\X83A\ 5
X82A\X82A\X83ANX83A\X83ANXB82ANX83ANX83ANXB82ANX82ANX83A\NX83A\X83ANX82A\X82A\X83A\X82A\X82
ANX82A\X83ANX83ANX82A\X83ANX83ANX82ANX82A\X82ANX83ANX83ANX82ANX82A\X83ANX82A\ .
Xx82ANX80A\X83A\X83A\X82A\X83A\NX83A\NXB82A\NX82ANX83ANX83A\X83A\X82A\X82A\X83A\X82A\X82A\X83
A\X83A\X83ANX82A\X83A\X83ANX82ANX82A\X82A\X83ANX83ANX82A\X82A\X83ANX82A\X82A\ B
X83A\X83ANX83ANX82A\X83ANXB83ANX82A\NX82A\X83ANX83ANX83ANX82A\X82ANX83A\NX82A\X82A\X82A\X83
A\X83A\X82A\X83ANX83ANX82ANX82A\X82A\X83A\X83ANX82A\X82A\X83A\X82A\X82A\X81" , B .
“emDBawm I BASANX83A\X83A\X82A\NX83ANX83A\X82A\X82ANX83ANX83A\NX83ANX82A\NX82A\X83A\X82A\X82A
\x83A\X83ANX83ANX82A\X83ANX83ANX82A\X82A\X82ANX83ANX83ANX82ANX82A\NX83ANX82A\X82A\
X83A\X83ANX83ANX82A\X83A\XB83ANX82A\X82A\X83ANX83ANX83ANX82A\X82ANX83A\NX82A\X82A\X82A\X83
ANX83A\X82A\X83ANX83ANX82ANX82A\X82ANX83ANX83ANX82ANX82A\X83ANX82A\X82ANX86A\X83AN
X83ANX82A\X83A\X83A\X82A\X82A\X83A\NX83ANX83ANX82A\X82A\X83A\X82A\X82A\X83A\X83A\X83A\X82
A\X83ANX83ANX82A\X82A\X82A\X83ANX83ANX82A\X82ANX83ANX82A\X82A\X83ANX83ANX83A\X82A\
X83ANX83ANX82A\X82A\X83ANX83A\NXB3ANXB2ANX82ANX83ANX82ANX82A\X82A\X83A\X83A\X82A\X83A\X83
ANX82A\X82A\X82A\NX83ANX83ANX82ANX82ANX83ANX82ANX82A\X87A\X83ANX83A\X82ANX83A\X83AN
X82A\X82A\X83A\X83A\X83A\X82A\X82A\X83ANX82ANX82A\X83A\X83A\X83A\X82A\X83A\X83A\X82A\X82
A\X82A\X83ANX83A\X82A\X82A\X83ANX82A\X82A\X83ANX83ANX83ANX82ANX83ANX83ANX82A\X82A\
X83ANX83ANX83ANX82ANX82A\X83A\XB82A\NX82ANX82ANX83ANX83ANX82A\X83A\X83A\X82A\X82A\X82A\X83
ANX83A\X82A\X82A\NX83A\X82A\Xx82A\x88" , "emDBawm I BAL IA\X83A\X83A\X82A\X83A\NX83A\X82A\
X82ANX83A\X83A\X83A\X82A\X82A\X83A\NX82A\NX82ANX83ANX83A\X83A\X82A\X83A\X83A\X82A\X82A\X82
A\X83A\X83ANX82A\X82A\X83ANX82A\NX82A\X83ANX83ANX83ANX82A\X83ANX83ANX82A\NX82A\X83AN\
X83ANX83ANX82A\X82ANX83ANX82A\X82A\NX82ANX83ANX83ANX82ANX83ANX83A\X82A\X82A\X82A\X83A\X83
ANX82A\X82A\X83ANX82A\X82ANX80A\X83ANXB3ANX82ANX83ANX83ANX82A\NX82A\X83ANX83A\X83AN
X82ANX82A\X83A\X82A\X82A\X83A\X83A\NX83ANX82ANX83ANX83A\X82A\X82A\X82A\X83A\X83A\X82A\X82
A\X83A\X82A\X82A\X83A\X83ANX83ANX82A\X83ANX83ANX82A\NX82A\X83ANX83ANX83ANX82A\X82AN\
X83ANX82ANX82A\X82A\X83A\X83A\XB82A\NXB83ANX83ANXB2ANX82A\X82A\X83A\X83A\X82A\X82A\X83A\X82
ANX82A\X81ANX83ANX83ANX82ANX83ANX83ANXB2ANX82ANX83ANX83ANX83ANX82A\X82A\NX83A\X82AN\
X82A\X83A\X83A\X83A\X82A\X83A\NX83ANX82ANX82ANX82A\X83A\X83A\X82A\X82A\X83A\X82A\X82A\X83
A\X83A\X83ANX82A\X83A\X83ANX82A\NX82A\X83ANX83ANX83ANX82A\X82ANX83ANX82A\NX82A\X82A\
X83A\X83ANX82ANX83ANX83ANXB82ANX82A\X82A\X83ANX83ANX82A\X82A\X83ANX82A\X82A\X82A\X83A\X83
ANX82A\X83ANX83ANX82ANX82ANX83ANX83ANXB3ANX82ANX82A\X83ANX82A\NX82A\X83ANX83A\X83AN
X82ANX83ANX83A\X82A\X82A\X82A\X83ANX83ANX82ANX82A\X83A\X82A\X82A\X83A\X83A\X83A\X82A\X83

s ] Confidential 214



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

A\X83A\Xx82A\X82A\X83A\X83A\X83A\X82A\X82A\X83A\X82A\X82A\X82A\X83A\X83A\X82A\X83A\
x83A\x82A\x82A\x82A\Xx83A\Xx83A\Xx82A\x82A\x83A\x82A\x82A\x83A\x83A\Xx83A\Xx82A\x83A\x83A\x82
A\x82A\x83A\x83A\x83A\x82A\Xx82A\X83A\X82A\X82A\X83A\X83A\Xx83A\x82A\Xx83A\Xx83A\X82A\
X82A\X82A\X83ANX83ANX82A\X82ANX83A\NX82A\X82A\X83ANX83A\NX83A\X82ANX83A\NX83A\X82A\X82A\X83
A\x83A\Xx83A\x82A\x82A\x83A\Xx82A\Xx82A\X82A\X83A\X83A\X82A\X83A\Xx83A\Xx82A\Xx82A\X82A\
x83A\x83A\x82A\x82A\Xx83A\Xx82A\x82A\x84A\x83A\x83A\x82A\x83A\x83A\x82A\x82A\x83A\x83A\x83
A\x82A\x82A\x83A\x82A\x82A\Xx83A\X83A\X83A\X82A\X83A\X83A\Xx82A\x82A\x82A\Xx83A\X83A\
X82A\X82A\X83ANX82A\X82A\X83ANX83A\NX83A\X82ANX83ANX83A\NX82A\X82A\X83A\NX83A\X83A\X82A\X82
A\X83A\X82A\X82A\X82A\X83ANX83ANX82A\X83ANX83ANX82A\NX82A\X82ANX83A\NX83A\NX82A\X82A\
x83A\x82A\x82A\x85"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.19 Mock Example - Protecting Integer Data

This section describes how to use the protect API for protecting integer data.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example
In the following example, 27 is used as the integer data, which is tokenized using the SUCCESS_INT data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)
output = session.protect(21, "SUCCESS_ INT™)
print("'Protected Data: %s' %output)

Result

Protected Data: 68

2.4.4.3.20 Mock Example - Protecting Integer Data with External Initialization Vector (1V)

This section describes how to use the protect API for protecting integer data using external initialization vector (1V).

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 21 is used as the integer data, which is tokenized using the SUCCESS INT data element, with
the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

output = session.protect(21, "SUCCESS_ INT", external_iv=bytes(''1234", encoding="utf-8"))
print("'Protected Data: %s' %output)

Result

Protected Data: 36
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2.4.4.3.21 Mock Example - Protecting Bulk Integer Data

This section describes how to use the protect API for protecting bulk integer data. You can pass bulk integer data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using the
SUCCESS INT data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data = [21, 42, 55]

p_out = session.protect(data, ""SUCCESS_INT™)
print("'Protected Data: ")

print(p_out)

Result

Protected Data:
([68, 46, 55], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.22 Mock Example - Protecting Bulk Integer Data with External 1V

This section describes how to use the protect API for protecting bulk integer data using external IV. You can pass bulk integer
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using the
SUCCESS INT data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, '""SUCCESS_INT", external_iv=bytes(''1234",
encoding="utf-8""))

print("’Protected Data: ")

print(p_out)
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Result

Protected Data:
(36, 13, 99], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.23 Mock Example - Unprotecting Integer Data

This section describes how to use the unprotect API for retrieving the original integer data from protected data.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, the integer data 27 that was protected using the SUCCESS INT data element, is now
unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
output = session.protect(21, "SUCCESS_INT"™)
print("'Protected Data: %s'" %output)

org = session.unprotect(output, "SUCCESS_INT'")
print(“'Unprotected Data: %s" %org)

Result

Protected Data: 68
Unprotected Data: 21

2.4.4.3.24 Mock Example - Unprotecting Integer Data with External 1V

This section describes how to use the unprotect API for retrieving the original integer data from protected data, using external
initialization vector (1V).

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the
API.

Example

In the following example, the integer data 27 that was protected using the SUCCESS INT data element and the external
IV 1234, is now unprotected using the same data element and same external 1V.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)
output = session.protect(21, "SUCCESS_ INT",
external _iv=bytes(''1234", encoding="utf-8"))
print("'Protected Data: %s'" %output)
org = session.unprotect(output, *"SUCCESS_ INT",
external _iv=bytes(''1234", encoding="utf-8"))
print(“'Unprotected Data: %s'" %org)

Result

Protected Data: 36
Unprotected Data: 21
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2.4.4.3.25

Mock Example - Unprotecting Bulk Integer Data

This section describes how to use the unprotect API for retrieving the original bulk integer data from protected data.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using the
SUCCESS INT data element. The bulk integer data is then unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)
data = [21, 42, 55]

p_out = session.protect(data, ""SUCCESS_INT™)
print("'Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_INT'")
print(“'Unprotected Data: ')

print(out)

Result

2.4.4.3.26

Protected Data:

([68. 46, 55], (6, 6, 6))
Unprotected Data:

([21, 42, 55], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

Mock Example - Unprotecting Bulk Integer Data with External IV

This section describes how to use the unprotect API for retrieving the original bulk integer data from protected data using external

V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the

API.

Example

Result

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using
the SUCCESS INT data element and external IV 1234. The bulk integer data is then unprotected using the same data
element and external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, '"SUCCESS_INT", external_iv=bytes(''1234",
encoding="utf-8"))

print(*’Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_INT", external_iv=bytes(''1234",
encoding="utf-8"))

print(“’'Unprotected Data: ')

print(out)

Protected Data:

([36, 13, 99], (6, 6, 6))
Unprotected Data:

([21, 42, 55], (8, 8, 8))
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6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.27 Mock Example - Reprotecting Integer Data

This section describes how to use the reprofect API for reprotecting integer data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, 27 is used as the input integer data, which is first protected using the SUCCESS INT data
element.

The tokenized input data, the old data element SUCCESS INT, and a new data element SUCCESS REPROTECT _INT
are then passed as inputs to the reprotect AP1. The reprotect AP first unprotects the protected input data using the old
data element, and then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(21l, "SUCCESS_INT™)

print("'Protected Data: %s' %output)

r_out = session.reprotect(output, "SUCCESS INT", ""SUCCESS_REPROTECT_ INT'™)
print("’'Reprotected Data: %s'" %r_out)

Result
Protected Data: 68
Reprotected Data: 69
2.4.4.3.28 Mock Example - Reprotecting Integer Data with External 1V

This section describes how to use the reprotect API for reprotecting integer data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 27 is used as the input integer data, which is first tokenized using the SUCCESS INT data
element, with the help of external 1V 1234 that is passed as bytes.
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The protected input data, the old data element SUCCESS INT, a new data element SUCCESS REPROTECT _INT, the
old external 1V 1234 in bytes, and a new external IV 123456in bytes are then passed as inputs to the reprotect AP1. As
part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data element
and old external 1V, and then reprotects it using the new data element and new external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

p_out = session.protect(21l, "SUCCESS_INT",
external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS_ INT", '"SUCCESS REPROTECT_INT",
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external _iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: %s'" %r_out)

Result

Protected Data: 36
Reprotected Data: 14

2.4.4.3.29 Mock Example - Reprotecting Bulk Integer Data

This section describes how to use the reprotect API for reprotecting bulk integer data. You can pass bulk integer data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note:
The AP Python APIs support integer values only between -2147483648 and 2147483648, both inclusive.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using the
SUCCESS INT data element.

The protected input data, the old data element SUCCESS INT, and a new data element SUCCESS REPROTECT INT
are then passed as inputs to the reprotect AP1. The reprotect API first unprotects the protected input data using the old
data element and then reprotects it using the new data element, as part of a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, ""SUCCESS_INT'™)

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], ""SUCCESS_INT', "SUCCESS_REPROTECT_INT)
print("’'Reprotected Data: ')

print(r_out)
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Result

Protected Data:

([68, 46, 55], (6, 6, 6))
Reprotected Data:

([69, 86, 22], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.30 Mock Example - Reprotecting Bulk Integer Data with External 1V

This section describes how to use the reprotect API for rerotecting bulk integer data using external 1V. You can pass bulk integer
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is protected using the
SUCCESS INT data element, with the help of an external IV 123that is passed as bytes.

The tokenized input data, the old data element SUCCESS INT, a new data element SUCCESS REPROTECT_INT, the
old external IV 123in bytes, and a new external IV 1234 in bytes are then passed as inputs to the reprotect AP1. As part
of a single reprotect operation, the reprotect AP first unprotects the protected input data using the given data element and
old external 1V, and then reprotects it using the new data element and new external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, '"SUCCESS_INT", external_iv=bytes(''1234",

encoding="utf-8"))

print(*’‘Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_INT", "SUCCESS_REPROTECT_INT",
old_external_iv=bytes(''123", encoding="utf-8"), new_external_iv=bytes('1234",

encoding=""utf-8"))

print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([36, 13, 99], (6, 6, 6))
Reprotected Data:
([24, 72, 33], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.31 Mock Example - Protecting Long Data

This section describes how to use the protect API for protecting long data.
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Example

In the following example, 1376235139103947is used as the long data, which is protected using the SUCCESS LONG
data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(1376235139103947, "SUCCESS_LONG™)
print("’Protected Data: %s' %output)

Result

Protected Data: 8632961867806753

2.4.4.3.32 Mock Example - Protecting Long Data with External 1V

This section describes how to use the protect API for protecting long data using external 1V.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 1376235139103947is used as the long data, which is protected using the SUCCESS LONG
data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

output = session.protect(1376235139103947, '"SUCCESS_LONG",
external_iv=bytes(*'1234", encoding=""utf-8"))

print("'Protected Data: %s' %output)

Result

Protected Data: 6278329624602417

2.4.4.3.33 Mock Example - Protecting Bulk Long Data

This section describes how to use the protect API for protecting bulk long data. You can pass bulk long data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is protected using the SUCCESS [ ONG data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, ""SUCCESS_LONG'™)
print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([8632961867806753, 9672961467836748, 7638965892832741], (6, 6, 6))
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6 is the success return code for the protect operation of each element in the list.

2.4.4.3.34 Mock Example - Protecting Bulk Long Data with External IV

This section describes how to use the protect API for protecting bulk long data using external V. You can pass bulk long data as a
list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: If you want to pass the external 1V as a keyword argument to the protect API, then you must pass the external 1V as bytes to the API.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is protected using the SUCCESS L ONG data element, with the help of external IV 1234
that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "SUCCESS LONG"™, external_iv=bytes('1234",
encoding=""utf-8"))

print("'Protected Data: ')

print(p_out)

Result

Protected Data:
([6278329624602417, 3248329524672456, 4276321638678459], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.35 Mock Example - Unprotecting Long Data

This section describes how to use the unprotect API for retrieving the original long data from protected data.

Example

In the following example, the long data 137623513910394 7 that was tokenized using the SUCCESS LONG data
element, is now unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(1376235139103947, "SUCCESS_LONG'™)
print("'Protected Data: %s' %output)

org = session.unprotect(output, "SUCCESS LONG'™)
print(“'Unprotected Data: %s'" %org)

Result

Protected Data: 8632961867806753
Unprotected Data: 1376235139103947
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2.4.4.3.36

Mock Example - Unprotecting Long Data with External IV

This section describes how to use the unprotect API for retrieving the original long data from protected data, using external

initiali

zation vector (1V).

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the

API

Example

Result

2.4.4.3.37

In the following example, the long data 1376235139103947 that was protected using the SUCCESS L ONG data element
and the external 1V 1234 is now unprotected using the same data element and external V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect(1376235139103947, 'SUCCESS_LONG",

external_iv=bytes("'1234", encoding=""utf-8"))

print("'Protected Data: %s' %output)

org = session.unprotect(output, "SUCCESS LONG",
external_iv=bytes(''1234", encoding="utf-8"))

print('Unprotected Data: %s" %org)

Protected Data: 6278329624602417
Unprotected Data: 1376235139103947

Mock Example - Unprotecting Bulk Long Data

This section describes how to use the unprotect AP1 for retrieving the original bulk long data from protected data.

Example

Result

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a
list and used as bulk data, which is protected using the SUCCESS L ONG data element. The bulk long data is then
unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, "SUCCESS_LONG™)
print("'Protected Data: ')

print(p_out)

out = session.unprotect(p_out[0], ""SUCCESS_LONG'")
print(""Unprotected Data: ™)

print(out)

Protected Data:

([8632961867806753, 9672961467836748, 7638965892832741], (6, 6, 6))
Unprotected Data:

([1376235139103947, 2396235839173981, 9371234126176985], (8, 8. 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.4.3.38 Mock Example - Unprotecting Bulk Long Data with External 1V

This section describes how to use the unprotect API for retrieving the original bulk long data from protected data using external

V.

Note: If you want to pass the external 1V as a keyword argument to the unprotect API, then you must pass the external IV as bytes to the

API.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is protected using the SUCCESS L ONG data element and external IV 1234. The bulk long

data is then unprotected using the same data element and same external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "SUCCESS LONG", external_iv=bytes(''1234",
encoding="utf-8"))

print("’Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_LONG", external_iv=bytes(''1234",
encoding="utf-8"))

print("'Unprotected Data: ')

print(out)

Result

Protected Data:

([6278329624602417, 3248329524672456, 4276321638678459], (6, 6, 6))
Unprotected Data:

([1376235139103947, 2396235839173981, 9371234126176985], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.39 Mock Example - Reprotecting Long Data

This section describes how to use the reprotect API for reprotecting long data.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to

reprotect the data.

Example

In the following example, 1376235139103947 is used as the input long data, which is first protected using the

SUCCESS LONG data element.

The protected input data, the old data element SUCCESS LONG, and a new data element

SUCCESS REPROTECT LONG are then passed as inputs to the reprotect AP1. The reprotect API first unprotects
the protected input data using the old data element and then reprotects it using the new data element, as part of a single

reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

output = session.protect(1376235139103947, "SUCCESS_LONG™)
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print("'Protected Data: %s' %output)
r_out = session.reprotect(output, "SUCCESS LONG"™, ""SUCCESS_REPROTECT_LONG')
print(“’'Reprotected Data: %s" %r_out)

Result
Protected Data: 8632961867806753

2.4.4.3.40 Mock Example - Reprotecting Long Data with External 1V

This section describes how to use the reprotect API for reprotecting long data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 1376235139103947 is used as the input long data, which is first protected using the
SUCCESS L ONG data element, with the help of external 1V 7234 that is passed as bytes.

The protected input data, the old data element SUCCESS LONG, a new data element SUCCESS REPROTECT LONG,
the old external 1V 1234 in bytes, and a new external IV 123456 in bytes are then passed as inputs to the reprotect API.
As part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data
element and old external 1V, and then reprotects it using the new data element and new external V.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

p_out = session.protect(1376235139103947, "SUCCESS_LONG",
external_iv=bytes(*'1234", encoding=""utf-8"))

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS LONG", "SUCCESS REPROTECT_LONG",
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external_iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: %s'" %r_out)

Result

Protected Data: 6278329624602417
Reprotected Data: 4563152458405896

2.4.4.3.41 Mock Example - Reprotecting Bulk Long Data

This section describes how to use the reprotect API for reprotecting bulk long data. You can pass bulk long data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Example
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In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is protected using the SUCCESS L ONG data element.

The tokenized input data, the old data element SUCCESS L ONG, and a new data element

SUCCESS REPROTECT _LONG are then passed as inputs to the reprotect AP1. The reprotect API first unprotects
the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, ""SUCCESS_LONG™)

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_LONG'", *"SUCCESS REPROTECT_LONG™)
print("'Reprotected Data: ')

print(r_out)

Result

Protected Data:

([8632961867806753, 9672961467836748, 7638965892832741], (6, 6, 6))
Reprotected Data:

([4213926425402581, 9253926725412574, 5214928493413576], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.42 Mock Example - Reprotecting Bulk Long Data with External IV

This section describes how to use the reprotect API for reprotecting bulk long data using external IV. You can pass bulk long data
as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Integer data element to protect the data, then you must use only Integer data element to
reprotect the data.

Note: If you want to pass the external 1V as a keyword argument to the reprotect API, then you must pass the external 1V as bytes to the
API.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is protected using the SUCCESS [ ONG data element, with the help of an external 1V 1234
that is passed as bytes.

The protected input data, the old data element SUCCESS LONG, a new data element SUCCESS REPROTECT LONG,
the old external 1V 1234 in bytes, and a new external IV 123456 in bytes are then passed as inputs to the reprotect API.
As part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data
element and old external 1V, and then reprotects it using the new data element and new external V.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [1376235139103947, 2396235839173981, 9371234126176985]

p_out = session.protect(data, "SUCCESS_LONG"™, external_iv=bytes(''1234",
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encoding="utf-8"))

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_ LONG", *"SUCCESS_REPROTECT_LONG",
old_external_iv=bytes(''1234", encoding="'utf-8"),

new_external _iv=bytes(''123456", encoding=""utf-8"))

print("’'Reprotected Data: ')

print(r_out)

Result

Protected Data:
([6278329624602417, 3248329524672456, 4276321638678459], (6, 6, 6))
Reprotected Data:

([4563152458405896, 1583152758465874, 8564159413463872], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.43 Mock Example - Protecting Float Data

This section describes how to use the protect API for protecting float data using a No Encryption data element. You can use this
API for access control and auditing.

Example
In the following example, 22.5is used as the float data, which is protected using the SUCCESS FLOAT data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)
output = session.protect(22.5, "SUCCESS_FLOAT')
print("'Protected Data: %s' %output)

Result

Protected Data: 22.5

As we are using a No Encryption data element to protect the data, the protected output data is the same as the input data.

2.4.4.3.44 Mock Example - Protecting Bulk Float Data

This section describes how to use the protect API for protecting bulk float data using a No Encryption data element. You can pass
bulk float data as a list or a tuple. You can use this API for access control and auditing.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is protected
using the SUCCESS FL OAT data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
data = [22.5, 48.93, 94.31]

p_out = session.protect(data, "SUCCESS_FLOAT'")
print("'Protected Data: ')

print(p_out)
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Result

Protected Data:
([22.5, 48.93, 94.31], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

As we are using a No Encryption data element to protect the data, the protected output data is the same as the input data.

2.4.4.3.45 Mock Example - Unprotecting Float Data

This section describes how to use the unprotect API for unprotecting float data using a No Encryption data element. You can use
this API for access control and auditing.

Example

In the following example, the long data 22.5that was protected using the SUCCESS FL OAT data element, is now
unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
output = session.protect(22.5, "SUCCESS_ FLOAT'™)
print("'Protected Data: %s' %output)

org = session.unprotect(output, "SUCCESS FLOAT'")
print(**'Unprotected Data: %s" %org)

Result

Protected Data: 22.5
Unprotected Data: 22.5

The input data, the protected output data, and the unprotected data are the same, as we are using a No Encryption data
element to protect and unprotect the data.

2.4.4.3.46 Mock Example - Unprotecting Bulk Float Data

This section describes how to use the unprotect API for unprotecting bulk float data using a No Encryption data element. You can
use this API for access control and auditing.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is protected
using the SUCCESS FL OAT data element. The bulk float data is then unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)
data = [22.5, 48.93, 94.31]

p_out = session.protect(data, '"SUCCESS_FLOAT')
print("'Protected Data: ")

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS FLOAT™)
print(""Unprotected Data: ™)

print(out)

Result

Protected Data:

([22.5, 48.93, 94.31], (6, 6, 6))
Unprotected Data:

([22.5, 48.93, 94.31], (8, 8, 8))
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6 is the success return code for the protect operation of each element in the list.
8 is the success return code for the unprotect operation of each element in the list.

The input data, the protected output data, and the unprotected data are the same, as we are using a No Encryption data
element to protect and unprotect the data.

2.4.4.3.47 Mock Example - Reprotecting Float Data

This section describes how to use the reprotect API for reprotecting float data using a No Encryption data element. You can use
this API for access control and auditing.

Warning: If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used No Encryption data element to protect the data, then you must use only No Encryption
data element to reprotect the data.

Example

In the following example, 22.5is used as the input float data, which is first protected using the SUCCESS FLOAT data
element.

The protected input data, the old data element SUCCESS FLOAT, and a new data element

SUCCESS REPROTECT FLOAT are then passed as inputs to the reprotect API. The reprotect API first unprotects
the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(22.5, "SUCCESS_FLOAT')

print("'Protected Data: %s'" %output)

r_out = session.reprotect(output, "SUCCESS FLOAT', "SUCCESS REPROTECT_FLOAT™)
print("'Reprotected Data: %s" %r_out)

Result

Protected Data: 22.5
Reprotected Data: 22.5

As we are using a No Encryption data element to protect and reprotect the data, the reprotected output data is the same as
the protected data.

2.4.4.3.48 Mock Example - Reprotecting Bulk Float Data

This section describes how to use the reprotect API for reprotecting bulk float data using a No Encryption data element. You can
pass bulk long data as a list or a tuple. You can use this API for access control and auditing.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used No Encryption data element to protect the data, then you must use only No Encryption
data element to reprotect the data.

Example
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In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is protected
using the SUCCESS FL OAT data element.

The tokenized input data, the old data element SUCCESS FL OAT, and a new data element

SUCCESS REPROTECT_FLOAT are then passed as inputs to the reprotect API. The reprotect API first unprotects
the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, ""SUCCESS_FLOAT'™)

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS_FLOAT"™, "'SUCCESS_REPROTECT_FLOAT™)
print("’'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([22.5, 48.93, 94.31], (6, 6, 6))
Reprotected Data:
([22.5, 48.93, 94.31], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

As we are using a No Encryption data element to protect and reprotect the data, the reprotected output data is the same as
the protected data.

2.4.4.3.49 Mock Example - Protecting Bytes Data

This section describes how to use the protect API for protecting bytes data.

Example

In the following example, "Protegrity1"string is first converted to bytes using the Python bytes() method. The bytes data
is then protected using the SUCCESS BYTE data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)
data=bytes("'Protegrityl’, encoding="utf-8")
p_out = session.protect(data, '"SUCCESS BYTE')
print(*’'Protected Data: %s'™ %p_out)

Result

Protected Data: b"nLiNJRL7N2P*

2.4.4.3.50 Mock Example - Protecting Bytes Data with External 1V

This section describes how to use the protect API for protecting bytes data using external V.

Example
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In the following example, "Protegrity1”string is first converted to bytes using the Python byfes() method. The bytes data
is then protected using the SUCCESS BYTE data element, with the help of external 1V 1234 that is passed as bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data=bytes("'Protegrityl", encoding="utf-8")

output = session.protect(data, '"SUCCESS BYTE",
external_iv=bytes(''1234", encoding="utf-8"))

print("’Protected Data: %s' %output)

Result

Protected Data: b"Ho9bgXoebxa®

2.4.4.3.51 Mock Example - Protecting Bulk Bytes Data

This section describes how to use the protect API for protecting bulk bytes data. You can pass bulk bytes data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the

Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = [bytes(protegrityl1234'™), bytes("Protegrityl'™), bytes("Protegrity56™)]
p_out = session.protect(data, ""SUCCESS BYTE™)

print("'Protected Data: ")

print(p_out)

Result

Protected Data:
([b"pJPgrjJEgLXHa0", b"6JPqrjJEqLX", b*"6JPqrjJEqLI5"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.52 Mock Example - Protecting Bulk Bytes Data with External IV

This section desribes how to use the protect API for protecting bulk bytes data using external IV. You can pass bulk bytes data as
a list or a tuple.

Example

In the following example, protegrity1234, Protegrity1, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element, with the help of external IV 1234 that is passed as bytes.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)
data = [bytes("'protegrityl234'", encoding="utf-8"), bytes("Protegrityl",
encoding="utf-8"), bytes("Protegrity56", encoding="utf-8")]
p_out = session.protect(data, ""SUCCESS_BYTE",
external_iv=bytes('1234", encoding=""utf-8"))
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print("'Protected Data: ')
print(p_out)

Result

Protected Data:
([b"fo9bgXoebxaCTN", b*Ho9bgXoebxa®, b"Ho9bgXoebx2q*], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.53 Mock Example - Unprotecting Bytes Data

This section describes how to use the unprotect API for retrieving the original bytes data from protected data.

Example

In the following example, the bytes data b 'Protegrity'that was protected using the SUCCESS BYTE data element, is
now unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)
data=bytes("'Protegrityl’, encoding="utf-8")
p_out = session.protect(data, ""SUCCESS BYTE')
print("'Protected Data: %s'" %p_out)

org = session.unprotect(p_out, "SUCCESS BYTE'")
print("'Unprotected Data: %s'" %org)

Result

Protected Data: b"6JPqrjJEqLX"
Unprotected Data: b"Protegrityl”

2.4.4.3.54 Mock Example - Unprotecting Bytes Data with External 1V

This section describes how to use the unprotect API for retrieving the original bytes data from protected data, using external
initialization vector (V).

Example

In the following example, the bytes data b'Protegrity'that was protected using the SUCCESS BYTE data element and
the external 1V 7234 is now unprotected using the same data element and same external IV.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)
data=bytes("'Protegrityl’”, encoding="utf-8")

p_out = session.protect(data, ""SUCCESS BYTE"™, external_iv=bytes('1234",
encoding=""utf-8"))

print("'Protected Data:', p_out)

org = session.unprotect(p_out, "SUCCESS BYTE"™, external_iv=bytes(''1234",
encoding=""utf-8""))
print(“'Unprotected Data:", org)

Result

Protected Data: b"Ho9bgXoebxa®
Unprotected Data: b"Protegrityl”

2.4.4.3.55 Mock Example - Unprotecting Bulk Bytes Data

This section describes how to use the unprotect API for retrieving the original bulk bytes data from protected data.
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Example

Result

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element. The bulk bytes data is then unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = [bytes("protegrity1234'™), bytes("Protegrityl'™), bytes("Protegrity56')]
p_out = session.protect(data, ""SUCCESS BYTE™)

print(*'Protected Data: ")

print(p_out)

org = session.unprotect(p_out[0], "SUCCESS_BYTE')

print(*’‘Unprotected Data: ')

print(org)

Protected Data:

([b"pJPgrjJEgLXHa0", b"6JPqrjJEqLX", b"6JPqrjJEqLI5"], (6, 6, 6))
Unprotected Data:

([b"protegrityl234®, b"Protegrityl®, b"Protegrity56"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.56 Mock Example - Unprotecting Bulk Bytes Data with External IV

This section describes how to use the unprotect API for retrieving the original bulk bytes data from protected data using external

V.
Example
In the following example, protegrity1234, Protegrity1, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element, with the help of external IV 1234 that is passed as bytes. The bulk bytes data is then
unprotected using the same data element and same external IV.
from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)
data = [bytes("protegrityl234'", encoding="utf-8"), bytes("Protegrityl",
encoding="utf-8"), bytes("Protegrity56', encoding="utf-8")]
p_out = session.protect(data, '"SUCCESS_BYTE",
external_iv=bytes(*'1234", encoding=""utf-8"))
print("'Protected Data: ")
print(p_out)
org = session.unprotect(p_out[0], "SUCCESS BYTE",
external_iv=bytes(*'1234", encoding=""utf-8"))
print("'Unprotected Data: ')
print(org)
Result

Protected Data:

([b"fo9bgXoebxaCTN", b*Ho9bgXoebxa®, b*Ho9bgXoebx2q*], (6, 6, 6))
Unprotected Data:

([b"protegrityl234®, b"Protegrityl®, b"Protegrity56"], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.57

8 is the success return code for the unprotect operation of each element in the list.

Mock Example - Re-encrypting Bytes Data

This section describes how to use the reprotect API for re-encrypting bytes data.

Warning: If you are using the reprotect API, then the old data element and the new data element must be of the same protection method.
For example, if you have used AES256 data element to protect the data, then you must use only AES256 data element to reprotect the data.

Example

Result

2.4.4.3.58

In the following example, Protegrityl string is first converted to bytes using the Python byfes() method. The bytes data
is then encrypted using the SUCCESS BYTE data element. Therefore, the encrypt to parameter is passed as a keyword
argument and its value is set to bytes.

The protected input data, the old data element SUCCESS BYTE, and a new data element

SUCCESS REPROTECT _BYTE are then passed as inputs to the reprotect API. The reprotect API first decrypts the
protected input data using the old data element and then re-encrypts it using the new data element, as part of a single
reprotect operation. Therefore, the encrypt_fo parameter is passed as a keyword argument and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data=bytes("'Protegrityl™, encoding=""utf-8")

p_out = session.protect(data, ""SUCCESS BYTE", encrypt_to=bytes)
print(Encrypted Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS BYTE'", "SUCCESS REPROTECT_ BYTE",
encrypt_to=bytes)

print("'Re-encrypted Data: %s"™ %r_out)

Encrypted Data: b"6JPqrjJEqLX"
Re-encrypted Data: b®JQbePhQ2eGC*

Mock Example - Reprotecting Bytes Data with External IV

This section describes how to use the reprotect API for reprotecting bytes data using external 1V.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alphanumeric data element to protect the data, then you must use only Alphanumeric data
element to reprotect the data.

Example

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data is
then protected using the SUCCESS BYTE data element, with the help of external IV 7234 that is passed as bytes.

The protected input data, the old data element SUCCESS BYTE, a new data element SUCCESS REPROTECT BYTE,
the old external IV 1234 in bytes, and a new external IV 123456 in bytes are then passed as inputs to the reprotect API.
As part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data
element and old external 1V, and then reprotects it using the new data element and new external 1V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data=bytes(*'Protegrityl™, encoding=""utf-8")
p_out = session.protect(data, ""SUCCESS BYTE",
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external_iv=bytes(''1234", encoding="utf-8"))

print("'Protected Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS BYTE",
""SUCCESS_REPROTECT_BYTE'", old_external_iv=bytes(''1234", encoding="'utf-8"),
new_external _iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: %s'" %r_out)

Result

Protected Data: b"Ho9bgXoebxa®
Reprotected Data: b"vQlgelQyqY6*

2.4.4.3.59 Mock Example - Reprotecting Bulk Bytes Data

This section describes how to use the reprotect API for reprotecting bulk bytes data. You can pass bulk bytes data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric
data element to reprotect the data.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element.

The tokenized input data, the old data element SUCCESS BYTE, and a new data element

SUCCESS REPROTECT BYTE are then passed as inputs to the reprotect API. The reprotect API first unprotects

the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = [bytes("protegrityl1234'™), bytes("Protegrityl'™), bytes(''Protegrity56')]

p_out = session.protect(data, ""SUCCESS BYTE™)

print("'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS BYTE",
""SUCCESS_REPROTECT_BYTE™)

print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([b"pJIPqrjJEqLXHa0", b"6JPqrjJEqLX", b"6JPqrjJEQLI5"], (6, 6, 6))
Reprotected Data:
([b"gQbePhQ2eGCjgW™, b"JQbePhQ2eGC", b*JQbePhQ2eGBK"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.60 Mock Example - Reprotecting Bulk Bytes Data with External 1V

This section describes how to use the reprotect API for reprotecting bulk bytes data using external V. You can pass bulk bytes
data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used Alpha-Numeric data element to protect the data, then you must use only Alpha-Numeric
data element to reprotect the data.

Example

In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are first converted to bytes using the
Python bytes() method. The converted bytes are then stored in a list and used as bulk data, which is protected using the
SUCCESS BYTE data element, with the help of an external IV 1234 that is passed as bytes.

The protected input data, the SUCCESS BYTE data element, a new data element SUCCESS REPROTECT BYTE, the
old external IV 1234 in bytes, and a new external IV 123456in bytes are then passed as inputs to the reprotect API. As
part of a single reprotect operation, the reprotect API first unprotects the protected input data using the given data element
and old external 1V, and then reprotects it using the new data element and with the new external V.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [bytes(''protegrityl234'", encoding="utf-8"), bytes("Protegrityl",

encoding="utf-8"), bytes("Protegrity56", encoding="utf-8")]

p_out = session.protect(data, ""SUCCESS_BYTE",
external_iv=bytes("'1234", encoding=""utf-8"))

print(*'Protected Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS BYTE",
""SUCCESS_REPROTECT_BYTE', old_external_iv=bytes(''1234", encoding="utf-8"),
new_external_iv=bytes(''123456", encoding=""utf-8"))

print("'Reprotected Data: ')

print(r_out)

Result
Protected Data:
([b"fo9bgXoebxaCTN", b*Ho9bgXoebxa®, b“Ho9bgXoebx2q*], (6, 6, 6))
Reprotected Data:
([b"cQlgelQyqgY600N", b*vQlgelQyqY6", b"vQlgelQyqgYXa®], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.61 Mock Example - Protecting Date Object in DD/MM/YYYY Format

This section describes how to use the protect AP for protecting the date object.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in DD/MM/YYYY format

In the following example, the 27/01/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.
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The date object is then protected using the SUCCESS DATE _DDMMYYY'Y data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(*"ALL_USER™)

data = datetime.strptime(''27/01/2019", "%d/%m/%Y'").date()
print("’"\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, '"SUCCESS_DATE_DDMMYYYY')
print("’Protected date: "+str(p_out))

Result

2.4.4.3.62

Input date as a Date object : 2019-01-27
Protected date: 2022-06-14

Mock Example - Protecting Bulk Date Objects in DD/MM/YYYY Format

This section describes how to use the protect API for protecting bulk date objects. You can pass bulk date objects as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the 27/01/2019 and 22/04/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then protected using the SUCCESS DATE_DDMMYYY'Y data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER'™)

datal = datetime.strptime(''27/01/2019", "%d/%m/%Y'") .date()
data2 = datetime.strptime(''22/04/2018", *%d/%m/%Y'") .date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS DATE_DDMMYYYY')
print("’Protected data: "+str(p_out))

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2022, 6, 14), datetime.date(2021, 9, 7)]., (6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.63 Mock Example - Protecting Date String in DD/MM/YYYY Format

This section describes how to use the protect API for protecting a date string in DD/MM/YYYY format.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date string in DD/MM/YYYY format

In the following example, the 27/01/2019 date string is used as the input data, which is protected using the
SUCCESS DATE DDMMYYYY data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

p_out = session.protect(’'27/01/2019", "SUCCESS_DATE_DDMMYYYY')
print("'Protected date: " + p_out)

Result

Protected date: 14/06/2022

2.4.4.3.64 Mock Example - Protecting Bulk Date Strings in DD/MM/YYYY Format

This section describes how to use the protect API for protecting bulk date strings. You can pass bulk date strings as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 27/01/2019 and 22/04/2018 date strings are used to create a list, which is used as the input
data. The input list is then protected using the SUCCESS DATE DDMMYY'Y'Y data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = ["27/01/2019", '22/04/2018']

print(Input data: " + str(data))

p_out = session.protect(data, ""SUCCESS DATE_DDMMYYYY'™)
print("'Protected data: " + str(p_out))

Result

Input data: ["27/01/2019%, "22/04/2018"]
Protected data: (["14/06/2022%, "07/09/2021"], (6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.65 Mock Example - Unprotecting Date Objects in DD/MM/YYYY Format

This section describes how to use the unprotect API for retrieving the original data object from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in DD/MM/YYYY format

In the following example, the 27/01/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is first protected using the SUCCESS DATE DDMMYYY'Y data element, and is then unprotected using
the same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

data = datetime.strptime(''27/01/2019*, *%d/%m/%Y"").date()
print("’"\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, '"'SUCCESS_DATE_DDMMYYYY')
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS_DATE_DDMMYYYY')
print(“'Unprotected date: "+str(unprotected _output))

Result

Input date as a Date object : 2019-01-27
Protected date: 2022-06-14
Unprotected date: 2019-01-27

2.4.4.3.66 Mock Example - Unprotecting Bulk Date Objects in DD/MM/YYYY Format

This section describes how to use the unprotect API for retrieving the original bulk date objects from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 27/01/2019 and 22/04/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the gatetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then protected using the SUCCESS DATE DDMMYYY'Y data element, and then unprotected using the
same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

datal = datetime.strptime(*'27/01/2019", *%d/%m/%Y'").date()
data2 = datetime.strptime(''22/04/2018", "%d/%m/%Y'") .date()
data = [datal, data2]
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print("Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS DATE_DDMMYYYY')

print("’Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATE_ DDMMYYYY')
print("'Unprotected data: "+str(unprotected_output))

Result

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2022, 6, 14), datetime.date(2021, 9, 7)], (6, 6))
Unprotected data: ([datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.67 Mock Example - Unprotecting Date String in DD/MM/YYYY Format

This section describes how to use the unprotect API for retrieving the original data string from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date string in DD/MM/YYYY format

In the following example, the 27/01/2019 date string that was protected using the SUCCESS DATE_DDMMYYY'Y data
element, is unprotected using the SUCCESS DATE DDMMYYY'Y data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

p_out = session.protect('27/01/2019", "SUCCESS_DATE_DDMMYYYY'")
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS_DATE_ DDMMYYYY'™)
print("'Unprotected date: "+str(unprotected output))

Result
Protected date: 14/06/2022
Unprotected date: 27/01/2019
2.4.4.3.68 Mock Example - Unprotecting Bulk Date Strings in DD/MM/YYYY Format

This section describes how to use the unprotect AP1 for retrieving the original bulk date strings from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 27/01/2019 and 22/04/2018 date strings are used to create a list, which is used as the input
data.

The input list is then protected using the SUCCESS DATE DDMMYYY'Y data element, and then unprotected using the
same data element.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER'™)
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data = ["27/01/2019", '22/04/2018"]

print(""Input data: "+str(data))

p_out = session.protect(data, *""SUCCESS_DATE_DDMMYYYY'™)
print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATE_ DDMMYYYY')
print("'Unprotected data: "+str(unprotected_output))

Result

Input data: ["27/01/2019°, "22/04/2018"]
Protected data: (["14/06/2022%, "07/09/2021"], (6, 6))
Unprotected data: (["27/01/2019", "22/04/2018"], (8, 8))

2.4.4.3.69 Mock Example - Reprotecting Date Object in DD/MM/YYYY Format

This section describes how to use the reprotect API for reprotecting a date object.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenizationin
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 27/01/2019 date string is used as the data, which is first converted to a date
object using the Python dafe method of the datetime module. The date object is then protected using the
SUCCESS DATE _DDMMYYYY data element.

The protected input data, the old data element SUCCESS DATE DDMMYYY'Y, and a new data element
SUCCESS REPROTECT _DATE_DDMMYYYY are then passed as inputs to the reprotect API. The reprotect API first

unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = datetime.strptime(''27/01/2019", "%d/%m/%Y'").date()
print(""\nlnput date as a Date object : "+str(data))
p_out = session.protect(data, '"'SUCCESS_DATE_DDMMYYYY')
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE DDMMYYYY"',
""SUCCESS_REPROTECT_DATE_DDMMYYYY'™)

print("'Reprotected date: "+str(r_out))

Result

Input date as a Date object : 2019-01-27
Protected date: 2022-06-14
Reprotected date: 2030-11-26
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2.4.4.3.70 Mock Example - Reprotecting Bulk Date Objects in DD/MM/YYYY Format

This section describes how to use the reprotect API for reprotecting bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the two date strings 27/01/2019 and 22/04/2018 are used as data, which are first converted to
date objects using the Python gate method of the datetime module. The two date objects are joined together to create a
list, which is protected using the SUCCESS DATE DDMMYYYY data element.

The protected input data, the old data element SUCCESS DATE DDMMYYY'Y, and a new data element

SUCCESS REPROTECT DATE DDMMYYY'Y are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER'™)

datal = datetime.strptime(''27/01/2019", "%d/%m/%Y'") .date()
data2 = datetime.strptime(''22/04/2018", "%d/%m/%Y'") .date()
data = [datal, data2]

print(""Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS_DATE_DDMMYYYY')
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS_DATE_DDMMYYYY",
""SUCCESS_REPROTECT_DATE_DDMMYYYY*")

print("'Reprotected data: "+str(r_out))

Result
Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2022, 6, 14), datetime.date(2021, 9, 7)], (6, 6))
Reprotected data: ([datetime.date(2030, 11, 26), datetime.date(2030, 2, 19)], (6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.71 Mock Example - Reprotecting Date String in DD/MM/YYYY Format

This section describes how to use the reprotect API for reprotecting a date in string format.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 27/01/2019 date string is protected using the SUCCESS DATE DDMMYYY'Y data
element.

The protected input data, the old data element SUCCESS DATE DDMMYYY'Y, and a new data element
SUCCESS REPROTECT DATE DDMMYYY'Y are then passed as inputs to the reprofect API. The reprotect API first

unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

p_out = session.protect(’'27/01/2019", "'SUCCESS_DATE_DDMMYYYY')
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE DDMMYYYY"',
""SUCCESS_REPROTECT_DATE_DDMMYYYY'™)

print("'Reprotected date: "+str(r_out))

Result
Protected date: 14/06/2022
Reprotected date: 26/11/2030
2.4.4.3.72 Mock Example - Reprotecting Bulk Date Strings in DD/MM/YYYY Format

This section describes how to use the reprotect API for reprotecting bulk date strings. You can pass bulk date strings as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the two date strings 27/01/2019 and 22/04/2018 are used to create a list, which is protected
using the SUCCESS DATE DDMMYYYY data element.

The protected input data, the old data element SUCCESS DATE DDMMYYY'Y, and a new data element
SUCCESS REPROTECT DATE DDMMYYY'Y are then passed as inputs to the reprotect API. The reprotect API first
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Result

244373

unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["27/01/2019", '22/04/2018']

print("Input data: "+str(data))

p_out = session.protect(data, '""SUCCESS DATE_DDMMYYYY')
print("’Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS_DATE_DDMMYYYY",
""SUCCESS_REPROTECT_DATE_DDMMYYYY'™)

print("'Reprotected data: "+str(r_out))

Input data: ["27/01/2019°, "22/04/2018"]
Protected data: (["14/06/2022%, "07/09/2021"], (6, 6))
Reprotected data: (["26/11/2030", "19/02/2030"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

Mock Example - Protecting Date Object in MM.DD.YYYY Format

This section describes how to use the protect API for protecting the date object.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in MM.DD.YYYY format

Result

In the following example, the 01/27/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then protected using the SUCCESS DATE MMDDYYY'Y data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = datetime.strptime(*'01/27/2019", "%m/%d/%Y'") .date()
print("’"\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, '"'SUCCESS DATE_MMDDYYYY')
print("'Protected date: "+str(p_out))

Input date as a Date object : 2019-01-27
Protected date: 2025-06-29
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2.4.4.3.74 Mock Example - Protecting Bulk Date Objects in MM.DD.YYYY Format

This section describes how to use the protect API for tokenizing bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 01/27/2019 and 04/22/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the gatetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then protected using the SUCCESS DATE MMDDYYY'Y data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(""ALL_USER™)

datal = datetime.strptime(''01/27/2019", "%m/%d/%Y'") .date()
data2 = datetime.strptime(''04/22/2018", "%m/%d/%Y'") .date()
data = [datal, data2]

print("Input data: *"+str(data))

p_out = session.protect(data, '"SUCCESS DATE_MMDDYYYY')
print("'Protected data: "+str(p_out))

Result

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2025, 6, 29), datetime.date(2024, 9, 22)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.75 Mock Example - Protecting Date String in MM.DD.YYYY Format

This section describes how to use the protect API for protecting a date string in MM/DD/YYYY format.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date string in MM.DD.YYYY format

In the following example, the 01/27/2019 date string is used as the data, which is protected using the
SUCCESS DATE _MMDDYYY'Y data element.

from appython import Protector

protector = Protector()

session = protector.create_session(*"ALL_USER™)

p_out = session.protect('01/27/2019", "SUCCESS_DATE_MMDDYYYY')
print("'Protected date: " + p_out)
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Result

Protected date: 06/29/2025

2.4.4.3.76 Mock Example - Protecting Bulk Date Strings in MM.DD.YYYY Format

This section describes how to use the protect API for tokenizing bulk dates in string format. You can pass bulk date strings as a
list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 01/27/2019and 04/22/2018 date strings are used to create a list, which is used as the input
data. The input list is then protected using the SUCCESS DATE MMDDYYY'Y data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = [""01/27/2019", "04/22/2018']

print("Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_MMDDYYYY'™)
print("'Protected data: "+str(p_out))

Result

Input data: ["01/27/2019", "04/22/2018"]
Protected data: (["06/29/2025", "09/22/2024"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.77 Mock Example - Unprotecting Date Objects in MM.DD.YYYY Format

This section describes how to use the unprotect API for retrieving the original data object from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in MM.DD.YYYY format

In the following example, the 01/27/2019 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is first protected using the SUCCESS DATE MMDDYYY'Y data element, and is then unprotected using
the same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = datetime.strptime(''01/27/2019", "%m/%d/%Y'").date()
print(C'\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, ""SUCCESS_DATE_MMDDYYYY')
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print("'Protected date: "+str(p_out))
unprotected_output = session.unprotect(p_out, "SUCCESS DATE_ MMDDYYYY'™)
print(""Unprotected date: "+str(unprotected output))

Input date as a Date object : 2019-01-27
Protected date: 2025-06-29
Unprotected date: 2019-01-27

Mock Example - Unprotecting Bulk Date Objects in MM.DD.YYYY Format

This section describes how to use the unprotect API for retrieving the original bulk date objects from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

2.4.4.3.79

In the following example, the 01/27/2019 and 04/22/2018 date strings are used as the data, which are first converted to
a date objects using the Python date method of the datetime module. The two date objects are then used to create a list,

which is used as the input data.

The input list is then protected using the SUCCESS DATE MMDDY'YY'Y data element, and then unprotected using the

same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(""ALL_USER'™)

datal = datetime.strptime(*'01/27/2019", "%m/%d/%Y'") .date()
data2 = datetime.strptime('04/22/2018", "'%m/%d/%Y'").date()
data = [datal, data2]

print(""Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_MMDDYYYY'™)
print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATE_ MMDDYYYY')
print("'Unprotected data: "+str(unprotected_output))

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2025, 6, 29), datetime.date(2024, 9, 22)], (6, 6))
Unprotected data: ([datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

Mock Example - Unprotecting Date Objects in MM.DD.YYYY Format

This section describes how to use the unprotect API for retrieving the original data object from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in MM.DD.YYYY format
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In the following example, the 01/27/2019 date string that was protected using the SUCCESS DATE_MMDDYYYY data
element, is unprotected using the same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

p_out = session.protect(*'01/27/2019", "'SUCCESS_DATE_MMDDYYYY')
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS_DATE_MMDDYYYY'™)
print("'Unprotected date: "+str(unprotected_output))

Result

2.4.4.3.80

Protected date: 06/29/2025
Unprotected date: 01/27/2019

Mock Example - Unprotecting Bulk Date Strings in MM.DD.YYYY Format

This section describes how to use the unprotect API for retrieving the original bulk date strings from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the 01/27/2019 and 04/22/2018 date strings are used to create a list, which is used as the input
data.

The input list is then protected using the SUCCESS DATE MMDDY'Y'Y'Y data element, and then unprotected using the
same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["01/27/2019", '04/22/2018']

print(""Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_MMDDYYYY'™)

print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATE_ MMDDYYYY')
print("'Unprotected data: "+str(unprotected_output))

Input data: ["01/27/2019°, "04/22/2018"]
Protected data: (["06/29/2025%, "09/22/2024"], (6, 6))
Unprotected data: (["01/27/2019", "04/22/2018"], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.4.3.81 Mock Example - Reprotecting Date Object in MM.DD.YYYY Format

This section describes how to use the reprotect API for reprotecting date object.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 01/27/2019 date string is used as the data, which is first converted to a date
object using the Python date method of the datetime module. The datetime object is then protected using the
SUCCESS DATE MMDDYYYY data element.

The protected input data, the old data element SUCCESS DATE MMDDYY'Y'Y, and a new data element

SUCCESS REPROTECT DATE MMDDYYYY are then passed as inputs to the reprotect AP1. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

data = datetime.strptime('01/27/2019", "%m/%d/%Y'").date()
print("’"\nlnput date as a Date object : "+str(data))
p_out = session.protect(data, '"SUCCESS DATE_MMDDYYYY')
print("’Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE_MMDDYYYY"',
""SUCCESS_REPROTECT_DATE_MMDDYYYY™)

print("'Reprotected date: "+str(r_out))

Result
Input date as a Date object : 2019-01-27

Protected date: 2025-06-29
Reprotected date: 2033-12-11

2.4.4.3.82 Mock Example - Reprotecting Bulk Date Objects in MM.DD.YYYY Format

This section describes how to use the reprotect API for reprotecting bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.
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Example

In the following example, the two date strings 01/27/2019 and 04/22/2018 are used as data, which are first converted to
date objects using the Python date method of the datetime module. The two date objects are joined together to create a
list, which is protected using the SUCCESS DATE MMDDYYY'Y data element.

The protected input data, the old data element SUCCESS DATE MMDDYY'Y'Y, and a new data element

SUCCESS REPROTECT DATE MMDDYYYY are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

datal datetime.strptime(*'01/27/2019", "%m/%d/%Y'") .date()
data2 datetime.strptime(''04/22/2018", "%m/%d/%Y'") .date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS DATE_MMDDYYYY')
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS DATE_MMDDYYYY",
""SUCCESS_REPROTECT_DATE_MMDDYYYY'™)

print("'Reprotected data: "+str(r_out))

Result

Input data: [datetime.date(2019, 1, 27) datetime.date(2018, 4, 22)]
Protected data: ([datetime. date(2025 6, 29), datetime. date(2024 9, 22)], (6, 6))
Reprotected data: ([datetime.date(2033, 12, 11), datetime.date(2033, 3, 6)], (6 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.83 Mock Example - Reprotecting Date String in MM.DD.YYYY Format

This section describes how to use the reprotect API for reprotecting a date in string format.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 01/27/2019 date string is used as the data, which is protected using the
SUCCESS DATE MMDDYYYY data element.

The protected input data, the old data element SUCCESS DATE MMDDYYY'Y, and a new data element

SUCCESS REPROTECT _DATE _MMDDYYYY are then passed as inputs to the reprotect AP1. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)

& Confidential 251


https://www.python.org/doc/

Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

Result

p_out = session.protect('01/27/2019", "SUCCESS_DATE_MMDDYYYY')
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE_MMDDYYYY"™,
""SUCCESS_REPROTECT_DATE_MMDDYYYY'™)

print("'Reprotected date: "+str(r_out))

Protected date: 06/29/2025
Reprotected date: 12/11/2033

2.4.4.3.84 Mock Example - Reprotecting Bulk Date Strings in MM.DD.YYYY Format

This section describes how to use the reprotect API for reprotecting bulk dates in string format. You can pass bulk date strings as
a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the two date strings 01/27/2019 and 04/22/2018 are used to create a list, which is protected
using the SUCCESS DATE MMDDYYY'Y data element.

The protected input data, the old data element SUCCESS DATE MMDDYYY'Y, and a new data element

SUCCESS REPROTECT DATE MMDDYYYY are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = ["01/27/2019", "04/22/2018']

print("Input data: *"+str(data))

p_out = session.protect(data, ""SUCCESS DATE_MMDDYYYY'™)
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS DATE_MMDDYYYY",
""SUCCESS_REPROTECT_DATE_MMDDYYYY™)

print("'Reprotected data: "+str(r_out))

Input data: ["01/27/2019%, "04/22/2018"]
Protected data: (["06/29/2025%, "09/22/2024"], (6, 6))
Reprotected data: (["12/11/2033", "03/06/2033"], (6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.85 Mock Example - Reprotecting Bulk Date Strings in MM.DD.YYYY Format

This section describes how to use the reprotect API for reprotecting bulk dates in string format. You can pass bulk date strings as
a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the two date strings 01/27/2019 and 04/22/2018 are used to create a list, which is protected
using the SUCCESS DATE MMDDYYY'Y data element.

The protected input data, the old data element SUCCESS DATE MMDDYYY'Y, and a new data element

SUCCESS REPROTECT DATE MMDDYYYY are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER'™)

data = ["01/27/2019", '04/22/2018'"]

print("Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS DATE_MMDDYYYY'™)
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS_DATE_MMDDYYYY",
""SUCCESS_REPROTECT_DATE_MMDDYYYY'™)

print("'Reprotected data: "+str(r_out))

Result
Input data: ["01/27/2019%, "04/22/2018"]

Protected data: (["06/29/2025%, "09/22/2024%], (6, 6))
Reprotected data: (["12/11/2033", "03/06/2033"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.86 Mock Example - Protecting Bulk Date Objects in YYYY/MM/DD Format

This section explains how to use the protect API for protecting bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, the 2019/01/27 and 2018/04/22 date strings are used as the data, which are first converted to
a date object using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.
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The input list is then protected using the SUCCESS DATE_YYYYMMDD data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(*"ALL_USER™)

datal = datetime.strptime(''2019/01/27", "%Y/%m/%d'") .date()
data2 = datetime.strptime(''2018/04/22", "%Y/%m/%d'") .date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_YYYYMMDD'™)
print("'Protected data: "+str(p_out))

Result

2.4.4.3.87

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2028, 7, 14), datetime.date(2027, 10, 8)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

Mock Example - Protecting Date Object in YYYY-MM-DD Format

This section describes how to use the protect AP for protecting the date object.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in YYYY-MM-DD format

Result

In the following example, the 2019/01/27 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is then protected using the SUCCESS DATE YYYYMMDD data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

data = datetime.strptime(’'2019/01/27", "%Y/%m/%d'") .date()
print(C"\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_YYYYMMDD'™)
print("'Protected date: "+str(p_out))

Input date as a Date object : 2019-01-27
Protected date: 2028-07-14
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2.4.4.3.88

Mock Example - Protecting Bulk Date Objects in YYYY-MM-DD Format

This section describes how to use the protect API for protecting bulk date objects. You can pass bulk date objects as a list or a

tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

2.4.4.3.89

In the following example, the 2019/01/27 and 2018/04/22 date strings are used as the data, which are first converted to
a date object using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then protected using the SUCCESS DATE_YYYYMMDD data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

datal = datetime.strptime(''2019/01/27", "%Y/%m/%d'") .date()
data2 = datetime.strptime(''2018/04/22", "%Y/%m/%d'") .date()
data = [datal, data2]

print("Input data: *"+str(data))

p_out = session.protect(data, ""SUCCESS DATE_YYYYMMDD')
print("'Protected data: "+str(p_out))

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2028, 7, 14), datetime.date(2027, 10, 8)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

Mock Example - Unprotecting Date Objects in YYYY-MM-DD Format

This section describes how to use the unprotect API for retrieving the original data object from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date object in YYYY-MM-DD format

In the following example, the 2019/01/27 date string is used as the data, which is first converted to a date object using the
Python date method of the datetime module.

The date object is first protected using the SUCCESS DATE YYYYMMDD data element, and is then unprotected using
the same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector
from datetime import datetime
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Result

2.4.4.3.90

protector = Protector()

session = protector.create_session("ALL_USER™)

data = datetime.strptime(''2019/01/27*, *%Y/%m/%d").date()
print(""\nlnput date as a Date object : "+str(data))

p_out = session.protect(data, '"SUCCESS DATE_YYYYMMDD')
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS_DATE_YYYYMMDD™)
print(“'Unprotected date: "+str(unprotected _output))

Input date as a Date object : 2019-01-27
Protected date: 2028-07-14
Unprotected date: 2019-01-27

Mock Example - Unprotecting Bulk Date Objects in YYYY-MM-DD Format

This section describes how to use the unprotect API for retrieving the original bulk date objects from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the 2019/01/27 and 2018/04/22 date strings are used as the data, which are first converted to
date objects using the Python date method of the datetime module. The two date objects are then used to create a list,
which is used as the input data.

The input list is then protected using the SUCCESS DATE YYYYMMDD data element, and then unprotected using the
same data element.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("'ALL_USER™)

datal = datetime.strptime(’'2019/01/27", "%Y/%m/%d").date()
data2 = datetime.strptime(''2018/04/22", "%Y/%m/%d'") .date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, "SUCCESS_DATE_YYYYMMDD')
print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATE_YYYYMMDD')
print("'Unprotected data: "+str(unprotected_output))

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2028, 7, 14), datetime.date(2027, 10, 8)], (6, 6))
Unprotected data: ([datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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Mock Example - Unprotecting Date String in YYYY-MM-DD Format

This section describes how to use the unprotect API for retrieving the original data string from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date string in YYYY-MM-DD format

Result

2.4.4.3.92

In the following example, the 2019/01/27 date string that was protected using the SUCCESS DATE_YYYYMMDD data
element, is unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

p_out = session.protect(’'2019/01/27", "SUCCESS_DATE_YYYYMMDD')
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS_DATE_YYYYMMDD'™)
print("'Unprotected date: "+str(unprotected output))

Protected date: 2028/07/14
Unprotected date: 2019/01/27

Mock Example - Unprotecting Bulk Date Strings in YYYY-MM-DD Format

This section describes how to use the unprotect API for retrieving the original bulk date strings from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the 2019/01/27 and 2018/04/22 date strings are used to create a list, which is used as the input
data.

The input list is then protected using the SUCCESS DATE YYYYMMDD data element, and then unprotected using the
same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

data = ["2019/01/27", '2018/04/22']

print("Input data: *"+str(data))

p_out = session.protect(data, ""SUCCESS DATE_YYYYMMDD')

print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS DATE_YYYYMMDD')
print(""Unprotected data: "+str(unprotected output))

Input data: ["2019/01/27°, "2018/04/22"]
Protected data: (["2028/07/14%, "2027/10/08%], (6, 6))
Unprotected data: (["2019/01/27", "2018/04/22"], (8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.4.3.93 Mock Example - Reprotecting Date Object in YYYY-MM-DD Format

This section describes how to use the reprotect API for reprotecting date object.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/Y YY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 2019/01/27 date string is used as the data, which is first converted to a date
object using the Python date method of the datetime module. The date object is then protected using the
SUCCESS DATE YYYYMMDD data element.

The protected input data, the old data element SUCCESS DATE YYYYMMDD, and a new data element

SUCCESS REPROTECT DATE YYYYMMDD are then passed as inputs to the reprofect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session(*"ALL_USER™)

data = datetime.strptime(''2019/01/27*, "%Y/%m/%d).date()
print("’"\nlnput date as a Date object : "+str(data))
p_out = session.protect(data, '""SUCCESS DATE_YYYYMMDD')
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE_YYYYMMDD",
""SUCCESS_REPROTECT_DATE_YYYYMMDD™)

print("'Reprotected date: "+str(r_out))

Result
Input date as a Date object : 2019-01-27

Protected date: 2028-07-14
Reprotected date: 2036-12-26

2.4.4.3.94 Mock Example - Reprotecting Bulk Date Objects in YYYY-MM-DD Format

This section describes how to use the reprotect API for reprotecting bulk date objects. You can pass bulk date objects as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.
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Example

In the following example, the two date strings 2019/01/27 and 2018/04/22 are used as data, which are first converted to
date objects using the Python date method of the datetime module. The two date objects are joined together to create a
list, which is protected using the SUCCESS DATE YYYYMMDD data element.

The protected input data, the old data element SUCCESS DATE YYYYMMDD, and a new data element

SUCCESS REPROTECT DATE YYYYMMDD are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

For information regarding the Python datetime module, refer to the Python documentation.

from appython import Protector

from datetime import datetime

protector = Protector()

session = protector.create_session("ALL_USER™)

datal datetime.strptime(''2019/01/27", "%Y/%m/%d') .date()
data2 datetime.strptime(''2018/04/22", "%Y/%m/%d") .date()
data = [datal, data2]

print("Input data: "+str(data))

p_out = session.protect(data, '"SUCCESS_DATE_YYYYMMDD')
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS DATE_YYYYMMDD,
""SUCCESS_REPROTECT_DATE_YYYYMMDD™)

print("'Reprotected data: "+str(r_out))

Result

Input data: [datetime.date(2019, 1, 27), datetime.date(2018, 4, 22)]
Protected data: ([datetime.date(2028, 7, 14), datetime.date(2027, 10, 8)], (6, 6))
Reprotected data: ([datetime.date(2036, 12, 26), datetime.date(2036, 3, 21)], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.95 Mock Example - Reprotecting Date String in YYYY-MM-DD Format

This section describes how to use the reprotect API for reprotecting a date in string format.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the
Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 2019/01/27 date string is protected using the SUCCESS DATE YYYYMMDD data
element.

The protected input data, the old data element SUCCESS DATE_YYYYMMDD, and a new data element

SUCCESS REPROTECT _DATE_YYYYMMDD are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
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p_out = session.protect(''2019/01/27", "SUCCESS_DATE_YYYYMMDD')
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATE_YYYYMMDD™,
""SUCCESS_REPROTECT_DATE_YYYYMMDD™")

print("'Reprotected date: "+str(r_out))

Result

2.4.4.3.96

Protected date: 2028/07/14
Reprotected date: 2036/12/26

Mock Example - Reprotecting Bulk Date Strings in YYYY-MM-DD Format

This section describes how to use the reprotect API for reprotecting bulk dates in string format. You can pass bulk date strings as
a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same

toke

nization type. For example, if you have used the Date (DD/MM/YYYY) data element to protect the data, then you must use only the

Date (DD/MM/YYYY) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

Result

In the following example, the two date strings 2019/01/27 and 2018/04/22 are used to create a list, which is protected
using the SUCCESS DATE YYYYMMDD data element.

The protected input data, the old data element SUCCESS DATE YYYYMMDD, and a new data element

SUCCESS REPROTECT DATE YYYYMMDD are then passed as inputs to the reprotect API. The reprotect API first
unprotects the protected input data using the old data element and then reprotects it using the new data element, as part of
a single reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = ["2019/01/27", '2018/04/22']

print("Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATE_YYYYMMDD')
print("'Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS DATE_YYYYMMDD",
""SUCCESS_REPROTECT_DATE_YYYYMMDD™)

print("'Reprotected data: "+str(r_out))

Input data: ["2019/01/27%, "2018/04/22"]
Protected data: (["2028/07/14%, "2027/10/08"], (6, 6))
Reprotected data: (["2036/12/26", "2036/03/21"], (8, 8))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.97 Mock Example - Protecting Date and Time String

This section describes how to use the protect API for protecting the date and time string.

Warning: If you are providing the input as a Datetime object, then you must use the data element with the tokenization type as Datetime to
protect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date and time string in YYYY-MM-DD HH:MM:SS MMM format

In the following example, the 2019/01/27 02:34.:54.123 date and time string is protected using the
SUCCESS DATETIME data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

p_out = session.protect('2019/01/27 02:34:54.123", "SUCCESS_DATETIME™)
print("’Protected date: "+str(p_out))

Result

Protected date: 2021/10/27 08:16:34.123000

2.4.4.3.98 Mock Example - Protecting Bulk Date and Time Strings

This section describes how to use the protect API for protecting bulk date and time strings. You can pass bulk date and time
strings as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 2019/01/27 02:34.54.123 and 2018/04/22 01:24:35.123 date and time strings are used to
create a list, which is used as the input data.

The input list is then tokenized using the SUCCESS DATETIME data element.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = ['"'2019/01/27 02:34:54.123", ''2018/04/22 01:24:35.123"]
print("Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATETIME'™)
print("'Protected data: "+str(p_out))

Result

Input data: ["2019/01/27 02:34:54.123", "2018/04/22 01:24:35.123"]
Protected data: (["2021/10/27 08:16:34.123000", "2021/01/20 07:06:15.123000"], (6, 6))

6 is the success return code for the protect operation of each element in the list.
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2.4.4.3.99 Mock Example - Unprotecting Date and Time String

This section describes how to use the unprotect API for retrieving the original bulk data and time string from protected data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date and time string in YYYY-MM-DD HH:MM:SS MMM format

In the following example, the 2019/01/27 02:34.:54.123 date and time string that was protected using the
SUCCESS DATETIME data element, is unprotected using the same data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

p_out = session.protect('2019/01/27 02:34:54.123", "SUCCESS_DATETIME'™)
print("'Protected date: "+str(p_out))

unprotected_output = session.unprotect(p_out, "SUCCESS DATETIME™)
print("'Unprotected data: "+str(unprotected output))

Result

Protected date: 2021/10/27 08:16:34.123000
Unprotected data: 2019/01/27 02:34:54.123000

2.4.4.3.100 Mock Example - Unprotecting Bulk Date and Time Strings

This section describes how to use the unprotect API for retrieving the original bulk date and time strings from token data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 2019/01/27 02:34:54.123 and 2018/04/22 01.24:35.123 date and time strings are used to
create a list, which is used as the input data.

The input list is then protected using the SUCCESS DATETIME data element, and then unprotected using the same data
element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)

data = ['"'2019/01/27 02:34:54.123", "2018/04/22 01:24:35.123"]
print(Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATETIME'™)

print("'Protected data: "+str(p_out))

unprotected_output = session.unprotect(p_out[0], "SUCCESS_DATETIME')
print(""Unprotected data: "+str(unprotected output))

Result

Protected data: (["2021/10/27 08:16:34.123000%, *2021/01/20 07:06:15.123000"], (6., 6))
Unprotected data: (["2019/01/27 02:34:54.123000%, ®*2018/04/22 01:24:35.123000°], (8. 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.
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2.4.4.3.101 Mock Example - Reprotecting Date and Time String

This section describes how to use the reprotect API for reprotecting date and time string.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Datetime (YYYY-MM-DD HH:MM:SS MMM) data element to protect the data, then
you must use only the Datetime (YYYY-MM-DD HH:MM:SS MMM) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example: Input date and time in YYYY-MM-DD HH:MM:SS MMM format

In the following example, the 2019/01/27 02:34.:54.123 date string is protected using the SUCCESS DATETIME data
element.

The protected input data, the old data element SUCCESS DATETIME, and a new data element

SUCCESS REPROTECT DATETIME are then passed as inputs to the reprotect API. The reprotect API first unprotects
the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

p_out = session.protect('2019/01/27 02:34:54.123", "SUCCESS_DATETIME'™)
print("'Protected date: "+str(p_out))

r_out = session.reprotect(p_out, "SUCCESS DATETIME"™, "'SUCCESS_REPROTECT_ DATETIME')
print("'Reprotected date: "+str(r_out))

Result

Protected date: 2021/10/27 08:16:34.123000
Reprotected date: 2022/06/24 02:27:30.123000

2.4.4.3.102 Mock Example - Reprotecting Bulk Date and Time Strings

This section describes how to use the reprotect API for reprotecting bulk date and time strings. You can pass bulk date and time
strings as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type. For example, if you have used the Datetime (YYYY-MM-DD HH:MM:SS MMM) data element to protect the data, then
you must use only the Datetime (YYYY-MM-DD HH:MM:SS MMM) data element to reprotect the data.

Note: For information about the date formats supported by Protegrity tokenization methods, refer to the section Protegrity Tokenization in
the Protection Methods Reference Guide 9.1.0.0.

Example

In the following example, the 2019/01/27 02:34.54.123 and 2018/04/22 01:24:35.123 date and time strings are used to
create a list, which is used as the input data.

The input list is then protected using the SUCCESS DATETIME data element.
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The protected input data, the old data element SUCCESS DATETIME, and a new data element
SUCCESS REPROTECT _DATETIME are then passed as inputs to the reprofect API. The reprofect API first unprotects

the protected input data using the old data element and then reprotects it using the new data element, as part of a single
reprotect operation.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = ["2019/01/27 02:34:54.123", '2018/04/22 01:24:35.123"]
print("Input data: "+str(data))

p_out = session.protect(data, ""SUCCESS DATETIME')
print("’Protected data: "+str(p_out))

r_out = session.reprotect(p_out[0], "SUCCESS DATETIME"™, *"SUCCESS_REPROTECT_DATETIME'™)
print("'Reprotected date: "+str(r_out))
Result

Protected data: (["2021/10/27 08:16:34.123000", "2021/01/20 07:06:15.123000"], (6, 6))
Reprotected date: (["2022/06/24 02:27:30.123000°, ®2021/09/17 01:17:11.123000"], (6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.103 Mock Example - Encrypting String Data

This section describes how to use the protect API for encrypting string data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example: Input string data

In the following example, the Protegrity1 string is used as the data, which is encrypted using the SUCCESS ENC data
element. Therefore, the encrypt_to parameter is passed as a keyword argument, and its value is set to byes.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
output = session.protect("Protegrityl™, ""SUCCESS _ENC",
encrypt_to=bytes)
print(Encrypted Data: %s'" %output)
Result

Encrypted Data: b®1\x05\n\x07\n\n\x17\x19\x15\nB"

2.4.4.3.104 Mock Example - Encrypting Bulk String Data

This section describes how to use the protect API for encrypting bulk string data. You can pass bulk string data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
If you want to encrypt the data, then you must must use bytes in the encrypt_to keyword.

Example
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In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is encrypted using the SUCCESS ENC data element. Therefore, the encrypt to parameter is passed as a keyword
argument, and its value is set to byres.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, ""SUCCESS_ENC",
encrypt_to=bytes)

print("’Encrypted Data: ')

print(p_out)

Result

Encrypted Data:
([b™"\x211\x05\n\x07\nN\N\X17\Xx19\X15\nNBE\\F ", b"1\x05\n\x07\n\n\x17\x19\x15\nB",
b*1\x05\n\x07\n\n\x17\x19\x15\nFA"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.105 Mock Example - Decrypting String Data

This section describes how to use the unprotect API for decrypting string data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example: Input string data

In the following example, the Protegrity1 string that was encrypted using the SUCCESS ENC data element is now

decrypted using the same data element. Therefore, the decrypt_fo parameter is passed as a keyword argument, and its
value is set to str.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect("Protegrityl™, ""SUCCESS _ENC",

encrypt_to=bytes)

print("Encrypted Data: %s'" %output)

org = session.unprotect(output, "SUCCESS ENC™",
decrypt_to=str)

print("'Decrypted Data: %s'" %org)

Result

Encrypted Data: b®1\x05\n\x07\n\n\x17\x19\x15\nB*"
Decrypted Data: Protegrityl

2.4.4.3.106 Mock Example - Decrypting Bulk String Data

This section describes how to use the unprotect API for decrypting bulk string data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example
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In the following example, protegrity1234, Protegrityl, and Protegrity56 strings are stored in a list and used as bulk data,
which is encrypted using the SUCCESS STR data element. The bulk string data is then decrypted using the same data
element. Therefore, the decrypt_to parameter is passed as a keyword argument, and its value is set to str.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = ["protegrityl234"™, "Protegrityl™, "Protegrity56'"]

p_out = session.protect(data, ""SUCCESS_STR", encrypt_to=bytes)
print("’Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_STR', decrypt_to=str)
print(‘'Decrypted Data: ')

print(out)

Result
Encrypted Data:
([b"pJPgrjJEgLXHa0", b*6JPqrjJEqLX", b"6JPqrjJEqLI5"], (6, 6, 6))
Decrypted Data:
(["protegrityl234®, "Protegrityl®, "Protegrity56°], (8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.107 Mock Example - Encrypting Integer Data

This section describes how to use the protect API for encrypting integer data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 21 is used as the integer data, which is encrypted using the SUCCESS ENC data element.
Therefore, the encrypt_to parameter is passed as a keyword argument, and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect(21, "SUCCESS _ENC", encrypt_to=bytes)
print("’Encrypted Data: %s' %output)

Result

Encrypted Data: b"twes”

2.4.4.3.108 Mock Example - Encrypting Bulk Integer Data

This section describes how to use the protect API for encrypting bulk integer data. You can pass bulk integer data as a list or a
tuple.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.
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Example

In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is encrypted using the
SUCCESS ENC data element. Therefore, the encrypt to parameter is passed as a keyword argument, and its value is set
to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, ""SUCCESS_ENC"™, encrypt_ to=bytes)
print("Encrypted Data: ')

print(p_out)

Result

Encrypted Data:
([b twes®, b*Kwes®, b*"Vwes®], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.109 Mock Example - Decrypting Integer Data

This section describes how to use the unprotect API for decrypting integer data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the integer data 27 that was encrypted using the SUCCESS ENC data element is now

decrypted using the same data element. Therefore, the decrypt_fo parameter is passed as a keyword argument, and its
value is set to /int.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(21, "SUCCESS ENC", encrypt_to=bytes)
print(Encrypted Data: %s'" %output)

org = session.unprotect(output, ""SUCCESS_ENC", decrypt_to=int)
print(’'Decrypted Data: %s' %org)

Result
Encrypted Data: b"twes”
Decrypted Data: 21
2.4.4.3.110 Mock Example - Decrypting Bulk Integer Data

This section descibes how to use the unprotect API for decrypting bulk integer data.

Note:
If you want to encrypt the data,then you must use bytes in the encrypt_to keyword.

Example
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In the following example, 21, 42, and 55 integers are stored in a list and used as bulk data, which is encrypted using
the SUCCESS ENC data element. The bulk integer data is then decrypted using the same data element. Therefore, the
decrypt_to parameter is passed as a keyword argument, and its value is set to /nt.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [21, 42, 55]

p_out = session.protect(data, '"SUCCESS_ENC", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_ENC', decrypt_to=int)
print(‘'Decrypted Data: ')

print(out)

Result
Encrypted Data:
([b"twes®, b"Kwes®", b"Vwes"], (6, 6, 6))
Decrypted Data:
([21, 42, 55], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.111 Mock Example - Encrypting Long Data

This section describes how to use the protect API for encrypting long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947 is used as the long data, which is encrypted using the SUCCESS ENC
data element. Therefore, the encrypt to parameter is passed as a keyword argument, and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect(1376235139103947, '"SUCCESS_ENC'", encrypt_to=bytes)
print("’Encrypted Data: %s' %output)

Result

Encrypted Data: b"\xaa\x8b\xFf2\xc5\xc2\x8eap"

2.4.4.3.112 Mock Example - Encrypting Bulk Long Data

This section describes how to use the protect API for encrypting bulk long data. You can pass bulk long data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
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If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is encrypted using the SUCCESS ENC data element. Therefore, the encrypt_to parameter is
passed as a keyword argument, and its value is set to byres.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, '"SUCCESS_ENC", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

Result

Encrypted Data:
([b™"\xaa\x8b\xFf2\xc5\xc2\x8eap”, b"<\x82\x98R2\xeemp®, b"\xb8\xd5W\ny&Dp*"], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.113 Mock Example - Decrypting Long Data

This section describes how to use the unprotect API for decrypting long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the long data 1376235139103947that was encrypted using the SUCCESS ENC data element

is now decrypted using the same data element. Therefore, the decrypt _to parameter is passed as a keyword argument, and
its value is set to /fong.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect(1376235139103947, '"SUCCESS_ENC'", encrypt_to=bytes)
print(""Encrypted Data: %s' %output)

org = session.unprotect(output, "SUCCESS ENC", decrypt_ to=int)
print("'Decrypted Data: %s' %org)
Result

Encrypted Data: b"\xaa\x8b\xFf2\xc5\xc2\x8eap"
Decrypted Data: 1376235139103947

2.4.4.3.114 Mock Example - Decrypting Bulk Long Data

This section describes how to use the unprotect API for decrypting bulk long data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.
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Example

In the following example, 1376235139103947, 2396235839173981, and 9371234126176985 long data are stored in a list
and used as bulk data, which is encrypted using the SUCCESS ENC data element. The bulk long data is then decrypted

using the same data element. Therefore, the decrypt to parameter is passed as a keyword argument, and its value is set to
long.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)

data = [1376235139103947, 2396235839173981, 9371234126176985]
p_out = session.protect(data, ""SUCCESS_ENC"™, encrypt_to=bytes)
print("Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS ENC', decrypt_to=int)
print(‘’‘Decrypted Data: ')

print(out)

Result

Encrypted Data:

([b™"\xaa\x8b\xFf2\xc5\xc2\x8eap”, b"<\x82\x98R2\xeemp®, b"\xb8\xd5W\ny&Dp*], (6, 6, 6))
Decrypted Data:

([1376235139103947, 2396235839173981, 9371234126176985], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.115 Mock Example - Encrypting Float Data

This section describes how to use the protect API for encrypting float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 22.5is used as the float data, which is encrypted using the SUCCESS ENC data element.
Therefore, the encrypt_to parameter is passed as a keyword argument, and its value is set to bytes.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
output = session.protect(22.5, "SUCCESS _ENC", encrypt_to=bytes)
print("Encrypted Data: %s' %output)
Result

Encrypted Data: b"SEKF®"

2.4.4.3.116 Mock Example - Encrypting Bulk Float Data

This section describes how to use the protect API for encrypting bulk float data. You can pass bulk float data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
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If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is encrypted

using the SUCCESS ENC data element. Therefore, the encrypt_to parameter is passed as a keyword argument, and its
value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, '"SUCCESS _ENC", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

Result

Encrypted Data:
([b"SEKF®, bTUOKJ\\", b"XCK@~"]1, (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.117 Mock Example - Decrypting Float Data

This section describes how to use the unprotect API for decrypting float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, the float data 22.5that was encrypted using the SUCCESS ENC data element is now decrypted

using the same data element. Therefore, the decrypt to parameter is passed as a keyword argument and its value is set to
float.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

output = session.protect(22.5, "SUCCESS_ENC", encrypt_to=bytes)
print("Encrypted Data: %s' %output)

org = session.unprotect(output, "SUCCESS ENC'", decrypt_to=float)

print("'Decrypted Data: %s' %org)
Result

Encrypted Data: b"SEKF®"
Decrypted Data: 22.5

2.4.4.3.118 Mock Example - Decrypting Bulk Float Data

This section describes how to use the unprotect API for decrypting bulk float data.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.
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Example

Result

In the following example, 22.5, 48.93, and 94.14 float data are stored in a list and used as bulk data, which is encrypted
using the SUCCESS ENC data element. The bulk float data is then decrypted using the same data element. Therefore, the
decrypt_to parameter is passed as a keyword argument and its value is set to float.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER'™)

data = [22.5, 48.93, 94.31]

p_out = session.protect(data, ""SUCCESS_ENC"™, encrypt_ to=bytes)
print("Encrypted Data: ')

print(p_out)

out = session.unprotect(p_out[0], "SUCCESS_ENC', decrypt_to=Float)
print(‘’‘Decrypted Data: ')

print(out)

Encrypted Data:

([b"SEKF", b"UOKJ\\", b"XCK@~"]1, (6, 6, 6))
Decrypted Data:

([22.5, 48.93, 94.31], (6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.119 Mock Example - Encrypting Bytes Data

This se

ction describes how to use the protect API for encrypting bytes data.

Note:

If yo

u want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data

is then encrypted using the SUCCESS BYTE data element. Therefore, the encrypt _to parameter is passed as a keyword
argument and its value is set to bytes.

Result

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data=bytes("'Protegrityl™, encoding=""utf-8")

p_out = session.protect(data, ""SUCCESS BYTE'", encrypt_to=bytes)
print(Encrypted Data: %s' %p_out)

Encrypted Data: b"6JPqrjJEqLX"
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2.4.4.3.120 Mock Example - Encrypting Bulk Bytes Data

This section describes how to use the protect API for encrypting bulk bytes data. You can pass bulk bytes data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Note:
If you want to encrypt the data, then you must use bytes in the encrypt_to keyword.

Example

In the following example, Protegrityl string is first converted to bytes using the Python byfes() method. The bytes data
is then repeated five times in a list and used as bulk data, which is encrypted using the SUCCESS BYTE data element.
Therefore, the encrypt_to parameter is passed as a keyword argument and its value is set to byzes.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data=[bytes("'Protegrityl™)]*5

p_out = session.protect(data, ""SUCCESS BYTE'™, encrypt_to=bytes)
print("Encrypted Data: ')

print(p_out)

Result

Encrypted Data:

([b"6JPqrjJEQLX", b*6JPqrjJEQLX", b*6JPqrjJEQLX", b"6JPqrjJEqLX", b6JPqrjJEqLX"], (6,
6, 6, 6, 6))

6 is the success return code for the protect operation of each element in the list.

2.4.4.3.121 Mock Example - Decrypting Bytes Data

This section describes how to use the protect API for decrypting bytes data.

Example

In the following example, Protegrityl string is first converted to bytes using the Python bytes() method. The bytes data
is then encrypted using the SUCCESS BYTE data element. Therefore, the encrypt_to parameter is passed as a keyword
argument, and its value is set to byzes.

The encrypted data is then decrypted using the same data element. Therefore, the decrypt_to parameter is passed as a
keyword argument and its value is set to byres.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
data=bytes("'Protegrityl", encoding="utf-8")

p_out = session.protect(data, ""SUCCESS BYTE'", encrypt_to=bytes)
print("Encrypted Data: %s' %p_out)

org = session.unprotect(p_out, "SUCCESS BYTE'", decrypt_to=bytes)
print(“'Decrypted Data: %s' org)

Result

Encrypted Data: b"6JPqrjJEqLX"
Decrypted Data: %s b"Protegrityl-”
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2.4.4.3.122 Mock Example - Decrypting Bulk Bytes Data

This section describes how to use the protect API for encrypting bulk bytes data. You can pass bulk bytes data as a list or a tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Example

In the following example, Protegrityl string is first converted to bytes using the Python byfes() method. The bytes data
is then repeated five times in a list and used as bulk data, which is encrypted using the SUCCESS BYTE data element.
Therefore, the encrypt _to parameter is passed as a keyword argument and its value is set to byzes.

The encrypted bulk data is then decrypted using the same data element. Therefore, the decrypt to parameter is passed as a
keyword argument and its value is set to bytes.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)
data=[bytes("'Protegrityl'™)]*5

p_out = session.protect(data, ""SUCCESS BYTE", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

org = session.unprotect(p_out[0], "SUCCESS_BYTE"™, decrypt_to=bytes)
print(“'Decrypted Data: ')

print(org)
Result

Encrypted Data:

([b"6JPqrjJEqLX", b"6JPqrjJEqLX", b"6JPqrjJEqLX", b"6JPqrjJEqLX", b"6JPqrjJEqLX"], (6,
6, 6, 6, 6))

Decrypted Data:

([b"Protegrityl®, b"Protegrityl”, b"Protegrityl®, b"Protegrityl®, b"Protegrityl®], (8,
8, 8, 8, 8))

6 is the success return code for the protect operation of each element in the list.

8 is the success return code for the unprotect operation of each element in the list.

2.4.4.3.123 Mock Example - Re-encrypting Bytes Data

This section describes how to use the reprotect API for re-encrypting bytes data.

Warning: If you are using the reprotect API, then the old data element and the new data element must be of the same protection method.
For example, if you have used AES256 data element to protect the data, then you must use only AES256 data element to reprotect the data.

Example

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data
is then encrypted using the SUCCESS BYTE data element. Therefore, the encrypt_to parameter is passed as a keyword
argument and its value is set to byres.

The protected input data, the old data element SUCCESS BYTE, and a new data element

SUCCESS REPROTECT BYTE are then passed as inputs to the reprotect API. The reprotect API first decrypts the
protected input data using the old data element and then re-encrypts it using the new data element, as part of a single
reprotect operation. Therefore, the encrypt to parameter is passed as a keyword argument and its value is set to bytes.

from appython import Protector
protector = Protector()
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session = protector.create_session("ALL_USER'™)

data=bytes("'Protegrityl”, encoding="utf-8")

p_out = session.protect(data, ""SUCCESS BYTE'™, encrypt_to=bytes)
print("Encrypted Data: %s' %p_out)

r_out = session.reprotect(p_out, "SUCCESS BYTE", "SUCCESS REPROTECT_BYTE",
encrypt_to=bytes)

print(“’'Re-encrypted Data: %s™ %r_out)

Result

Encrypted Data: b"6JPqrjJEqLX"
Re-encrypted Data: b"JQbePhQ2eGC*

2.4.4.3.124 Example - Re-Encrypting Bulk Bytes Data

This section describes how to use the reprofect API for re-encrypting bulk bytes data. You can pass bulk bytes data as a list or a
tuple.

Caution: The individual elements of the list or tuple must be of the same data type.

Warning: If you are using the reprotect API, then the old data element and the new data element must be of the same protection method.
For example, if you have used AES256 data element to protect the data, then you must use only AES256 data element to reprotect the data.

Example

In the following example, Protegrity1 string is first converted to bytes using the Python byfes() method. The bytes data
is then repeated five times in a list and used as bulk data, which is encrypted using the SUCCESS BYTE data element.
Therefore, the encrypt_to parameter is passed as a keyword argument and its value is set to byzes.

The encrypted input data, the old data element SUCCESS BYTE, and a new data element

SUCCESS REPROTECT _BYTE are then passed as inputs to the reprotect API. The reprotect AP first decrypts the
protected input data using the old data element and then re-encrypts it using the new data element, as part of a single
reprotect operation. Therefore, the encrypt_to parameter is passed as a keyword argument and its value is set to byres.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data=[bytes(*'Protegrityl™)]*5

p_out = session.protect(data, ""SUCCESS BYTE", encrypt_to=bytes)
print("'Encrypted Data: ')

print(p_out)

r_out = session.reprotect(p_out[0], "SUCCESS BYTE®"™, *"SUCCESS REPROTECT_ BYTE™",
encrypt_to=bytes)

print("'Re-encrypted Data: ')

print(r_out)

Result

Encrypted Data:

([b"6JPgrjJEqLX", b"6JPqrjJEqLX", b"6JPgrjJEqLX", b"6JPqrjJEqLX", b*6JPqrjJEqLX"], (6,
6, 6, 6, 6))

Re-encrypted Data:

([b*JQbePhQ2eGC", b"JQbePhQ2eGC®, b"JQbePhQ2eGC", b"JQbePhQ2eGC", b*JQbePhQ2eGC"], (6,
6, 6, 6, 6))

2.4.4.4 Using Sample Data Elements for Simulating Auxiliary API Scenarios

This section describes how to use the sample data elements for simulating the following auxiliary API scenarios:
» Retrieving the default data element

« Retrieving the key ID for a specific data element

e Checking access permissions with success output
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* Checking access permissions with failure output

Note: In the mock implementation, you must pass the ALL USER user name as an argument to the create_session API for creating a
session.

2.4.4.4.1 Mock Example - Success Scenario for Checking Access Permissions

This section lists the success scenario when you check the access permission status of the user for a specified data element.

Example

In the following example, the check access API returns True when you check the permission of User1 for protecting the
data using the SUCCESS CHECK ACCESS data element.

from appython import Protector

from appython import CheckAccessType

protector = Protector()

session = protector.create_session("ALL_USER™)

print(session.check access("'SUCCESS CHECK ACCESS™, CheckAccessType.PROTECT))

Result

True

2.4.4.4.2 Mock Example - Failure Scenario for Checking Access Permissions

This section lists the failure scenario when you check the access permission status of the user for a specified data element.

Example

In the following example, the check access API returns True when you check the permission of User? for protecting the
data using the FA/L_CHECK ACCESS data element.

from appython import Protector

from appython import CheckAccessType

protector = Protector()

session = protector.create_session("ALL_USER™)

print(session.check access("'FAIL_CHECK_ACCESS'", CheckAccessType.PROTECT))

Result

False

2.4.4.4.3 Mock Example - Retrieving Default Data Element

This section describes how to use the get default_de API to retrieve the default data element for the policy provided as an input
parameter. A data element becomes a default for a policy when you select it as default during policy creation.

Example

In the following example, the get default de API returns the default data element when you pass the policy name
POLICY NAME as an input parameter.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
default_de = session.get_default_de("'POLICY_NAME™)
print("'Default data element: "+default_de)
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Result

Default data element: ALPHANUM

2.4.4.4.4 Mock Example - Retrieving Key ID for Data Element

This section describes how to use the get current key id for dataelement API to return the key ID for a data element that is
passed as an input parameter. The data elements can be of type 3DES, AES-128, or AES-256.

Example

In the following example, the get _current key id_for_dataelement API returns the key ID when you pass the
SUCCESS PROTECT _ENC INT as an input parameter.

from appython import Protector

protector = Protector()

session = protector.create_session("'ALL_USER™)

current_key = session.get_current_key id_for_dataelement("'SUCCESS_PROTECT_ENC_INT"')
print(current_key)

Result

123

2.4.4.5 Using Sample Data Elements for Simulating Error Scenarios

This section describes how to use the sample data elements for simulating the error scenarios while protecting, unprotecting, and
reprotecting the data.

Note: In the mock implementation, you must pass the ALL_USER user name as an argument to the create_session API for creating a
session.

2.4.4.5.1 Mock Example - Invalid User Exception

This section describes an example of the scenario if a user who is not defined in a policy is used to protect single or bulk data.

Example: Single Data

In the following example, the Protegrity string is used as the data, which is being protected using the
EXCEPTION_INVALID USER data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session("'ALL_USER™)

try:
output = session.protect("Protegrityl, "EXCEPTION_INVALID_USER'™)
print(“'protect: ""+output)

except ProtectError as error:
print(error)

Result
1, The username could not be found in the policy in shared memory.

Example: Bulk Data
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In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the EXCEPTION_INVALID USER data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["Protegrityl™]*5

output = session.protect(data, "EXCEPTION_INVALID_USER™)
print(output)

Result

([None, None, None, None, None], (°1°, =1°, =1, 1%, "1%))

2.4.4.5.2 Mock Example - Invalid Data Element Exception

This section describes an example of the scenario if a data element that is not defined in a policy is used to protect single or bulk
data.

Example: Single Data

In the following example, the Protegrity string is used as the data, which is being protected using the
EXCEPTION_INVALID_DE data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session(""ALL_USER'™)

try:
output = session.protect("Protegrityl"”, "EXCEPTION_INVALID_DE™)
print(“'protect: ""+output)

except ProtectError as error:
print(error)

Result
2, The data element could not be found in the policy in shared memory.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the EXCEPTION_INVALID_DE data element.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER™)
data = ["Protegrityl™]*5
output = session.protect(data, "EXCEPTION_INVALID_DE'")
print(output)
Result

([None, None, None, None, None], (°2%, =2%, =27, "2%, "2%))

2.4.4.5.3 Mock Example - External Tweak is Null

This section describes an example of the scenario if a null external tweak is used to protect single or bulk data.

Example: Single Data
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In the following example, the Protegrity1 string is used as the data, which is being protected using the
EXCEPTION_TWEAK_IS NULL data element.

from appython import Protector
protector = Protector()
session = protector.create_session(""ALL_USER™)

try:
output = session.protect("'Protegrityl™, "EXCEPTION_TWEAK_IS_NULL'™)
print(“'protect: "+output)

except ProtectError as error:
print(error)

Result

4, Tweak is null.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the EXCEPTION TWEAK IS NULL data element.

from appython import Protector

from appython.exceptions import ProtectError

protector = Protector()

session = protector.create_session("'ALL_USER™)

data = ["Protegrityl™]*5

output = session.protect(data, "EXCEPTION_TWEAK IS _NULL™)
print(output)

Result

([None, None, None, None, None], ("4", "4", "4", "4", "4"))

2.4.4.5.4 Mock Example - Data Too Short

This section describes an example of the scenario if the data to be protected or unprotected is too short.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the
DATA_ TOO _SHORT data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session(""ALL_USER™)

try:
output = session.protect('Protegrityl’™, "DATA_TOO_SHORT'™)
print(“’protect: "+output)

except ProtectError as error:
print(error)

Result
22, Data is too short to be protected/unprotected.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the DATA TOO_ SHORT data element.

from appython import Protector
protector = Protector()
session = protector.create_session("'ALL_USER'™)
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data = ["Protegrityl"]*5
output = session.protect(data, "DATA _TOO_SHORT')
print(output)

Result

([None, None, None, None, None], ("22%, ®"22%, "22%, "22%, "22%))

2.4.4.5.5 Mock Example - Long User Name

This section describes an example of the scenario if the name of the user, who is protecting or unprotecting the data, is too long.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the
USER_TOO_LONG data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session("ALL_USER™)

try:
output = session.protect(*'Protegrityl’, "USER_TOO_LONG')
print('protect: "'+output)

except ProtectError as error:
print(error)

Result
25, Username too long.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the USER_TOO L ONG data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
data = ["Protegrityl"]*5

output = session.protect(data, "USER_TOO_LONG'™)
print(output)

Result

([None, None, None, None, None], ("25%, "25%, "25", "25", "25%))

2.4.4.5.6 Mock Example - Unsupported Algorithm

This section describes an example of the scenario if the protection method used to protect the data is not supported by the API.

Example: Single Data

In the following example, the Protegrity string is used as the data, which is being protected using the
EXCEPTION_UNSUPPORTED ALGORITHM data element.

from appython import Protector

from appython.exceptions import ProtectError

protector = Protector()

session = protector.create_session("'ALL_USER™)

try:
output = session.protect('Protegrityl”, "EXCEPTION_UNSUPPORTED_ALGORITHM™)
print(‘'protect: "'+output)
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except ProtectError as error:
print(error)

Result
26, Unsupported algorithm or unsupported action for the specific data element.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the EXCEPTION _UNSUPPORTED_ALGORITHM data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)

data = ["Protegrityl™]*5

output = session.protect(data, "EXCEPTION_UNSUPPORTED_ALGORITHM'™)
print(output)

Result

([None, None, None, None, None], ("26", "26%, "26", "26", "26%))

2.4.4.5.7 Mock Example - Empty Policy

This section describes an example of the scenario if the data is protected without the policy being present in shared memory.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the EMPTY POLICY
data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session("'ALL_USER™)

try:
output = session.protect("Protegrityl™, "EMPTY_POLICY"")
print(“'protect: "+output)

except ProtectError as error:
print(error)

Result
31, The policy in shared memory is empty.

Example: Bulk Data

In the following example, the Protegrity string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the EMPTY POLICY data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER'™)
data = ["Protegrityl™]*5

output = session.protect(data, "EMPTY_POLICY'™)
print(output)

Result

([None, None, None, None, None], ("31", *"31°, "31°, "31", "31%))
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2.4.4.5.8 Mock Example - License Expired

This section describes an example of the scenario if the protector license has expired.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the
LICENSE _EXPIRED data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session(""ALL_USER'™)

try:
output = session.protect("'Protegrityl™, "LICENSE_EXPIRED™)
print(“'protect: "+output)

except ProtectError as error:
print(error)

Result
40, No valid license or current date is beyond the license expiration date.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the L/CENSE _EXPIRED data element.

from appython import Protector

protector = Protector()

session = protector.create_session("ALL_USER™)
data = ["Protegrityl™]*5

output = session.protect(data, "LICENSE_EXPIRED'"™)
print(output)

Result

([None, None, None, None, None], ("40%, *40°, "40°, "40°, "40%))

2.4.4.5.9 Mock Example - Invalid Input

This section describes an example of the scenario if the data to be protected is invalid.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the
INPUT_NOT _VALID data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session("'ALL_USER™)

try:
output = session.protect("Protegrityl™, "INPUT_NOT_VALID™)
print(“'protect: "+output)

except ProtectError as error:
print(error)

Result
44, The content of the input data is not valid.

Example: Bulk Data
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In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the /INPUT_NOT_VALID data element.

from appython import Protector

protector = Protector()

session = protector.create_session(""ALL_USER™)
data = ["Protegrityl™]*5

output = session.protect(data, "INPUT_NOT_VALID"™)
print(output)

Result

([None, None, None, None, None], ("44%, "44%°, "44%, "44*°, "44%))

2.4.4.5.10 Mock Example - Reprotecting Data with Heterogenous Data Elements

This section describes the error when the new data element used to reprotect the data does not have the same tokenization type or
the protection method as that of the old data element.

Example: Single Data

In the following example, the Protegrity1 string is used as the data, which is being protected using the SUCCESS STR
data element.

The protected input data, the old data element SUCCESS STR, and a new data element REPROTECT HETERO STR
are then passed as inputs to the reprotect AP1. The reprotect API returns an error as the old and new data elements do not
have the same tokenization type or the protection method.

from appython import Protector

from appython.exceptions import ProtectError

protector = Protector()

session = protector.create_session("ALL_USER'™)

output = session.protect("Protegrityl", "SUCCESS_STR"™ )

try:
org = session.reprotect(output, ""SUCCESS_STR', "REPROTECT_HETERO_STR™ )
print("'Reprotected data: "'+org)
except Exception as error:
print(error)
Result

26, Unsupported algorithm or unsupported action for the specific data element.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
input data is being protected using the SUCCESS STR data element.

The protected input data, the old data element SUCCESS STR, and a new data element REPROTECT HETERO STR
are then passed as inputs to the reprotect AP1. The reprotect API returns an error as the old and new data elements do not
have the same tokenization type or the protection method.

from appython import Protector
protector = Protector()
session = protector.create_session("ALL_USER'™)
data=[""Protegrityl"]*5
output = session.protect(data, "SUCCESS_STR™ )
try:
org = session.reprotect(output[0], "SUCCESS_STR", "REPROTECT_HETERO_STR" )
print("'Reprotected data:')
print(org)
except Exception as error:
print(error)
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Result

26, Unsupported algorithm or unsupported action for the specific data element.

2.4.4.6 Using Sample Users for Simulating Error Scenarios

This section describes how to use sample users for simulating the user-related error scenarios while protecting, unprotecting, and
reprotecting the data.

2.4.4.6.1 Mock Example - No Protect User

This section describes an example of the scenario in which a user does not have privileges to protect data.

Example: Single Data

In the following example, the NO_PROTECT_USER user is used to try and protect the Protegrity? string using the
SUCCESS STRdata element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session("*"NO_PROTECT_USER™)

try:
output = session.protect("Protegrityl’, "SUCCESS_STR'™)
print("'Protected data: “"+output)

except ProtectError as error:
print(error)

Result

3, The user does not have the appropriate permissions to perform the requested
operation.

Example: Bulk Data

In the following example, the Protegrity string is repeated five times in a list, which is used as the input bulk data. The
NO _PROTECT USERis used to try and protect the input data using the SUCCESS STR data element.

from appython import Protector

from appython.exceptions import ProtectError
protector = Protector()

session = protector.create_session(""NO_PROTECT_USER'™)
data = ["Protegrityl™]*5

output = session.protect(data, "SUCCESS_STR'")
print(output)

Result

([None, None, None, None, None], ("3", "3", 3", "3", "3%))

2.4.4.6.2 Mock Example - No Reprotect User

This section describes an example of the scenario in which a user does not have privileges to reprotect data.

Example: Single Data

In the following example, the NO_REPROTECT USER user is used to try and reprotect the Protegrity1 string using the
SUCCESS REPROTECT _STR data element.

from appython import Protector

from appython.exceptions Import ReprotectError
protector = Protector()

session = protector.create_session(*'NO_REPROTECT_USER'™)
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try:
org = session.reprotect("'Protegrityl™, "SUCCESS_ STR'", "SUCCESS_REPROTECT_STR')
print(“'reprotect: " + org)

except ReprotectError as e:
print(e)

Result

3, The user does not have the appropriate permissions to perform the requested
operation.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data.

The NO_REPROTECT _USERis used to try and reprotect the input data using the SUCCESS REPROTECT_STRdata
element.

from appython import Protector

from appython.exceptions import ReprotectError

protector = Protector()

session = protector.create_session("*"NO_REPROTECT_USER™)

data = ["Protegrityl™]*5

org = session.reprotect(data, "SUCCESS_STR', "SUCCESS_REPROTECT_STR')
print(org)

Result

([None, None, None, None, None], (*3%, "3", *37, "3", "3%))

2.4.4.6.3 Mock Example - No Unprotect Null User

This section describes an example of the scenario in which a user does not have privileges to unprotect data. In this case, if the
user tries to unprotect the data, then the unprotect API returns a null value.

Example: Single Data

In the following example, the NO_UNPROTECT_NULL_USER user is first used to protect the Protegrity string using
the SUCCESS STR data element. Then, the NO_ UNPROTECT NULL USER user is used to try and unprotect the

protected input data using the same data element. However, the user is unable to unprotect the data and the API returns a
null value.

from appython import Protector

from appython.exceptions import UnprotectError

protector = Protector()

session = protector.create_session("'NO_UNPROTECT_NULL_USER'™)
p_out = session.protect('Protegrityl™, "SUCCESS_STR™)
print("'Protected data: " + p_out)

org = session.unprotect(p_out, "SUCCESS_STR'")
print("'Unprotected data: ')

print(org)

Result

Protected data: ISvH5dvO0515vvH5zvOvzaX
Unprotected data:
None

Example: Bulk Data

In the following example, the Protegrity string is repeated five times in a list, which is used as the input bulk data. The
NO_UNPROTECT NULL USER user is first used to protect the input data using the SUCCESS STR data element.
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Then, the NO_UNPROTECT NULL_USER user is used to try and unprotect the protected input data using the same data
element.

from appython import Protector

from appython.exceptions import UnprotectError
protector = Protector()

session = protector.create_session("'NO_UNPROTECT_NULL_USER'™)
data = ["Protegrityl™]*5

p_out = session.protect(data, '"SUCCESS_STR™)
print(*’Protected data: ')

print(p_out)

org = session.unprotect(p_out[0], "SUCCESS_STR'")
print("'Unprotected data: ')

print(org)

Result

Protected data:

([T 1SvH5dvO515vvH5zv0vzax®, " ISvH5dvO515vvH5zv0OvzaxX®, ®1SvH5dvO515vvH5zv0vzaXx®,
" I1SvH5dv0515vvH5zvOvzaxX®™, " I1SvH5dvO515vvH5zv0vzax®], (6, 6, 6, 6, 6))
Unprotected data:

([None, None, None, None, None], (°3", "3", "3", "3", "3%))

2.4.4.6.4 Mock Example - No Unprotect Exception User

This section describes an example of the scenario in which a user does not have privileges to unprotect data. In this case, if the
user tries to unprotect the data, then the unprotect AP1 throws an exception.

Example: Single Data

In the following example, the NO_UNPROTECT_NULL_USER user is first used to protect the Protegrity string using
the SUCCESS STR data element. Then, the NO_UNPROTECT _NULL _USER user is used to try and unprotect the

protected input data using the same data element. However, the user is unable to unprotect the data and the API throws an
exception.

from appython import Protector
from appython.exceptions import UnprotectError
protector = Protector()
session = protector.create_session("*NO_UNPROTECT_EXC_USER™)
p_out = session.protect("'Protegrityl’™, "SUCCESS_STR'™)
print("'Protected data: " + p_out)
try:
org = session.unprotect(p_out, "SUCCESS_ STR™)
print("'Unprotected data: " + org)
except UnprotectError as e:
print(e)

Result

Protected data: ISvH5dv0515vvH5zvOvzaX

3, The user does not have the appropriate permissions to perform the requested
operation.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
NO_UNPROTECT NULL USER user is first used to protect the input data using the SUCCESS STR data element.
Then, the NO_UNPROTECT _NULL USER user is used to try and unprotect the protected input data using the same data
element.

from appython import Protector

from appython.exceptions import UnprotectError

protector = Protector()

session = protector.create_session(""NO_UNPROTECT_EXC_USER'™)
data = ["Protegrityl™]*5
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p_out = session.protect(data, '"SUCCESS_STR'™)
print("'Protected data: ')

print(p_out)

org = session.unprotect(p_out[0], "SUCCESS_STR'")
print("'Unprotected data: ')

print(org)
Result

Protected data:

([ " I1SvH5dv0515vvH5zv0OvzaX®, ®I1SvH5dvO515vvH5zvOvzaXx®, ®I1SvH5dvO515vvH5zv0vzaXx®,
" I1SvH5dv0515vvH5zv0Ovzax®™, " ISvH5dvO515vvH5zv0vzax®], (6, 6, 6, 6, 6))
Unprotected data:

([None, None, None, None, None], (*3", "3", *37, "3", "3%))

2.4.4.6.5 Mock Example - No Unprotect Protected User

This section provides an example of the scenario in which a user does not have privileges to unprotect data. In this case, if the
user tries to unprotect the data, then the unprotect API returns the protected input data.

Example: Single Data

In the following example, the NO_ UNPROTECT PROTECTED USER user is first used to protect the Protegrity1 string
using the SUCCESS STR data element. Then, the NO UNPROTECT NULL USER user is used to try and unprotect the

protected input data using the same data element. However, the user is unable to unprotect the data, and the API returns
the protected input data.

from appython import Protector

from appython.exceptions import UnprotectError

protector = Protector()

session = protector.create_session("'NO_UNPROTECT_PROTECTED_USER™)
p_out = session.protect('Protegrityl’, "SUCCESS_STR')
print("'Protected data: " + p_out)

org = session.unprotect(p_out, "SUCCESS_STR'")

print('Unprotected data: ' + org)

Result

Protected data: ISvH5dvO515vvH5zvOvzaX
Unprotected data: ISvH5dvO0515vvH5zvOvzaX

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data.

The NO_UNPROTECT _PROTECTED USER user is first used to protect the input data using the SUCCESS STR data
element. Then, the NO_UNPROTECT_PROTECTED_ USER user is used to try and unprotect the protected input data
using the same data element.

from appython import Protector

from appython.exceptions import UnprotectError
protector = Protector()

session = protector.create_session("'NO_UNPROTECT_PROTECTED_USER'™)
data = ["Protegrityl"]*5

p_out = session.protect(data, ""SUCCESS_STR™)
print(‘’Protected data: ')

print(p_out)

org = session.unprotect(p_out[0], "SUCCESS_STR'")
print("'Unprotected data: ')

print(org)

Result

Protected data:

([ " I1SvH5dvO0515vvH5zv0vzaxX®™, ®I1SvH5dvO515vvH5zv0vzax®, "I1SvH5dvO515vvH5zv0vzaXx®,
" I1SvH5dv0515vvH5zv0Ovzax®™, " I1SvH5dvO515vvH5zv0vzax®], (6, 6, 6, 6, 6))
Unprotected data:
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([T 1SvH5dvO515vvH5zv0vzaxX®, " ISvH5dvO515vvH5zv0OvzaxX®, ®1SvH5dvO515vvH5zv0vzaXx®,
" I1SvH5dv0515vvH5zv0Ovzax®™, " I1SvH5dvO515vvH5zv0vzax®™], (3, 3, 3, 3, 3))

2.4.4.6.6 Mock Example - No User

This section describes an example of the scenario in which a user has not been defined in the security policy.

Example: Single Data

In the following example, the NO_USER user is used to try and protect the Protegrity1 string using the SUCCESS STR
data element. However, the user is unable to perform the requested operation because the user has not been defined in the
security policy.

from appython import Protector

from appython.exceptions import ProtectError, ReprotectError, UnprotectError
protector = Protector()

session = protector.create_session("'"NO_USER™)

try:
output = session.protect(*'Protegrityl™, "SUCCESS_STR™)
print("'Protected data: " + output)

except ProtectError as e:
print(e)

Result
1, The username could not be found in the policy in shared memory.

Example: Bulk Data

In the following example, the Protegrity1 string is repeated five times in a list, which is used as the input bulk data. The
NO_USER user is used to try and protect the Protegrity string using the SUCCESS STR data element. However, the
user is unable to perform the requested operation because the user has not been defined in the security policy.

from appython import Protector

from appython.exceptions import ProtectError, ReprotectError, UnprotectError
protector = Protector()

session = protector.create_session(**NO_USER™)

data = ["Protegrityl™]*5

output = session.protect(data, "SUCCESS_STR'")

print(output)

Result

([None, None, None, None, None], ("1°, =1°, =1, 1%, "1%))

2.5 Application Protector (AP) NodeJS APIs

A Trusted Application must be added in the datastore for running AP NodeJS. The AP NodelJS accesses the information on the
Trusted Application from the policy stored in the memory. If the application is trusted, then the user can invoke the protect,
unprotect, or reprotect APIs, depending on the requirements. You can flush the audits at the point where the application exits.

Note: The AP NodeJS APIs can be invoked by a valid Policy Useror a Trusted Application user.

Note:

When a short running application has completed its execution (in less than a second), the audit logs will not be seen. In such cases, the
flushAudits() API needs to be invoked.

For more information about the flushAudits API, refer to the section fushAudits API.
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The following diagram represents the basic flow of the AP NodeJsS.

Begin

Y
Initialize the
protector

A 4

Call data protection method one or
multiple times

A4

Flush the Audits

End

Figure 2-5: Flowchart for AP NodeJS

Note:
The AP NodeJS supports only bytes and string data type.

The following sections provide detailed information for the various methods used by the Protegrity Application Protector
NodeJsS.

2.5.1 initialize API

The initialize API initializes the Application Protector NodeJS. This should be performed only once in the lifecycle of each

application that uses the AP NodeJS. The protection operations can be performed only on the successful initialization of the AP
NodeJS.

function initialize(communicationID = 0)
Parameters

conmuni cat i onl D: The Communication ID in integer format that is used by the PEP server. This value must match

the value specified by the Communication ID parameter in the pepserver.cfg file. This parameter is optional. The default
value of the communication!D parameter is 0.

Note: Ensure that the communication/D parameter value is equal to the Communication 1D parameter value in the pepserver.cfy
file.

Returns

Promi se<bool ean>: Returns a promise in boolean format when the protector has been initialized successfully.
Exceptions

Er r or : If the initialization of the protector fails, then an exception is thrown.
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Example

protector.initialize().then(result => {
it (result) {
/* The Protector has been initialized successfully */

}

3}) -.catch(error => {
//handle exceptions
console.error(error)

1))

2.5.2 getVersion API

The get\Version API returns the extended version of the AP NodeJS in use. The extended version consists of the AP NodelS
version number and the PEP server version.

function getVersion()
Parameters
None
Returns
(hj ect : Returns an object with product version of the installed AP NodeJS and the PEP server version.
Exceptions
None
Example

protector.getVersion()

2.5.3 checkAccess API

The checkAccess API returns the access permission status of the user for a specified data element.

function checkAccess(userName, dataElement, checkAccess)
Parameters

user Nane: String containing the username defined in the policy.

dat aEl enent : String containing the name of the data element.

checkAccess: Type of the access permission of the user for the specified data element. You can specify a value for this
parameter from the accessType constants, such as, protectAccess, unprotectAccess, or reprotectAccess.

Returns
bool ean: Returns frue if the user has the requested access on the data element.
Exceptions
Er r or : If the checkAccess operation is unsuccessful, then an exception is thrown.
Example
protector.checkAccess("userName®, "dataElement®, protector.accessType.protectAccess);

protector.checkAccess("userName®", "dataElement®, protector.accessType.unprotectAccess);
protector.checkAccess("userName®", "dataElement®, protector.accessType.reprotectAccess);

2.5.4 flushAudits API

The flushAudits API is used for flushing the audit logs at any point in the application. This API is required for a short running
process that lasts less than a second, to get the audit logs.

Note:
It is recommended to invoke flushAudits API at the point where the application exits.
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function flushAudits()
Parameters
None
Returns
None
Exceptions
None
Example

protector.flushAudits()

2.5.5 protect API

The protect API protects the data using tokenization, data type preserving encryption, No Encryption, or encryption data element.
It supports single and bulk protection without a maximum bulk size limit. However, you are recommended not to pass more than
1 MB of input data for each protection call.

function protect(inputData, userName, dataElement, exiv = null, extweak = null, charset = null)
Parameters

i nput Dat a: Data to be protected. You can provide the input data of byte or string type. However, you cannot provide
the data from multiple data types at the same time in a bulk call.

user Name: String containing the username defined in the policy.
dat aEl enent : String containing the data element name defined in the policy.

exi v: External IV is an optional argument. It is a buffer containing data that is used as an initialization vector and
accepts input in byte format. When the External 1V is null, its value is ignored.

ext weak: External Tweak is an optional argument that is used only for the FPE data elements. It is a buffer containing
data that is used as an external tweak and accepts input in byte format. When the external tweak is empty, its value is
ignored.

char set : Charset is an optional argument. It indicates the byte order of the input buffer. You can specify a value for this
argument from the charset constants, such as, utf8, utfi6le, or utfi6be.

Note: The default value for the charset argument is UTF-8.

Note: The charsetargument is only applicable for the input data of byte type.

Returns
*  For single data: Returns an object with protected data in the following format.
e For string input:

{ returncode: (int), output: (string) }
e For byte input:
{ returncode: (int), output: (Buffer) }
e For bulk data. Returns an object with protected data in the following format:
* For string input:

{

returncode: []int
output:[]string,
isSuccess: bool
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* For byte input:
{

returncode: []int
output: []Buffer,
isSuccess: bool

Exception
Er r or : If the protect operation is unsuccessful, then an exception is thrown. For String or Byte array, an exception is not
thrown for error codes 22, 23, and 44. In such cases, /sSuccess is returned as false.

For more information about the AP NodeJS error return codes, refer to the section Application Protectors API Return

Codes.

Example

The following table provides examples of the API usage for tokenizing and encrypting the data for each input.

Input Usage Refer to
String Tokenizing string data Example - Tokenizing String Data
Tokenizing string data with external IV Example - Tokenizing String Data with
External IV
Protecting string data using FPE Example - Protecting String Data Using
Format Preserving Encryption (FPE)
Protecting string data using FPE with Example - Protecting String Data Using
external IV FPE with External 1V
Protecting string data using FPE with Example - Protecting String Data Using
external tweak FPE with External Tweak
Bytes Tokenizing bytes data Example - Tokenizing Bytes Data
Tokenizing bytes data with external 1V Example - Tokenizing Bytes Data with
External IV
Encrypting bytes data Example - Encrypting Bytes Data

2.5.5.1 Example - Tokenizing String Data

This section describes how to use the protect API for tokenizing the string data.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data

element.

Single input data

input = 'Protegrity1'

Bulk input data

input = ['Protegrityl’, 'Protegrity2’, 'Protegrity3']

Operation

const protectedData = protector.protect(input, “userl®,

Result
Example output for single input data:

{ returncode: 6, output: "P8PCmC8gtyl” }

Example output for bulk input data:
{

returncode: [ 6, 6, 6 ],

output: [ "P8PCmC8gtyl", "PUVrjFb7ty2",

"PGWGOrhWty3" 1.

"AlphaNum*®)
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isSuccess: true

}

2.5.5.2 Example - Tokenizing String Data with External 1V

This section describes how to use the protect AP for tokenizing the string data with external initialization vector (1V).

Note: If you want to pass external IV as an argument to the profect API, then you must convert it to UTF-8 bytes before passing it to the
API.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element, with the help of the external IV 1234 that is passed as bytes.

Single input data input = 'Protegrityl’
Bulk input data input = ['Protegrityl', 'Protegrity2', 'Protegrity3']
Operation

const protectedData = protector.protect(input, “userl®, “AlphaNum®, Buffer.from("1234%))
Result
Example output for single input data:

{ returncode: 6, output: "Ppfabceatyl® }

Example output for bulk input data:
{

returncode: [ 6, 6, 6 ],
output: [ "Ppfabceatyl®, "PiCZ1gBQty2", "PxFmR99yty3" ],
isSuccess: true

2.5.5.3 Example - Protecting String Data Using Format Preserving Encryption (FPE)

This section describes how to use the protect API to protect the string data using Format Preserving Encryption (FPE) (FF1).
Input
In this example, the following input data are used, which are protected using the FPE_Alpha FPE data element.

Single input data input = 'protegrity1234AAAAAAECEE'

Bulk input data input = ['protegrity1234AAAAAAECEE,

Operation
const protectedData = protector.protect(input, “userl®, "FPE_Alpha®)

Result
Example output for single input data:

Example output for bulk input data:

returncode: [ 6, 6, 6 ],
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"pYFUEwWNxeB1234AAAAA™,

" pKNERbUuJEH1234AAAAAA ™
]
1

}

sSuccess: true

2.5.5.4 Example - Protecting String Data Using FPE with External 1V

This section describes how to use the protect API to protect the string data using FPE (FF1) with external V.

Note: If you want to pass external IV as an argument to the protect API, then you must convert them to UTF-8 bytes before passing them
to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external 1V 1234 that are passed as bytes.

Single input data input = '372875647747447'
Bulk input data input = ['372875647747447', '562875647747412',
"702875647747434]
Operation

const protectedData = protector.protect(input, “userl®, "FPE_Num®, Buffer.from("1234%))

Result
Example output for single input data:

{ returncode: 6, output: "376445170344927" }

Example output for bulk input data:

{

returncode: [ 6, 6, 6 ],
output: [ "376932013690437", "539755103178822", "762007695745544" ],
isSuccess: true

2.5.5.5 Example - Protecting String Data Using FPE with External Tweak

This section describes how to use the protect API to protect the string data using FPE (FF1) with external tweak.

Note: If you want to pass external tweak as an argument to the protect API, then you must convert them to UTF-8 bytes before passing
them to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external tweak abcdefthat are passed as bytes.

Single input data input = '372875647747447'
Bulk input data input = ['372875647747447', '562875647747412',
"702875647747434]
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Operation

const protectedData = protector.protect(input, “userl®, “FPE_Num®, null,
Buffer.from("abcdef®))

Result
Example output for single input data:

{ returncode: 6, output: "376445170344927" }

Example output for bulk input data:
{

returncode: [ 6, 6, 6 ],
output: [ "376932013690437", "539755103178822", "762007695745544" ],
isSuccess: true

2.5.5.6 Example - Tokenizing Bytes Data

This section describes how to use the protect API for tokenizing the bytes data.

Note: The default value for the charset argument is UTF8. If the data elements have default encoding or Plaintext Encoding set as either
UTFI16LE or UTF16BE, then the respective charset argument must be passed to the API.

Note: Ensure that the input data is of the same byte format as selected in the Plaintext Encoding or default encoding drop-down for the
required data element.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data element
and UnicodeG2 UTF16LE Unicode Gen2 data element.

Single input data for Alpha-Numeric data element input = Buffer.from('Protegrity1’)
Single input data for Unicode Gen2 data element bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)
Bulk input data for Alpha-Numeric data element input = [ Buffer.from('Protegrity1'), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3') ]
Bulk input data for Unicode Gen2 data element bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),
Buffer.from('Protegrity2’, 'utf16le’), Buffer.from('Protegrity3’,
‘utfl6le’)]
Operation
The following example shows how to perform the protect operation using the AljphaNum Alpha-Numeric token data
element.

const protectedData = protector.protect( input, “userl®, "AlphaNum®)

The following example shows how to perform the protect operation using the UnicodeG2 UTF16LE Unicode Gen?2 token
data element.

const protectedData = protector.protect( bytelnputUTF16LE, “userl”,
"UnicodeG2_UTF16LE", null, null, protector.charset.utfl6le)

Result
Example output for single input data for Alpha-Numeric data element:

{ returncode: 6, output: <Buffer 50 38 50 43 6d 43 38 67 74 79 31> }
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Example output for single input data for Unicode Gen2 data element:

{ returncode: 6, output: <Buffer 5000 3800 5000 4300 6d00 4300 3800 6700 7400 7900
3100> }

Example output for bulk input data for Alpha-Numeric data element:

{
returncode: [ 6, 6, 6 ],

output:
<Buffer 50 38 50 43 6d 43 38 67 74 79 31>,
<Buffer 50 55 56 72 6a 46 62 37 74 79 32>,
<Buffer 50 47 57 47 4f 72 68 57 74 79 33>
]
i

sSuccess: true

Example output for bulk input data for Unicode Gen2 data element:

{
returncode: [ 6, 6, 6 ],

output:
<Buffer 5000 3800 5000 4300 6d00 4300 3800 6700 7400 7900 3100>,
<Buffer 5000 5500 5600 7200 6a00 4600 6200 3700 7400 7900 3200>,
<Buffer 5000 4700 5700 4700 4f00 7200 6800 5700 7400 7900 3300>

1
i

sSuccess: true

2.5.5.7 Example - Tokenizing Bytes Data with External 1V

This section describes how to use the protect AP for tokenizing the bytes data using external IV.
Input

In this example, the following input data are used, which are tokenized using the AljphaNum Alpha-Numeric data element
and UnicodeG2_UTF16LE Unicode Gen?2 data element, with the help of the external 1V 1234 that is passed as bytes

Single input data for Alpha-Numeric data element input = Buffer.from('Protegrity1’)
Single input data for Unicode Gen2 data element bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)
Bulk input data for Alpha-Numeric data element input = [ Buffer.from('Protegrityl'), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3’) ]
Bulk input data for Unicode Gen2 data element bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),
Buffer.from('Protegrity2’, 'utf16le"), Buffer.from('Protegrity3’,
'utfl6le")]
Operation
The following example shows how to perform the protect operation using the AlphaNum Alpha-Numeric token data
element.

const protectedData = protector.protect( input, “userl®, "AlphaNum®,
Buffer.from("1234%))

The following example shows how to perform the protect operation using the UnicodeG2_ UTF16L E Unicode Gen?2 token
data element.

const protectedData = protector.protect( bytelnputUTF16LE, “userl”,
“"UnicodeG2_UTF16LE", Buffer.from("1234%), null, protector.charset.utfl6le)

Result
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Example output for single input data for Alpha-Numeric data element:

{ returncode: 6, output: <Buffer 50 43 76 47 34 78 34 30 74 79 31> }

Example output for single input data for Unicode Gen2 data element:

{ returncode: 6, output: <Buffer 5000 4300 7600 4700 3400 7800 3400 3000 7400 7900
3100> }

Example output for bulk input data for Alpha-Numeric data element:

{
returncode: [ 6, 6, 6 ],

output:
<Buffer 50 43 76 47 34 78 34 30 74 79 31>,
<Buffer 50 62 65 53 6f 31 43 48 74 79 32>,
<Buffer 50 59 61 6b 59 71 50 53 74 79 33>

1
i
}

sSuccess: true

Example output for bulk input data for Unicode Gen2 data element:

{
returncode: [ 6, 6, 6 ],

output:
<Buffer 5000 4300 7600 4700 3400 7800 3400 3000 7400 7900 3100>,
<Buffer 5000 6200 6500 5300 6f00 3100 4300 4800 7400 7900 3200>,
<Buffer 5000 5900 6100 6b00 5900 7100 5000 5300 7400 7900 3300>

]
i
}

sSuccess: true

2.5.5.8 Example - Encrypting Bytes Data

This section describes how to use the protect API for encrypting the bytes data.

Warning: To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted
bytes data to a Hexadecimal, Base 64, or any other appropriate format.

Input

In this example, the following input data are used, which are first converted to bytes using the Buffer class in NodeJS.
The bytes data is then encrypted using the A£S5256 data element.

Single input data input = Buffer.from('Protegrity1’)

Bulk input data input = [ Buffer.from('Protegrityl’), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3’) ]

Operation
const protectedData = protector.protect( input, “userl®, "AES256")

Result
Example output for single input data:

returncode: 6,
output: <Buffer 74 80 f5 8d 9e Ob 2b 34 4c 71 8a 97 db 8F 78 16>
s
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Example output for bulk input data:

{
returncode: [ 6, 6, 6 ],

output: [
<Buffer 74 80 5 8d 9e Ob 2b 34 4c 71 8a 97 db 8F 78 16>,
<Buffer 5b 09 28 e3 l1le d3 cl1 1la 59 01 Oc 58 63 dd c7 b6>,
<Buffer cO 6d 5e fc 87 3 4b 15 00 92 fb 3f 50 ff c8 6>

1
i

sSuccess: true

2.5.6 unprotect API

The unprotect API unprotects the data using tokenization, data type preserving encryption, No Encryption, or encryption data
element. It supports single and bulk unprotection without a maximum bulk size limit. However, you are recommended not to pass
more than 1 MB of input data for each protection call.

function unprotect(inputData, userName, dataElement, exiv = null, extweak = null, charset = null)
Parameters

i nput Dat a: Data to be unprotected. You can provide the input data of byte or string type. However, you cannot provide
the data from multiple data types at the same time in a bulk call.

user Name: String containing the username defined in the policy.
dat aEl enent : String containing the data element name defined in the policy.

exi v: External IV is an optional argument. It is a buffer containing data that is used as an initialization vector and
accepts input in byte format. When the external 1V is null, its value is ignored.

ext weak: External Tweak is an optional argument that is used only for the FPE data elements. It is a buffer containing
data that is used as an external tweak and accepts input in byte format. When the external tweak is empty, its value is
ignored.

char set : Charset is an optional argument. It indicates the byte order of the input buffer. You can specify a value for this
argument from the charset constants, such as, vtf8, utfiéle, or utfiébe.

Note: The default value for the charset argument is UTF-8.

Note: The charsetargument is only applicable for the input data of byte type.

Returns
»  For single data. Returns an object with unprotected data in the following format.
e For string data type:

{ returncode: (int), output: (string) }

» For buffer data type:

{ returncode: (int), output: (Buffer) }

e For bulk data. Returns an object with unprotected data in the following format:
* For string input:

{

returncode: []Jint
output:[]string,
isSuccess: bool
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* For byte input:

{
returncode: []int
output: []Buffer,
isSuccess: bool

Exceptions

Er r or : If the unprotect operation is unsuccessful, then an exception is thrown. For String or Byte array, an exception is
not thrown for error codes 22, 23, and 44. In such cases, /sSuccess is returned as false.

For more information about the AP NodeJS error return codes, refer to the section Application Protectors API Return

Codes.
Example
The following table provides examples of the API usage for detokenizing and decrypting the data for each input.
Input Usage Refer to
String Detokenizing string data Example - Detokenizing String Data
Detokenizing string data with external IV | Example - Detokenizing String Data with
External IV
Unprotecting string data using FPE Example - Unprotecting String Data Using
Format Preserving Encryption (FPE)
Unprotecting string data using FPE with Example - Unprotecting String Data Using
external IV FPE with External 1V
Unprotecting string data using FPE with Example - Unprotecting String Data Using
external tweak FPE with External Tweak
Bytes Detokenizing bytes data Example - Detokenizing Bytes Data
Detokenizing bytes data with external I\ | Example - Detokenizing Bytes Data with
External IV
Decrypting bytes data Example - Decrypting Bytes Data

2.5.6.1 Example - Detokenizing String Data

This section describes how to use the unprotect API retrieving the original string data from the token data.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element. The protected output is detokenized using the same data element.

Single input data

input = 'Protegrityl'

Bulk input data

input = ['Protegrityl', 'Protegrity2', 'Protegrity3']

Operation

const protectedData = protector.protect(input, “userl®,

"AlphaNum*®)

const unprotectedData = protector.unprotect(protectedData.output, “userl®, "AlphaNum®)

Result
Example output for single input data:

{ returncode: 8, output: "Protegrityl® }
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Example output for bulk input data:

{
returncode: [ 8, 8, 8 ],

output: [ "Protegrityl®, "Protegrity2", "Protegrity3" ],
isSuccess: true

2.5.6.2 Example - Detokenizing String Data with External 1V

This section describes how to use the unprotect API retrieving the original string data from the token data, using external IV.

Note: If you want to pass external IV as an argument to the unprotect API, then you must convert it to UTF-8 bytes before passing it to the
API.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element, with the help of the external IV 7234 that is passed as bytes. The protected output is detokenized using the same
data element.

Single input data input = 'Protegrity1'
Bulk input data input = ['Protegrityl', 'Protegrity2', 'Protegrity3']
Operation

const protectedData = protector.protect(input, “userl®, “AlphaNum®, Buffer.from("1234%))

const unprotectedData = protector.unprotect(protectedData.output, “"userl®, "AlphaNum®,
Buffer.from("1234%))

Result
Example output for single input data:

{ returncode: 8, output: "Protegrityl® }

Example output for bulk input data:

{
returncode: [ 8, 8, 8 ],
output: [ "Protegrityl®, "Protegrity2", "Protegrity3” ],
isSuccess: true

}

2.5.6.3 Example - Unprotecting String Data Using Format Preserving Encryption (FPE)

This section describes how to use the unprotect API to unprotect the string data using Format Preserving Encryption (FPE) (FF1).
Input

In this example, the following input data are used, which are protected using the FPE_Alpha FPE data element. The
protected output is unprotected using the same data element.

Single input data input = 'protegrity1234AAAAAAECEE'

Bulk input data input = ['protegrity1234AAAAAA/ECEE',
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Operation

const protectedData = protector.protect(input, “userl®, “FPE_Alpha®)

const unprotectedData = protector.unprotect(protectedData.output, “userl®, "FPE_Alpha®")

Result

Example output for single input data:

Example output for bulk input data:

returncode: [ 8, 8, 8 ],

1
i

sSuccess: true

2.5.6.4 Example - Unprotecting String Data Using FPE with External 1V

This section describes how to use the unprotect API to unprotect the string data using FPE (FF1) with external 1V.

Note: If you want to pass external IV as an argument to the unprotect API, then you must convert them to UTF-8 bytes before passing them
to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external IV 1234 that are passed as bytes. The protected output is unprotected using the same data element.

Single input data

input = '372875647747447'

input = ['372875647747447', '562875647747412',
'7028756477474341]

Bulk input data

Operation

const protectedData = protector.protect(input, “userl®, "FPE_Num®, Buffer.from("1234%))

const unprotectedData =

protector .unprotect(protectedData.output, “userl®, “FPE_Num®,
Buffer.from("1234%))

Result

Example output for single input data:

{ returncode: 8, output: "372875647747447" }

Example output for bulk input data:
{

returncode: [ 8, 8, 8 ],

output: [ "372875647747447", "562875647747412",

"702875647747434" 1],
isSuccess: true
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2.5.6.5 Example - Unprotecting String Data Using FPE with External Tweak

This section describes how to use the unprotect API to unprotect the string data using FPE (FF1) with external tweak.

Note: If you want to pass external tweak as an argument to the unprotect API, then you must convert them to UTF-8 bytes before passing
them to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external tweak abcdefthat are passed as bytes. The protected output is unprotected using the same data element.

Single input data input = '372875647747447'
Bulk input data input = ['372875647747447', '562875647747412',
'702875647747434]
Operation

const protectedData = protector.protect(input, “userl®, “"FPE_Num®, null,
Buffer.from("abcdef"))

const unprotectedData = protector.unprotect(protectedData.output, “userl®, “FPE_Num-,
null, Buffer.from("abcdef®))

Result
Example output for single input data:

{ returncode: 8, output: "372875647747447" }

Example output for bulk input data:
{

returncode: [ 8, 8, 8 ],
output: [ "372875647747447%, "562875647747412", "702875647747434" ],
isSuccess: true

2.5.6.6 Example - Detokenizing Bytes Data

This section describes how to use the unprotect API for detokenizing the bytes data.

Note: The default value for the charset argument is UTF8. If the data elements have default encoding or Plaintext Encoding set as either
UTF16LE or UTF16BE, then the respective charset argument must be passed to the API.

Note: Ensure that the input data is of the same byte format as selected in the Plaintext Encoding or default encoding drop-down for the
required FPE or Unicode Gen2 data element.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data element
and UnicodeG2 UTF16LE Unicode Gen2 data element. The protected output is detokenized using the same data element.

Single input data for Alpha-Numeric data element input = Buffer.from('Protegrity1’)

Single input data for Unicode Gen2 data element bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)

Bulk input data for Alpha-Numeric data element input = [ Buffer.from('Protegrity1'), Buffer.from(‘Protegrity2’),
Buffer.from('Protegrity3’) ]

Bulk input data for Unicode Gen2 data element bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),
Buffer.from('Protegrity2', 'utf16le"), Buffer.from('Protegrity3’,
‘utfl6le’)]
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Operation

The following example shows how to perform the unprotect operation using the A/jphaNum Alpha-Numeric token data
element.

const protectedData = protector.protect( input, “userl®, "AlphaNum®)

const unprotectedData = protector.unprotect( protectedData.output, “userl®, “AlphaNum®)

The following example shows how to perform the unprotect operation using the UnicodeG2 UTF16LE Unicode Gen?2
token data element.

const protectedData = protector.protect( bytelnputUTF16LE, “userl”,
"UnicodeG2_UTF16LE", null, null, protector.charset.utfl6le)

const unprotectedData = protector.unprotect( protectedData.output, “userl-”,
"UnicodeG2_UTF16LE", null, null, protector.charset.utfl6le)

Result
Example output for single input data for Alpha-Numeric data element:

{ returncode: 8, output: <Buffer 50 72 6F 74 65 67 72 69 74 79 31> }

Example output for single input data for Unicode Gen2 data element:

{ returncode: 8, output: <Buffer 5000 7200 600 7400 6500 6700 7200 6900 7400 7900
3100> }

Example output for bulk input data for Alpha-Numeric data element:

returncode: [ 8, 8, 8 ],

output: [
<Buffer 50 72 6f 74 65 67 72 69 74 79 31>,
<Buffer 50 72 6F 74 65 67 72 69 74 79 32>,
<Buffer 50 72 6f 74 65 67 72 69 74 79 33>

]
i
}

sSuccess: true

Example output for bulk input data for Unicode Gen2 data element:

returncode: [ 8, 8, 8 ],
output: [
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3100>,
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3200>,
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3300>
]
i

}

sSuccess: true

2.5.6.7 Example - Detokenizing Bytes Data with External 1V

This section describes how to use the unprotect API for detokenizing the bytes data using external 1V.
Input

In this example, the following input data are used, which are tokenized using the AljphaNum Alpha-Numeric data element
and UnicodeG2 _UTF16LE Unicode Gen2 data element. The protected output is detokenized using the same data element.

Single input data for Alpha-Numeric data element input = Buffer.from('Protegrity1’)
Single input data for Unicode Gen2 data element bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)

8 Confidential 303



Protegrity APIs, UDFs, Commands Reference Guide 9.2.0.0 Application Protector

Bulk input data for Alpha-Numeric data element input = [ Buffer.from('Protegrityl’), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3’) ]

Bulk input data for Unicode Gen2 data element bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),
Buffer.from('Protegrity2', 'utf16le"), Buffer.from('Protegrity3’,
‘utfl6le’)]

Operation
The following example shows how to perform the unprotect operation using the A/lphaNum Alpha-Numeric token data
element.

const protectedData = protector.protect( input, “userl®, “AlphaNum®,
Buffer._from("1234%))

const unprotectedData = protector.unprotect( protectedData.output, "userl®, “AlphaNum®,
Buffer._from("1234%))

The following example shows how to perform the unprotect operation using the UnicodeG2 UTFI16LE Unicode Gen?2
token data element.

const protectedData = protector.protect( bytelnputUTF16LE, "userl®,
"UnicodeG2_UTF16LE", Buffer.from("1234"), null, protector.charset.utfl6le)

const unprotectedData = protector.unprotect( protectedData.output, “userl-”,
"UnicodeG2_UTF16LE", Buffer.from("1234%), null, protector.charset.utfl6le)

Result
Example output for single input data for Alpha-Numeric data element:

{ returncode: 8, output: <Buffer 50 72 6F 74 65 67 72 69 74 79 31> }

Example output for single input data for Unicode Gen2 data element:

{ returncode: 8, output: <Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900
3100> }

Example output for bulk input data for Alpha-Numeric data element:

returncode: [ 8, 8, 8 ],

output: [
<Buffer 50 72 6F 74 65 67 72 69 74 79 31>,
<Buffer 50 72 6Ff 74 65 67 72 69 74 79 32>,
<Buffer 50 72 6F 74 65 67 72 69 74 79 33>

1
i
}

sSuccess: true

Example output for bulk input data for Unicode Gen2 data element:

returncode: [ 8, 8, 8 ],

output: [
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3100>,
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3200>,
<Buffer 5000 7200 6f00 7400 6500 6700 7200 6900 7400 7900 3300>

]

sSuccess: true

}
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2.5.6.8 Example - Decrypting Bytes Data

This section describes how to use the unprotect API for decrypting the bytes data.

Warning: To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted
bytes data to a Hexadecimal, Base 64, or any other appropriate format.

Input

In this example, the following input data are used, which are first converted to bytes using the Buffer class in NodeJS.
The bytes data is then encrypted using the A£S256 data element. The protected output is decrypted using the same data

element.
Single input data input = Buffer.from('Protegrity1’)
Bulk input data input = [ Buffer.from('Protegrity1"), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3') ]
Operation

const protectedData = protector.protect( input, “userl®, "AES256")

const unprotectedData = protector.unprotect( protectedData.output, “userl®, “AES2567)

Result
Example output for single input data:

{ returncode: 8, output: <Buffer 50 72 6F 74 65 67 72 69 74 79 31> }

Example output for bulk input data:

{
returncode: [ 8, 8, 8 ],
output:
<Buffer 50 72 6f 74 65 67 72 69 74 79 31>,
<Buffer 50 72 6f 74 65 67 72 69 74 79 32>,
<Buffer 50 72 6f 74 65 67 72 69 74 79 33>

1
i
}

sSuccess: true

2.5.7 reprotect API

The reprotect API protects the data using tokenization, data type preserving encryption, No Encryption, or encryption data
element. It supports single and bulk protection without a maximum bulk size limit. However, you are recommended not to pass
more than 1 MB of input data for each protection call.

function reprotect(inputData, userName, oldDataElement, newDataElement, oldexiv = null, newexiv = null, oldextweak = null,
newextweak = null, charset = null)

Parameters

i nput Dat a: Data to be reprotected. You can provide the input data of byte or string type. However, you cannot provide
the data from multiple data types at the same time in a bulk call.

user Namne: String containing the username defined in the policy.
ol dDat aEl enent : String containing the old data element name defined in the policy.
newDat aEl enent : String containing the new data element name defined in the policy.

ol dexi v: External IV is an optional argument. It is a buffer containing old external 1V and accepts input in byte format.
When the old external IV is null, its value is ignored.
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newexi v: External IV is an optional argument. It is a buffer containing new external IV and accepts input in byte
format. When the new external 1V is null, its value is ignored.

ol dext weak: External Tweak is an optional argument that is used only for the FPE data elements. It is a buffer
containing data that is used as an old external tweak and accepts input in byte format. When the old external tweak is
empty, its value is ignored.

newext weak: External Tweak is an optional argument that is used only for the FPE data elements. It is a buffer
containing data that is used as an new external tweak and accepts input in byte format. When the new external tweak is
empty, its value is ignored.

char set : Charset is an optional argument. It indicates the byte order of the input buffer. You can specify a value for this
argument from the charset constants, such as, utf8, utfi6le, or utfl6be.

Note: The default value for the charset argument is UTF-8.

Note: The charsetargument is only applicable for the input data of byte type.

Returns
» For single data. Returns an object with reprotected data in the following format.
* For string input:

{ returncode: (int), output: (string) }
e For byte input:
{ returncode: (int), output: (Buffer) }

* For bulk data: Returns an object with reprotected data in the following format:
e For string input:

returncode: []int
output:[]string,
isSuccess: bool

}
* For byte input:
{

returncode: []Jint
output: []Buffer,
isSuccess: bool

3
Exceptions

Er r or : If the reprotect operation is unsuccessful, then an exception is thrown. For String or Byte array, an exception is
not thrown for error codes 22, 23, and 44. In such cases, /sSuccessis returned as false.

For more information about the AP NodeJS error return codes, refer to the section Application Protectors API Return
Codes.

Example
The following table provides examples of the API usage for retokenizing and re-encrypting the data for each input.

Input Usage Refer to
String Retokenizing string data Example - Retokenizing String Data
Retokenizing string data with external IV | Example - Retokenizing String Data with
External 1V
Reprotecting string data using FPE Example - Reprotecting String Data Using
FPE
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Input Usage Refer to
Reprotecting string data using FPE with Example - Reprotecting String Data Using
external 1V FPE with External 1V
Reprotecting string data using FPE with Example - Reprotecting String Data Using
external tweak FPE with External Tweak

Bytes Retokenizing bytes data Example - Retokenizing Bytes Data
Retokenizing bytes data with external IV | Example - Retokenizing Bytes Data with

External 1V

Re-encrypting bytes data Example - Re-encrypting Bytes Data

2.5.7.1 Example - Retokenizing String Data

This section describes how to use the reprotect API for retokenizing string data.

Warning:

If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type.

For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the Alpha-Numeric data
element to reprotect the data.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element. The tokenized input data is retokenized using a new AjphaNum_1 Alpha-Numeric data element.

Single input data input = 'Protegrityl’
Bulk input data input = ['Protegrityl’, 'Protegrity2', 'Protegrity3']
Operation

const protectedData = protector.protect(input, “userl®, “AlphaNum®)

const reprotectedData = protector.reprotect(protectedData.output, “"userl®, "AlphaNum®,
"AlphaNum_1%)

Result
Example output for single input data:

{ returncode: 50, output: "OgDuaYeAja9-" }

Example output for bulk input data:

{
returncode: [ 50, 50, 50 ],

output: [ "OgDuaYeAja9", "YrKxfmdTGu6", "QrKxfmdTGi4" ],
isSuccess: true

2.5.7.2 Example - Retokenizing String Data with External 1V

This section describes how to use the reprotect API for retokenizing the string data, using external V.

Warning:

If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type.
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For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the Alpha-Numeric data
element to reprotect the data.

Note: If you want to pass external IV as an argument to the reprotect API, then you must convert it to UTF-8 bytes before passing it to the
API.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element, with the help of the external IV 1234 that is passed as bytes. The tokenized input data is retokenized using a new
AlphaNum Alpha-Numeric data element, with the help of the external IV 123456that is passed as bytes.

Single input data input = 'Protegrityl’
Bulk input data input = ['Protegrityl’, 'Protegrity2', ‘Protegrity3]
Operation

const protectedData = protector.protect(input, “userl®, "AlphaNum®, Buffer.from("1234%))

const reprotectedData = protector.reprotect(protectedData.output, “"userl®, "AlphaNum®,
"AlphaNum®, Buffer.from("1234"), Buffer.from("123456%))

Result
Example output for single input data:

{ returncode: 50, output: "OgDuaYeAja9" }

Example output for bulk input data:

{
returncode: [ 50, 50, 50 ],

output: [ "OgDuaYeAja9®, "YrKxfmdTGu6®", "QrKxfmdTGi4" ],
isSuccess: true

2.5.7.3 Example - Reprotecting String Data Using Format Preserving Encryption (FPE)

This section describes how to use the reprofect API to reprotect the string data using Format Preserving Encryption (FPE) (FF1).

Warning:

If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the same FPE type.

For example, if you have used the FPE data element to protect the data, then you must use only the FPE data element to reprotect the data.

Input

In this example, the following input data are used, which are protected using the FPE_Alpha FPE data element. The
protected input data is reprotected using a new FPE_Alpha 1 FPE data element.

Single input data input = ‘protegrity1234AAAAAAECEE'

Bulk input data input = ['protegrity1234AAAAAAECEE',

Operation

const protectedData = protector.protect(input, “userl®, "FPE_Alpha®)
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const reprotectedData = protector.reprotect(protectedData.output, “userl®, "FPE_Alpha®,
"FPE_Alpha_1%)
Result
Example output for single input data:

Example output for bulk input data:

{
returncode: [ 50, 50, 50 ],

" i1KNERbUuJEH1234AAAAAA™
]
1

sSuccess: true

2.5.7.4 Example - Reprotecting String Data Using FPE with External 1V

This section describes how to use the reprotect API to reprotect the string data using FPE (FF1) with external 1V.

Warning:
If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the same FPE type.

For example, if you have used the FPE data element to protect the data, then you must use only the FPE data element to reprotect the data.

Note: If you want to pass external IV as an argument to the reprotect API, then you must convert them to UTF-8 bytes before passing them
to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external 1V 1234 that are passed as bytes. The protected input data is reprotected using a new FPE_Num FPE data
element, with the help of external 1V 123456 that are passed as bytes.

Single input data input = '372875647747447'
Bulk input data input = ['372875647747447', '562875647747412',
"702875647747434]
Operation

const protectedData = protector.protect(input, “userl®, "FPE_Num®, Buffer.from("1234%))

const reprotectedData = protector.reprotect(protectedData.output, “userl®, “FPE_Num®",
"FPE_Num®, Buffer.from("1234%), Buffer.from("123456%))

Result
Example output for single input data:

{ returncode: 50, output: =386445170344927" }

Example output for bulk input data:

{
{
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returncode: [ 50, 50, 50 ],
output: [ "386445170344927", "539755103178822", "762007695745544" ],
isSuccess: true

2.5.7.5 Example - Reprotecting String Data Using FPE with External Tweak

This section describes how to use the reprotect API to reprotect the string data using FPE (FF1) with external tweak.

Warning:
If you are reprotecting the data using the reprotect API, then the old data element and the new data element must have the same FPE type.

For example, if you have used the FPE data element to protect the data, then you must use only the FPE data element to reprotect the data.

Note: If you want to pass external tweak as an argument to the reprotect API, then you must convert them to UTF-8 bytes before passing
them to the API.

Input

In this example, the following input data are used, which are protected using the FPE_Num FPE data element, with the
help of external tweak abcd'that are passed as bytes. The protected input data is reprotected using a new FPE_Num FPE
data element, with the help of external tweak abcdefthat are passed as bytes.

Single input data input = '372875647747447'
Bulk input data input = ['372875647747447', '562875647747412,
"702875647747434]
Operation

const protectedData = protector.protect(input, “userl®, “FPE_Num®, null,
Buffer.from("abcd*®))

const reprotectedData = protector.reprotect(protectedData.output, “userl®, "FPE_Num-®,
*FPE_Num®, null, null, Buffer.from("abcd"), Buffer.from(“abcdef*"))

Result
Example output for single input data:

{ returncode: 50, output: "386445170344927" }

Example output for bulk input data:

{

{
returncode: [ 50, 50, 50 ],

output: [ "386445170344927", "539755103178822", "762007695745544" ],
isSuccess: true

2.5.7.6 Example - Retokenizing Bytes Data

This section describes how to use the reprotect API for retokenizing the bytes data.

Warning:

If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type.
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For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the Alpha-Numeric data
element to reprotect the data.

Note: The default value for the charset argument is UTF8. If the data elements have default encoding or Plaintext Encoding set as either
UTF16LE or UTF16BE, then the respective charset argument must be passed to the API.

Note: Ensure that the input data is of the same byte format as selected in the Plaintext Encoding or default encoding drop-down for the
required FPE or Unicode Gen2 data element.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element and UnicodeG2 UTF16LE Unicode Gen2 data element. The protected input data is reprotected using a new
AlphaNum_1 Alpha-Numeric data element and a new UnicodeG2 UTFI16LE 1 Unicode Gen2 data element.

Single input data for Alpha-Numeric data element input = Buffer.from('Protegrity1’)

Single input data for Unicode Gen2 data element bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)

Bulk input data for Alpha-Numeric data element input = [ Buffer.from('Protegrityl'), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3’) ]

Bulk input data for Unicode Gen2 data element bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),
Buffer.from('Protegrity2’, 'utf16le"), Buffer.from('Protegrity3’,
'utfl6le’)]

Operation

The following example shows how to perform the reprotect operation using the new AlphaNum_1 Alpha-Numeric token
data element.

const protectedData = protector.protect( input, “userl®, “AlphaNum®)

const reprotectData = protector.reprotect( protectedData.output, “userl®, “AlphaNum-®,
“AlphaNum_1*" )

The following example shows how to perform the reprotect operation using the new UnicodeG2 UTF16LE 1 Unicode
Gen2 token data element.

const protectedData = protector.protect( bytelnputUTF16LE, "userl®,
"UnicodeG2_UTF16LE", null, null, protector.charset.utfl6le)

const reprotectedData = protector.reprotect( protectedData.output, “userl-®,

"UnicodeG2_UTF16LE", "UnicodeG2 UTF16LE_1%, null, null, null, null,
protector.charset.utfl6le)

Result
Example output for single input data for Alpha-Numeric data element:

{ returncode: 50, output: <Buffer 4f 67 44 75 61 59 65 41 6a 61 39> }

Example output for single input data for Unicode Gen2 data element:

{ returncode: 50, output: <Buffer 4f00 6700 4400 7500 6100 5900 6500 4100 6a00 6100
3900> }

Example output for bulk input data for Alpha-Numeric data element:

{
returncode: [ 50, 50, 50 ],

output:
<Buffer 4f 67 44 75 61 59 65 41 6a 61 39>,
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<Buffer 59 72 4b 78 66 6d 64 54 47 75 36>,
<Buffer 51 72 4b 78 66 6d 64 54 47 69 34>
1.
isSuccess: true

}

Example output for bulk input data for Unicode Gen2 data element:

{
returncode: [ 50, 50, 50 ],
output:

<Buffer 4f00 6700 4400 7500 6100 5900 6500 4100 6a00 6100 3900>,
<Buffer 5900 7200 4b00 7800 6600 6d00 6400 5400 4700 7500 3600>,

<Buffer 5100 7200 4b00 7800 6600 6d00 6400 5400 4700 6900 3400>
1
i

sSuccess: true

2.5.7.7 Example - Retokenizing Bytes Data with External 1V
This section describes how to use the reprotect API for retokenizing the bytes data using external 1V.
Warning:

If you are retokenizing the data using the reprotect API, then the old data element and the new data element must have the same
tokenization type.

For example, if you have used the Alpha-Numeric data element to protect the data, then you must use only the Alpha-Numeric data
element to reprotect the data.

Input

In this example, the following input data are used, which are tokenized using the AlphaNum Alpha-Numeric data
element and UnicodeG2 UTF16LE Unicode Gen2 token data element, with the help of the external IV 1234 that is
passed as bytes. The protected input data is reprotected using a new AlphaNum Alpha-Numeric data element and a new
UnicodeG2 UTFI16LE Unicode Gen2 token data element, with the help of the external IV 123456 'that is passed as bytes.

Single input data for Alpha-Numeric data element
Single input data for Unicode Gen2 data element

Bulk input data for Alpha-Numeric data element

input = Buffer.from('Protegrity1’)

bytelnputUTF16LE = Buffer.from('Protegrityl’, 'utf16le’)

input = [ Buffer.from('Protegrity1'), Buffer.from(‘Protegrity2’),
Buffer.from('Protegrity3') ]

bytelnputUTF16LE = [ Buffer.from('Protegrityl’, 'utf16le’),

Buffer.from('Protegrity2', 'utf16le"), Buffer.from('Protegrity3’,
‘utf16le’)]

Bulk input data for Unicode Gen2 data element

Operation

The following example shows how to perform the reprotect operation using the A/phaNum Alpha-Numeric token data
element, with the help of the external IV 123456 that is passed as bytes.

const protectedData = protector.protect( input, “userl®, "AlphaNum®,
Buffer.from(~1234%))

const reprotectedData = protector.reprotect( protectedData.output, “useri”,

"AlphaNum®,
“"AlphaNum®, Buffer.from("1234"), Buffer.from("123456%) )

The following example shows how to perform the reprotect operation using the UnicodeG2 UTF16LE Unicode Gen2
token data element, with the help of the external IV 123456'that is passed as bytes.

const protectedData = protector.protect( bytelnputUTF16LE, “userl-,
"UnicodeG2_UTF16LE", Buffer.from("1234"), null, protector.charset.utfl6le)
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const reprotectedData = protector.reprotect( protectedData.output, “"userl”,
"UnicodeG2_UTF16LE", "UnicodeG2_UTF16LE", Buffer.from("1234"), Buffer.from("123456"),
protector.charset._utfl6le)

Result
Example output for single input data for Alpha-Numeric data element:

{ returncode: 50, output: <Buffer 50 38 50 43 6d 43 38 67 74 79 31> }

Example output for single input data for Unicode Gen2 data element:

{ returncode: 50, output: <Buffer 5000 3800 5000 4300 6d00 4300 3800 6700 7400 7900
3100> }

Example output for bulk input data for Alpha-Numeric data element:

{
returncode: [ 50, 50, 50 ],

output: [
<Buffer 50 38 50 43 6d 43 38 67 74 79 31>,
<Buffer 50 55 56 72 6a 46 62 37 74 79 32>,
<Buffer 50 47 57 47 4f 72 68 57 74 79 33>

el

sSuccess: true

}

Example output for bulk input data for Unicode Gen2 data element:

{
returncode: [ 50, 50, 50 ],

output: [
<Buffer 5000 3800 5000 4300 6d00 4300 3800 6700 7400 7900 3100>,
<Buffer 5000 5500 5600 7200 6a00 4600 6200 3700 7400 7900 3200>,
<Buffer 5000 4700 5700 4700 4f00 7200 6800 5700 7400 7900 3300>

1
i
}

sSuccess: true

2.5.7.8 Example - Re-encrypting Bytes Data

This section describes how to use the reprotect API for re-encrypting the bytes data.

Warning:

If you are re-encrypting the data using the reprotect API, then the old data element and the new data element must have the same
encryption type.

For example, if you have used the AES256 data element to protect the data, then you must use only the AES256 data element to reprotect
the data.

Warning: To avoid data corruption, do not convert the encrypted bytes data into string format. It is recommended to convert the encrypted
bytes data to a Hexadecimal, Base 64, or any other appropriate format.

Input

In this example, the following input data are used, which are first converted to bytes using the Buffer class in NodeJS.
The bytes data is then encrypted using the A£S256 data element.

| Single input data input = Buffer.from('Protegrity1’)
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Bulk input data input = [ Buffer.from('Protegrityl’), Buffer.from('Protegrity2"),
Buffer.from('Protegrity3’) ]

Operation

The following example shows how to perform the reprotect operation using the A£5256 encryption data element. The
protected input data is re-encrypted using a new AES256 1 encryption data element.

const protectedData = protector.protect( input, “userl®, "AES256")

const reprotectData = protector.reprotect( protectedData.output, "userl®, "AES256",
"AES256_1" )

Result
Example output for single input data:

returncode: 50,
output: <Buffer 81 65 k4 5g 3d 8j 7c 78 6F 45 9b 97 ap 9t 93 61>

}

Example output for bulk input data:

{
returncode: [ 50, 50, 50 ],

output: [
<Buffer 81 65 k4 5g 3d 8j 7c 78 6f 45 9b 97 ap 9t 93 61>,
<Buffer 8h 70 34 g4 4t c8 s9 2k 63 10 2j 39 25 hw 8 t5>,
<Buffer r7 4j 79 ck 23 s4 8F 17 89 27 in 5n 60 hh sO 2m>

]

sSuccess: true

2.6 Application Protector (AP) .Net APIs

A Trusted Application must be added in the datastore for running AP .Net. The AP .Net accesses the information on the Trusted
Application from the policy stored in the memory. If the application is trusted, then the user can invoke the protect, unprotect, or
reprotect APIs, depending on the requirements. You can flush the audits at the point where the application exits.

Note: The AP .Net APIs can be invoked by a valid Policy Useror a Trusted Application user.

Note:
When a short running application has completed its execution (in less than a second), the audit logs will not be seen. In such cases, the
FlushAudits() API needs to be invoked.

For more information about the FlushAudits API, refer to the section FlushAudits API.

The following diagram represents the basic flow of the AP .Net.
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Begin
A 4

Initialize the
protector

A 4

Call data protection method one or
multiple times

A4

Flush the Audits

End

Figure 2-6: Flowchart for AP .Net

Note:
The AP .Net supports only bytes and string data type.

The following sections provide detailed information for the various functions used by the Protegrity Application Protector .Net.

2.6.1 GetProtector API

The GetProtector API returns the Protector object associated with the AP .Net API.

public static Protector GetProtector(int communicationID = 0)
Parameters

communi cat i onl D: The Communication ID in integer format that is used by the PEP server. This value must match

the value specified by the Communication ID parameter in the pepserver.cfg file. This parameter is optional. The default
value of the communicationlD parameter is O.

Note: Ensure that the communication/D parameter value is equal to the Communication /D parameter value in the pepserver.cfy
file.

Returns

Prot ect or | nstance: Object associated with the AP .Net API.
Exception

Pr ot ect or Except i on: If the configuration is invalid, then an exception is returned.
Example

Protector protector = Protector.GetProtector();
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